January 30, 2009
From:

Claudia Light, SDC

To:

BCP Coordinators and Sponsors

Subject:
Response to questions asked during the BCP Coordinators’ meeting

Thank you for letting me address the BCP coordinators at last Monday’s quarterly meeting.  This is a great first step towards bringing disaster recovery planning in line with business continuity planning.  

We need to get disaster recovery contact information from all BCP coordinators.  Please send the names and phone numbers for both the sponsoring manager over disaster recovery and the contact person for coordinating development of the DR plan for the organization to Claudia.j.light@das.state.or.us   

We are planning to meet with DR sponsors and DR coordinators to plan disaster recovery together.  I am expecting to schedule a disaster recovery informational forum before the end of February.  

Here is a summary of the questions that were asked during my presentation.  I’ve researched answers for the ones I couldn’t answer on the spot and tried to give some more thought to the questions I was able to answer. Here are the questions and answers from Monday’s presentations:

1. What is recovery time objective for state network backbone? 
Answer: Generally, the RTO for the backbone depends on the RTO of the applications that are delivered through it.  The state network backbone is fully redundant and will continue to circulate traffic if a site on the backbone is disabled.  Our service level agreement with Quest is 4 hrs under normal circumstances. The nature and extent of the outage would affect how long recovery actually takes.  In cases of wide-spread devastation, the phone companies would do service restoration based on priorities.  The SDC is investigating how to get a place in that prioritization scheme.    

2. Are all systems backed up nightly? 
Answered: Backups are done nightly, but that does not necessarily include everything needed for DR recovery. SDC backs up the operating system and infrastructure software.  The SDC runs jobs to backup agency applications and data.  Agency data has to be backed up when it is at rest. Each agency needs to talk with its IT staff on how the data is backed up.

3. Is there a DAS coordinating role across agencies for DR testing? 
      

Answer: Our plan is to schedule off-site tests and offer agencies the opportunity to test applications recovery during the scheduled test. We plan to start the testing portion of our project after the start of the biennium.  Testing would start with tabletop exercises. Our plan is to conduct our first off-site test with SunGard before the end of 2009. We are looking at opportunities for setting up testing capabilities on-site at the SDC to allow agencies to test application recovery before doing an off-site test.  It would be time and cost prohibitive to test everything.  Testing will need to be focused and make assumptions that if one works, others will work.  

4. What is the DR Contract #? 
Answer: The ORPIN contract number for the SunGard price agreement is 8654. Disaster recovery planning services are available for purchase through the agreement. 
5. Have we identified what % we are spending for DR. 
Answer: It is being worked on. The $26,000 from the SDC is less then the 7.8% average, but that money doesn’t include all the backup and recovery costs.

6. What are the platforms on the spreadsheet? 
Answer: These categories refer to the way we currently charge customers for SDC services. Mainframe, mid-range, and distributed are classes of computing hardware that hosts applications. Mainframe holds large enterprise systems that run many of the applications that have been around for 20 years or more.  Mid-range includes the iSeries computers that DOR, DOC, and ODVA agencies use, and the pSeries Unix systems that run applications like Oracle data base management system and many of the print plants applications.  Distributed refers to the applications that are hosted on smaller servers. Most new development is on the distributed platform.  Storage refers to where the data created and used by the hosted applications is stored.  The majority of our computing platforms use centralized storage. Some distributed servers and iSeries computers have storage directly attached to the hosting device.  Network is the connectivity between the user’s location and where the application is hosted.  Voice is your telephone services.  

7. How will they get DR information? 
            Answer: Lynn Beaton will send out email jointly with SDC.

8. Is the DR team referred to all SDC internal? 
Answer: Yes. This presentation to BCP coordinators is the start of the DR outreach from the SDC. Members of the SDC’s DR team will be sitting down jointly with EISPD and the agencies.  We can plan for recovery of some of the computing infrastructure on our own.  For the rest we need to work with the agencies to learn what their expectations are and to help them prepare for their part in recovery.

9. Is the DR for all agencies or just those hosted at the SDC (re list of DR people)? 
Answer: The SDC’s DR project is focusing on hosted agencies, but having others involved will allow the SDC to make others aware of what is going on. Agencies will need to address DR plans for wherever their computing is hosted.  Agencies need to consider applications that they themselves host on workstations. For the DR coordinator list, it should be all agencies as this list will also be used by Lynn.  

10. If indirect customer of another agency, does the other agency figure out recovery needed? 
Answer: The application owners will need to focus on their customers needs. If one application depends on another, you need to make sure that the recovery plans for the application being depended upon meet the RTO needs of the dependent application. 
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