Statewide Business Continuity Planning Coordinators

Minutes from June 2nd, 2009 meeting

1. H1N1 Flu Panel
Rebecca Gray, Human Resource Service Division, DAS

Robert Salinas, Department of Human Services

· Rebecca Gray is the first point of contact for all agencies.  If you suspect a flu outbreak in your office, contact Rebecca:
Rebecca Gray

Senior State Human Resource Consultant

DAS - HRSD - HR Management & Consultation

Telephone:  (503) 378-8301

Fax:  (503) 373-7684

 

· Rebecca is coordinating the process of developing and providing guidance materials for all agencies.  As materials are developed, they will be added to the following DAS site:

· Web site:  http://oregon.gov/DAS/HR/flu.shtml
· This website also links to information from the Centers for Disease Control (CDC), Public Health, World Health Organization (WHO)
· At this, this information can also be accessed on the BCP website:

· http://oregon.gov/DAS/EISPD/BCP 
· If an agency contacts Rebecca, her first call will be to Robert Salinas, with DHS.  Specifically, Robert assists state agencies to address worker safety and health issues and provide health guidance if an employee is discovered to have H1N1 flu.  He also coordinates communication flow between agencies and public health division, to ensure that consistent information is being provided. 

· Policy for the HlN1 virus and an associated toolkit should be completed by the end of this summer.  
· Toolkit will include a communication plan for communicating to staff, matrix of responsibility, media communication outline, communication plan for working with decontamination team

· Looking at updating statewide temporary interruption of employment policy. Does not necessarily mean building closure. Expanding for clarity to include temporary interruption for decontamination, etc. 

· Key points for agencies to remember:

· Each agency should identify a single point of contact for dealing with the flu issue.

· Try to keep panic minimized and have good communication plan. 
· Goal is not to close buildings, but to keep public buildings open.  
· Appropriate response will be decided case-by-case, based on the individual facts in each instance.

· Here is an example of how the process should work:

· Safety manager or point of contact for your agency calls Rebecca Gray, who in turn contacts Robert Salinas.

· The agency will be asked to provide information such as:

· List of symptoms?  Has the person been tested?  Dates and times of the incident?  Location of employee?  Who else is in the building?

· Robert will coordinate with Public Health and contact OSHA consultant to determine decontamination and/or building closure and respond to exposure issues.
· DAS Facilities will be the point of contact for DAS-owned buildings

· DAS State Procurement Office – currently working on an RFP to develop one emergency contract for decontamination.  This would include a HAZMAT team to call in on emergency. 

· Risk management  - Help with mitigating liability or risk
· Dovetails with the BCP efforts.  How do we get it to intertwine with the BCP to keep services going?

· Question from audience:  Have you addressed what agencies should do if they have high degree of contact with the public?  Particularly agencies with lot of contact with foreign offices?

· Answer:  Call, work with Robert Salinas and follow CDC recommendations.  Have put up signs in public places with “normal” messages - cover your cough, wash your hands, etc. Would recommend having conversation with Public Health.  

· Question:  Do we notify the public who have been working with an infected staff person?  

· Answer:  That guidance will come from Public Health.  Important first to get all the relevant information so Public Health can determine their level of involvement.  

· Question:  How do issues of patient privacy fit into this whole process?  If someone goes home sick you have no idea if they have flu, AIDS, etc?

· Answer:  Rebecca is currently working closely with DOJ on that issue.  As managers, you can ask the employee if they’re feeling OK.  Looking for specific things – coughing, sneezing, fever, etc.  You can offer them the opportunity to go home.  You can not ask what symptoms a person has, then hand off to HR.  In general, you can encourage staff to stay home if they don’t feel well.  

· Question:  Can OSHA give us information about how to keep the workplace clean?

· Answer:  Yes, OSHA has provided that information and BCP web site and HRSD web site will have that info.  Additionally, should make it part of the normal safety and health processes at agency. 

· Question:  Without BCP coordination at the enterprise level, will you provide coordination and possibly provide forums?  

· Answer:  Yes, once Rebecca has completed the toolkit, she will send it out to all BCP coordinators.  She could also forsee holding a forum in the future.

2. OSPS – Oregon Statewide Payroll System

Gerald Floyd, State Controller’s Division, DAS
· DAS is taking a phased approach to developing BCP for the agency.  Have just completed Phase 1 – single building affected.  Each area writing BCP based on if their building is unavailable for up to 30 days.  

· In that scenario, payroll system housed at SDC is still operational and agencies can still access.  
· For Phase 1 – the state payroll plan identifies the functions payroll staff need to accomplish.  DAS payroll staff may be able to assist other agencies by providing computer access for them to run the jobs they need to run or run directly at the SDC.  

· Phase 2 assumes that multiple buildings affected in the capitol mall.  Will look at other methods – telecommuting, etc.  Have not developed that phase yet.

· Phase 3 assumes that the SDC is affected.  Hopefully, by that point DR contract will be in place and the DR component of DAS systems will be known.  What are the systems handling payroll and how soon can they become available?  DR contract will also look at what DAS can afford.  Claudia Light is the central point for coordinating this.  Don’t yet know how this will be connected.

· Current efforts:  

· The procedures and documentation for bringing the Payroll system back up online has been updated.  

· Payroll has worked with Treasury on having Treasury store the ACH file for transfers for electronic deposit.  Treasury can take the last ACH file and update and repost file for ACH.  Although this is not perfect, this would allow payment of about 99% of people.  
· Agencies should also encourage direct deposit.  DAS is working on alternative check processing for people who receive manual checks.  Reconciliation and clean up would occur after the situation has been resolved.  Currently testing manual check process in Publishing and Distribution.  

· Payroll issues for agencies to consider:

· What is your plan for inputting payroll information if you can’t get into your building?  
· If you have paper timesheets, how do you coordinate getting to payroll people?  

· Current option:  may elect to run payroll as is and update/reconcile in following month, following the disaster.  Or consider alternative payroll entry location.  

· Yes, there is a risk that some people will get paid for items they didn’t work.  However, in the event that something has brought down the State Data Center, the reality is that is a risk we need to take.  Accept small percentage of risk vs. not paying remaining employees.  

· Question:  How many state employees have direct deposit?

· Answer:  Over 85%

· Question:  Where does our building (Portland State Office Building) fit in with one building/multi building process?
· Answer:  DAS plan is for DAS staffed buildings. If DAS has functions at Portland State Office Building, DAS will be writing plans based on unavailability of that building.  

· Question:  For payroll system, if DAS payroll have to implement BCP, who do we call for emergency?  
· Answer:  State payroll has a web site, so go to DAS web site.  All DAS divisions would communicate with DAS Public Affairs to communicate out to agencies and update through public affairs division at the time of an event.  

3. Role of Governor’s Office During an Emergency

Paul Evans, Military Policy Advisor, Governor
· Paul’s number: 503-949-6378 – he encourages calls if agencies have any questions.

· What constitutes an emergency?

· Whatever people think an emergency is, it can be.  Declared emergencies have involved salmon, fire, milk trucks, floods, etc.  If you think there is a problem, doesn’t hurt to raise it to the next level.  
· What is a governor’s declared emergency?

· Specified in ORS 401 – Gives the governor the authority to do whatever is necessary to restore order – very broad powers
· Can bring in private citizens and make agents of the state with/without consent, can seize goods and property, etc.
· Gives the governor authority to use whatever means necessary to accomplish the mission.  
· Size and scale of event can vary greatly – can be big or small.

· Different  ways for state to declare emergency:
1. Can start by declaring emergency up front for big event, i.e., tsunami

2. Can go through DAS to Governor.

· For a local government (county) declares emergency, county sends to Oregon Emergency Management, goes to governor’s office for review, goes to governor.  

· Local government will need emergency declaration before receiving federal emergency aid.

· New policy and proposed legislation

· Proposed legislation this session:  HB3021 
· Bill rewrites ORS Chapter 401 and tries to extend some protections to volunteers.  

· New Executive Order No. 08-20, signed on August 26, 2008

· (See BCP website for EO language and Chapter 401 link)

· Creates a new “Emergency Recovery Framework” for Oregon Emergency Management (OEM) activities with recovery activities led by the Governor’s Office.

· Goal is to provide coordinated “day after” recovery efforts for local governments.

· Question:  Can declaration of emergency involve public health emergency?

· Answer:  Yes, governor can declare a public health emergency including quarantines, movement adjustments, etc.

· Question:  In event of emergency, do agencies need to go through DAS or OEM if they identify a specific issue that needs to be addressed for that agency?
· Answer:  Generally, the Exec. Order is written broadly enough to cover the ability of agencies to make requests.  However, sometimes will need ot adjust rules in writing.  If agencies have needs or questions, first contact DAS and then OEM.  (Or, again, you can call Paul directly at 503-949-6378.)  

· Paul’s final tidbit:  “When you’re up to your ears in alligators you forget you went into the swamp to drain it.” 

4. Amateur Radio – Field Day event

Lori Widder, Oregon Youth Authority

· Field day is an annual event for amateur radio operators around the world.  Sponsored by the national association for Amateur Radio, this event will last for 24 hours.  Using only emergency power supplies, ham operators will construct emergency stations across the country and exchange contacts for a 24 hour period.  
· This event is open to the public so people can see what Amateur Radio Service is all about.

· The Salem Amateur Radio Club is sponsoring this event site and welcomes you to stop by and meet some of the emergency service volunteers.  The Salem Amateur Radio Club is hosting their event at the Antique Power Land Museum in Brooks. 
· Setup is on June 26th.  Event is held on June 27th and 28th beginning Saturday, 11:00 am thru Sunday, 11:00 am.  
· Stations will be set up for every level of experience.
· Web site: http://www.w7saa.com 
5. Wrap up of Enterprise BCP Program

Lynn Beaton and Katie Bechtel, Enterprise BCP Program, DAS

The DAS Enterprise Program will end on June 30:  

· Most agencies will have successfully met the goals of the statewide BCP policy: of the 72 agencies and boards involved, 79% will have completed a BCP by June 30, and another 18% will have substantially met the goals.  Only 3% couldn’t substantially meet goals, usually for reasons including loss of staff, funding, etc.  
· The only piece of policy not being accomplished is the Disaster Recovery component, and DAS had already decided to extend deadline for that out into the future.  
· DAS will issue a new BCP policy during the new biennium.  This policy will require agencies to continue to maintain updated business continuity plans.  At this time, DAS does not know when this policy will be issued.  

· This has been an impressive piece of work by the agencies and DAS wants to acknowledge this work.  Letters will be sent out, signed by Scott Harra, acknowledging exceptional work from specific coordinators.  
Vendor Fair:

· June 23rd Open house style from 1-4pm, L&I Building Room 260.  BCP will be hosting a vendor fair including emergency communications, contractors, software, etc. Katie will send a list of vendors participating out in advance of the event.  

BCP Website:

· Will be left up at least through December 30, 2009.  Site contains testing guide, H1N1 flu guidance, agency examples, etc.  Will be reorganized by topic before June 30.  

· Thank you from Lynn and Katie – you were a wonderful group! 
6. Thank you to all the agencies and boards 
Scott Harra, Director, DAS
· Scott thanked everyone in the room for their efforts in promoting business continuity planning for the State of Oregon.  Scott understands the work that was required of agencies; he was the sponsor of BCP at DCBS and part of the initial enterprise effort.  

· Scott encouraged BCP coordinators to stay in touch with each other and encouraged agencies to take a leadership role in keeping forums going and maintaining BCP coordinators group.  
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