Statewide Business Continuity Planning Coordinators

Minutes from February 27th, 2008 meeting

1. Welcome and introductions

Lynn Beaton, Enterprise BCP Manager, DAS

· The meeting started with a welcome and introduction from Lynn Beaton followed by introductions of all the attendees throughout the room.

2. Lessons learned from the flooding event last fall
J.R. Gonzalez, Program Manager of Safety, Reliability and Security, 

Oregon Public Utilities Commission
· The PUC’s mission is to regulate the utility industry and ensure that customers receive safe and reliable utility services at reasonable rates.   J.R.’s position includes reviewing power infrastructure (gas pipelines, electrical systems, telecom) during disaster events to determine damage and recommend recovery actions.

· J.R. showed a video of the 2008 winter storm damage and discussed the Public Utility Commission’s involvement with responding to the storm.  
· This storm was different from the 2006 storm in that this storm was very localized; it was like a hurricane.  Complete communication was lost for 44 hours, including 911 services, which had to be re-routed.  
· The heavy rains caused lands to become marshy, making vehicle access to the affected areas difficult.  Roads had to be built on top of the marshy land to allow vehicle access.  The ground was soft enough that a landslide took place and actually washed a house onto highway 230.  The gas supply to the area was not disrupted until the landslide occurred, and then there was one leak.  
· This storm had international communication impact.  Much of the fiber cable crossing the ocean floor to Asia originates from the Oregon coastline.  When the fiber cable broke, it affected the communication with Asia and the bandwidth was dropped.  
· To ensure constant communications, status reports were given every hour.  In addition, the Department of Corrections had inmates help the affected areas.  
· One primary lesson learned is that individuals should be able to be self-supporting for at least 48 hours.  Also, everyone has a role to play when a disaster occurs.  With the collaboration of state agencies working together, Oregon responded superbly.
3. Connection between the Oregon Emergency Management (OEM) and business continuity planning efforts
David Cassel, Section Director for Planning and Training, Oregon Emergency Management

· David’s program provides planning, training, exercise and technical assistance to state and local jurisdictions and agencies to enhance emergency preparedness, response and recovery in an all-hazard environment.
· As part of his position, David helps operate the “Emergency Coordination Center” (ECC) during a disaster event.  During an event, he may be called to handle issues even though he’s not technically a member of the ECC.  Oregon Emergency Management is a 24/7 department.  There is always someone available to answer the phones.  
· Business Continuity Planning and Disaster Recovery are closely connected.   Business must continue no matter what disaster happens.  When a disaster strikes, citizens suffer.  OEM’s responsibility is to provide resources and assistance to citizens to help them recover.
· The connection between business continuity and disaster recovery is working together to help citizens, while maintaining business.  Business operations need to be flexible enough to be able to give uninterrupted support even if the agency has to move the location of business.  
· The Oregon Emergency Response System (OERS) Council quarterly meetings are an opportunity for emergency response and business continuity to be coordinated.  Many state agency directors are representatives of OERS.  
· David mentioned the federal “Continuity of Operation Plan” (COOP) process.  He offered to help agencies receive COOP training, if desired.
· He also mentioned the Oregon Emergency Management Plan.  Although not all agencies have listed responsibilities in the OEM Plan, it is still possible for agencies to be called upon to respond during an event.  Agencies should be aware of this possibility as we draft our business continuity plans.  He recommended we all become familiar with the Oregon Emergency Management Plan, in order to understand steps taken during an emergency, as well as the links to business continuity planning.   See http://www.oregon.gov/OMD/OEM 
· Oregon had the Emergency Management Accreditation Program (EMAP) review Oregon’s business emergency operations earlier.  Oregon didn’t meet the standard, largely because agencies didn’t have business continuity plans in place.  Now that these plans are being written, we may want EMAP to review our program again and see how we do.
· David described the “three buckets” that outline the assistance we need to be able to provide in case of a disaster:
· A – Save lives, protect property, help injured people 

· B – Put your business back together 

· C – Help citizens  

· The primary goal for all of us it to help citizens while also getting our agency business back up and running.  At the state agency level, cross-training and education must be included along with development of the business continuity plans.  The business continuity plans need to include information identifying our local partners, and describing how we can provide answers to help our communities and agencies during an event.  
4. Example of the process that one agency used to develop a streamlined business continuity plan
Bill Norfleet, Project Manager, Oregon Department of Revenue

(Please also see Bill’s PowerPoint presentation, provided as an additional attachment to this email.)

· Bill gave examples of the process and approach the Revenue Department is taking to develop their business continuity plan.  As the BCP Coordinator for Revenue, Bill used project management fundamentals to help develop the business continuity plans.

· Revenue conducted both a risk assessment as well as an executive business impact analysis to determine the details of their business functions.  Bill used outside information and developed questions for staff to answer in outlining their processes.

· The agency realized that considering every situation for every problem would be an overwhelming project, so they narrowed their scope and chose to use a small set of critical business functions as examples.  
· This narrowed process allowed Revenue to focus on one process and create the flow chart that outlines a “map” of the process for Electronics Funds Transfer (EFT) of income tax payments.  This map shows how information moves and how different sections connect to each other.

· This map became a “go to” document. Testing started with a technical review to validate the information sequence.  Revenue has now tested their plan.  They also outlined different response levels, listing different levels of crisis by asking a series of “what if” statements.  (See PowerPoint slides for more detail.)

· By going through this entire process, Revenue has now narrowed their scope to just one critical business function.  Narrowing their focus allowed them to refine the process, test the plan thoroughly, and they now have it working.  

· The Department of Revenue’s plans are not complete, but they have developed a process that has worked well for them.  They are making excellent progress and can offer practical solutions for how to simplify the business continuity planning process.  

5. What DAS is doing that can help you develop your business continuity plan Lynn Beaton, Business Continuity Planning Enterprise Manager, DAS

· Lynn mentioned that she’s been meeting with agencies individually to get feedback on agency progress and learn what additional assistance DAS can provide.

· The good news is that every agency has made progress in developing plans.  However, there are some consistent problems that agencies are mentioning:  lack of staff time and resources; uncertainty about what forms and approaches to use; concern about meeting BCP deadlines.
· Small agencies, in particular, are having trouble deciding what forms and processes to use.  Lynn is drafting a new model form that agencies may wish to consider and use.  This form will soon be e-mailed to coordinators in draft form.  Lynn would then like feedback from agencies on this form.

· Lynn is currently preparing a report for DAS management outlining observations and potential recommendations for the program.   
· DAS is also working on policy documents to provide assistance in dealing with potential loss of workforce (pandemic flu) and obtaining alternate work sites during an emergency.  The State Procurement Office (SPO) maintains a list of “Disaster Recovery Contracts” that agencies can purchase from during an emergency.  (The current list was provided as a handout.)
· Also, the Governor’s Recovery Cabinet was mentioned.  This group worked during the recent flooding to provide information to agencies and help coordinate local and state recovery activities.  (Two handouts were provided discussing this cabinet.)

· Lynn mentioned that a workshop will be held within a month for agencies to come together to work on developing plan elements. (This workshop was scheduled for Wednesday, March 26th.)  However, since this is the week of spring break, we have rescheduled this meeting to Monday, April 7th, 9:00 to noon.  An e-mail will be sent to all coordinators announcing the details of this workshop.

· In meeting with agencies, Lynn said that she has learned some tips they may be useful to many agencies:

· Look at the smallest number of critical business functions you can and follow Revenue’s example

· Map out your business functions

· Communications is always the key issue; plan how you will keep staff and partners informed

· Use checklists to outline tasks for individual positions – staff will then not have to pick up a large book during an actual emergency; instead, they can refer to the checklist outlining their own tasks
· Make sure your call trees stay up-to-date

· Audience comments:

· An audience member mentioned that, if possible, it could make sense to locate two alternate work sites – one of each side of the Willamette River.

· Another audience member stated that it can be difficult to get contact information for employees.  Employees are not required to give their personal contact information to other workers.  You do the best you can with what information you have.  

· Lynn concluded the meeting by asking everyone to fill out the “survey monkey” that will be sent with the minutes, and thanking everyone for coming.
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