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Statewide Business Continuity Planning Coordinators
Minutes from November 13, 2007 meeting

1. Welcome and Introductions

Lynn Beaton, Enterprise BCP Manager, DAS

· The meeting started with a welcome and introduction from Lynn Beaton followed by introductions of all the attendees throughout the room.

· Lynn announced that she was scheduling one-on-one meetings with every organization developing a BCP.  The goal is to check on agency progress and see if there is any assistance that Lynn and Melinda Weinmann can offer.  Lynn also asked that everyone fill out the purple questionnaires listing their specific needs for completing their BCPs.

2. Lessons Learned from the TOPOFF 4 Exercise

Paul Evans, Military Policy Advisor for Governor Kulongoski

· Paul mentioned several specific findings of the TopOff4 exercise:

1. The state needs to invest in more reliable communication systems.

2. The current move to increase coordination between the Oregon Emergency Management (OEM) and the Oregon Military Department (OMD) is positive.
3. Had it been a real emergency, the Governor would have gotten involved sooner.  

4. Paul is putting together a recovery framework plan and taking it to Washington, DC to discuss with the federal partners.  

5. There was a lack of liaison work at the local government levels.  Also, if the state had a few more liaisons available to work with the local staff, it could have helped.  The Oregon Emergency Network needs to provide a list of liaisons available from non-affected areas to be close the scene and give input.

6. The private sector was not adequately involved.  Over the next 3 years, there will be a facility remodel at the Anderson Readiness Center to make more room for more people and to allow representatives from the private sector, tribes, counties, special districts and local governments to be centralized and co-located during a crisis.
7. The Oregon Military Department is planning on building a program to develop and exercise plans for responding to crises.  The OMD is trying to find resources to dedicate 3 to 5 people specifically to collaborate on activities such as developing crises scenarios on a quarterly and yearly basis, providing leadership, and working with agency leaders.   

· Paul then answered the following questions from meeting participants:
Can you tell us more about the proposed recovery framework?

· It has been decided that there needs to be a “recovery cabinet” at the state level.  This cabinet will conduct emergency exercises, and develop steps that will help the state begin to recover from a crisis.
There was a lot of talk about the lack of involvement with local businesses during the TopOff4 exercise.  How can you get more organizations involved in emergency situations and help them stay connected?

· We are going to build an exercise plan shop involving the private sector.  We want to create from 5 – 15 (4 deployed) regional emergency manager positions to make sure a standard emergency approach is taken statewide.  We’d like to get more mobile to be able to show support for the local processes.  We also plan to make more of an effort to engage the private sector.  
What do you mean by private sector?  
· Any private corporation that would like to be involved.  We would like to have all organizations provide an inventory of their assets so that resources could be pulled from the private sector as needed during a crisis.  Although agreements would need to be in place to protect private information, during a crisis we need to be able to use all resources possible.  

What is OEM doing to fix problems like communications difficulties and what are the timelines for doing this?  
· There has been a position change at OEM.  Technology is part of the answer and we are hoping the legislature will step in and fund a new approach.  It is also recognized that agencies may come up with their own approaches.  There are telecommunication issues during an emergency.  Pagers and text messaging works on different bands then cell phones.  We may look at old fashioned pagers or some kind of texting investment. 
There are been discussion about the interface between BCP and Emergency Response during a crisis.  Can you talk about how they will intersect?  
· The goal of OEM is to be collaborative with DAS and all other agencies which come up with plans.  This will give us a call chain of people to notify in an emergency, lists of available assets, and exercise plans.  This could allow a similar form, same templates, same measurements, and coordination with BCPs.  A recovery framework will have expanded capacities, will list the people engaged in each agency and allow cross pollination to happen and provide guidance and templates.
Clackamas participated in the emergency exercise but Multnomah County was asked not to participate.  They didn’t have any say on what was to take place.  The courts would like a more active role.  Can you comment?
· Unique politics of Multnomah County led to the decision for that county to not participate.  This included excluding the public schools.   Multnomah County said they were too busy to participate.  We’re hoping TopOff4 raised awareness so others will want to participate.  I’ll make sure this comment gets back to Hardy Meyers. 

3. Business Continuity Plan Example and Training Tool
Kelli Heflin, Dept. of Human Services

· Kelli shared a handout that is being used throughout the Dept. of Human Services to complete their BCP process.  Given the size of that agency, each division of the agency has BCP specialists responsible for answering questions and entering the data into the eBRP Toolkit.  Kelli has taken the toolkit and developed a questionnaire to lead staff through the process of filling out the toolkit questions.  

· Although DHS uses this questionnaire in conjunction with the eBRP Toolkit, the questions are the same questions all agencies are answering as they develop BCPs.  For this reason, we thought it would be helpful for Kelli to share handouts of this questionnaire with all meeting participants.  Kelli discussed the overall approach of the document and discussed some of the primary sections.  

· (Please note:  Because of the state’s agreement with the contractor who developed the eBRP Toolkit, we are not able to share Kelli’s questionnaire electronically, and we can not post it on a web site.  However, Lynn Beaton and Melinda Weinmann are developing a BCP template that will be posted to the web and will be available for any agency to use.)
4. Agency Panel Discussion Concerning Processes and Issues Involved With Drafting Business Continuity Plans

Panelists:  

Gerold Floyd, Administrative Services

Kelli Heflin, Human Services

Mini Kobbervig, Administrative Services

Bill Norfleet, Revenue

Debra Slater, Corrections

Melinda Weinmann, Administrative Services

Panelists did not give initial presentations.  This was a question and answer session only.
Questions to Panelists:
· Are each of your agencies providing BCP training to staff inside agency and if so, what kind of training are you providing?

· Debra Slater, Corrections:  Last April, we put together a marketing strategy for 4500 employees. We developed strategies for teaching employees at every level of our organization.  We created a six minute video describing BCP, and invested time in training plans.  Basically, every level of our organization goes through some level of BCP training.

· Did you develop your training tools yourself or get them from somewhere else?

· Debra Slater, Corrections:  They put together their own training – three different training modules, one that is a short six minutes, up to one that is an hour and a half.

· Kelli Heflin, Human Services:  DHS put together a training module on computers for all employees that tells them what BCP is, why does the agency do it, and is ties into OEM and disaster recovery.  The next trainings are being developed at a higher level for managers.  DHS is going deeper from there.  They also send out BCP newsletters and updates to directors and managers.
· Mini Kobbervig, Administrative Services:  The Director’s Office is taking a more open rather then structured approach.  Mini and Gerold are trainers for DAS and are holding one on one meetings with coordinators and additional staff to help specific program areas. Mini likes DHS’s way of training and their program.  She hopes to piggy back off of some of these ideas.

· Lynn asked how many of the meeting participants had tried to do an agency- wide training on BCP within their own agency.  
· John Wilson from Aviation stated that he had done this for his agency.
· What are the timelines for completing BCPs, and are those timelines on the website?  
· Melinda Weinmann, Administrative Services:  Yes, this information is on the web site.  The policy states that by June 30, 2009, plans have to be completed that describe how critical business functions that need to be recovered within 30 days will be restored.  Remember that critical business functions are divided into four phases, and that plans must be completed for each phase, in turn.  “Phase 2” critical business functions are those functions that would need to be restored within a week.  The deadline for completing the plans for this phase is December 31, 2007.
· Are Kelli (Human Services) and Debra (Corrections) going to share their training modules?  
· Yes, these modules will be made available to other agencies.   Human Services will “fine tune” their module before it is shared.  Corrections’ training module will soon be put on the BCP website

· What information can you give us on alternative worksites?

· Bill Norfleet, Revenue:  Revenue has a number of field offices through Oregon.  They developed a ranking system that describes how seriously an office might be damaged, based on the severity of a possible event.  They considered events like subductions and tsunamis, and came up with a five part ranking system:  Level 1 is internal to the building itself; Level 2 means the building is intact but staff can’t get into it; Level 3 involves a Willamette Valley disaster; and Level 5 means that not only the building destroyed, but also all records.  Revenue has a field office in South Salem and tried to go independent of DAS, so that they don’t have to rely on any other agency’s capability.  They also have field offices in Portland, Eugene, and Bend.  However, the agency does not have a budget for renting rooms or buildings.  

· Kelli Heflin, Human Services:  DHS recommends always having alternatives to your alternatives.  DHS has many different facilities, including multiple field offices and central offices.  She recommends focusing on your human resources.  Look at alternative sites using a tiered manner and come up with different strategies and alternatives.

· Debra Slater, Corrections:  DOC is still developing their plan for alternate sites.  They took risk assessments, defined their most critical business functions, and then looked at how many people were needed to handle the critical business functions.  If you only need a specific amount of people, use that smaller list of people and use less space.
· Mini Kobbervig, Administrative Services:  Agencies should consider teleworking options.
· Gerold Floyd, Administrative Services:  The issues with teleworking are bandwith issues.  Only a certain number of seats can be logged on at a time.  Identifying people who truly need that connectivity is very important.  As we prioritize, we are looking at who needs that access, who needs physical space, and who can work from home.  This is all part of the business impact analysis.  We are finding out what is needed to perform these critical business functions.  DAS looked up processes and now needs to identify those needs for critical business functions, the cost associated with increasing bandwith, and determine how far this increased bandwith can get us down the list of mainframe access and business decisions.   We are trying to help them to prioritize while working with the facilities department to find alternative working sites and figuring out what roles each group plays.  Keep in mind the need for flexibility of your plan because you don’t know what’s going to happen.  Don’t get too structured.
· Melinda Weinmann, Administrative Services:  An alternate site planning form will be posted on the web to help with planning alternative working sites.  Transportation is also an issue, so make sure you keep that in the back of your mind as you are doing your planning.
· Has anybody looked at the pandemic flu issue?  Our agency is small and we have a lot of critical business functions.  Cross training would help, but would not be perfect – what if someone gets ill?  
· Kelli Heflin, Human Services:  Pandemic falls under the loss of workforce category.  DHS is focusing on what to do if the workforce is unavailable and pulling the other issues around that subject.
· Debra Slater, Corrections:  The DOC is also not planning specifically for a pandemic, but is also instead looking at what to do if workforce are unavailable.  Workforce issues are being addressed by a human resource task force.  DOC is developing a pandemic plan separate and apart from their BCP.  DOC has 14000 inmates and so they are planning for social distancing.  Debra said she would make her agency’s pandemic plan available and they can be shared on the web site.
· Underlying a lot of this discussion is the format of the plan.  It sounds like we have templates to be shared.  How strictly do agencies need to conform to the format or if key elements are there, can the plan be formatted however we choose?
· Melinda Weinmann, Administrative Services:  Several agencies already had plans underway when the policy was adopted.  We looked at standardizing the process but it was decided that agencies should be able to have individualized plans given their unique conditions.  As long as the elements listed in the policy are included within your plans, the format is not the important issue.
· Kelli Heflin, Human Services:  We took a different approach then using a template.  Instead, you should work on a plan that is going to fit within your business, build in certain assumptions that say this plan will take place after certain elements have taken place.  That will give flexibility in the plan to help you later include elements that are not put in so far.  Create your own template to fit your business needs. 

· If agencies are submitting plans, this involves creating our own plans but also relying on some DAS requirements or evaluations.  These are two parallel streams and I’m still unclear on what the elements of the plan need to be?

· Lynn Beaton, Administrative Services:  Right now, what’s required is what is listed in the DAS policy of 2006.   How to make your individual plans connect with the pieces provided by DAS is an excellent question and something we at DAS are looking at.

· I’ve seen templates and the bulleted items in the DAS policy but I want to see exactly what’s required.
· Kelli Heflin, Human Services:  Standard templates don’t address all our areas.  You need to figure out what elements you need for your specific program.  When you do the testing of your plan, this should show what other areas need to be looked at.  If specific elements don’t fit your plan, don’t use them.
· Melinda Weinmann, Administrative Services:  The third page of the policy documents lists elements to include in your plan, but if these elements don’t fit you can adjust your plan.
· There are a number of strategic initiatives coming from DAS dealing with information security risks, transportation of confidential security documents, a number of things that are not BCP, but closely related.  How well coordinated is DAS in including you (Lynn) and Melinda in those kinds of initiatives coming our way?  
· Lynn Beaton, Administrative Services:  Two of the initiatives you just mentioned actually came from our own division.  We have a new division manager, Dugan Petty, working to ensure that we coordinate these initiatives.  I am one of the five managers within the division.  We are aware of the fact that different initiatives haven’t always been well-coordinated in the past.  We are working on coordinating this better.  
· For the panel, how many of you have the same people working on those other DAS strategic initiatives who are also working with Business Continuity Planning?
· Kelli Heflin, Human Services:   DHS is taking information that comes in and forwarding that to the coordinators so that they can include what needs to be in the plans.  DHS doesn’t have one single plan totally written up yet.  We’ve dug deep to try to identify what should be in a good plan.  When the individual plans are written, we put a team together with people from different programs to review these plans around information security, IT, and HR rules.  This is a coordinated effort.
· Melinda Weinmann, Administrative Services:  Review is the big key of this.  This is a living document and must be reviewed, monitored, and changed as your policy changes.  What you have today is not going to be what you have a year from now.  Part of building a plan is constant change.  You will never be done with continuity planning.  This will always have to be maintained.

· Debra Slater, Corrections:  DOC is taking a different approach.  We have a BCP project team.  We brought required elements and business people into the team.  Content experts were brought in to write, review, and approve the plan before it goes to the policy approval people.  The project team helps Debra, as the coordinator, develop a foundation.  The team meets once a month.  We are slowly fitting BCP into processes across the agency.
· Bill Norfleet, Revenue:  Revenue is putting time and money into a plan that works, but not necessarily into the eBRP toolkit.  We took a simpler approach.  You need to figure out what’s going to work best for your agency and use that.  DHS couldn’t do their plans the same as Revenue.  Figure out what works for you and tailor your program to that.

· There are several agencies not participating in BCP planning or taking it seriously.  What’s the fallout going to be there?
· Lynn Beaton, Administrative Services:  I keep a “scorecard” showing the progress of all agencies. This scorecard shows green for the agencies that are doing well and are on target, yellow for agencies that are behind but trying to move forward, and red for agencies that are having problems.    This scorecard is shared periodically with the DAS director.  The DAS director may end up having a discussion with the director of agencies that are having serious problems.  Some agencies don’t fall under the DAS directives.  Those agencies that do fall under DAS initiatives are those that may need to meet with DAS’ director.
· Would Lynn be involved before Lindsay calls?

· Lynn Beaton, Administrative Services:  Yes, you’ll hear from me before you hear from Lindsay.  I won’t surprise anyone; I will have conversations with you directly and work with you first before reporting any potential problems to Lindsay.
(Note:  Soon after this BCP meeting occurred, Lindsay Ball took another position and left DAS.  Kris Kautz is currently the acting director of DAS.) 
· Plan testing should occur by June 30th.  Do results of this test need to meet a certain level of performance to make sure it meets the DAS level or is just the act of testing enough?  Do we make corrections after the test?  

(Note:  This question refers to the “Statewide Business Continuity Planning Goals” document that lists June 30, 2008 as the date by which agencies should have tested plans dealing with Phase 1 and Phase 2 Critical Business Functions.  Please know that these are guidelines, and you can work with Lynn and Melinda to determine testing dates that work for your agency.)
· Lynn Beaton, Administrative Services:  Melinda and I can help agencies develop their tests.  Melinda has had specific training on how to conduct tests and can sit down and help you do a real test.
· Melinda Weinmann, Administrative Services:  The goal is for agencies to use the testing exercises to improve your plans.  We don’t expect your plans to be perfect – the idea is that you conduct the tests to help you find the areas you need to improve.

· As far as meeting the deadline for testing, even if the test isn’t successful, is that still meeting the deadline?

· Gerold Floyd, Administrative Services:  Yes, but try and find as many flaws as you can before that.  If you don’t find any flaws, it probably wasn’t a very good test.

· We are facing the risk of looking at our agency in a bubble.  How do we account for interagency dependencies like SFMS and Payroll?  How is that being addressed?  Are interagency connections fully flushed out in the plan?

· Mini Kobbervig, Administrative Services:  There are vast dependencies between agencies and through 2008 DAS is working diligently to get our plans set.  
· Kelli Heflin, Human Services:  Proceed as if the connections are there.  Then also plan on what to do if these connections are not available.
· Melinda Weinmann, Administrative Services:  Treasury has been working on BCP longer than most agencies.  Other agencies could contact Treasury to ask questions and find how they match up.  Be aware that even if DAS has plans to bring systems back up, those plans are often still dependent on other connectivity, as well.  So, even though you may see DAS getting their plans in place, this may not be completely useful to you or your systems. 
· Following all questions from the audience, the panelists were asked if they had any additional comments to make.
· Bill Norfleet, Revenue:  Agencies should be aware of potential problems with the mail system in case of a crisis.  I had a conversation with the United States Postal Service (USPS) and asked how long they would hold the Department of Revenue’s mail should an incident occur.  USPS told me they would only hold mail for one day and then return it to the sender due to a lack of storage space at their facility.  Because of this information, Revenue has worked on developing a process for retrieving and storing their agency’s mail in the event of an emergency.  Other agencies should also be aware of this issue, since your recovery process could certainly be impacted if mail is being returned to customers and not reaching agencies during a crisis.
In conclusion, Lynn stated that she and Melinda were going to work on several tasks including holding individual meeting with each agency and board, updating the BCP website, and developing templates for agencies to use.  
Lynn then thanked all participants for attending and requested that everyone fill out the comment sheets.  

The meeting was then opened up for agencies to have time to talk directly with each other.
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