Statewide Business Continuity Planning Coordinators

Minutes from May 27th, 2008 meeting

1. Welcome and introductions

Lynn Beaton, Enterprise BCP Manager, DAS

· The meeting started with a welcome and introduction from Lynn Beaton followed by introductions of all the attendees.

2. Workplan for the Enterprise Business Continuity Planning Progam
Lynn Beaton, DAS
· The Enterprise BCP Program is part of the Enterprise Information Strategy and Policy Division (EISPD).  This division develops information strategy policies that are then implemented by other agencies.
· Our division is currently updating our workplans.  Given that all of you are our customers, we want to ensure that we are providing the products and services that you want.  For this reason, we are presenting our plans to you before they are finalized.

· There are two of us in the Enterprise BCP section in our division.  We are paid by your assessments, according to how many FTE you have in your organization.
· The primary goal of the Enterprise BCP Program is to help make sure that all agencies and boards have a BC plan in place by the end of this biennium.  Our job is to help you get there and report back to the Director of DAS on the progress.  I am behind in the original reporting schedule due to the fact that my job was vacant for six months.  
· I am giving you time to catch up and get back on track as we will be.

· Questions asked by audience member:  Are we still on track to get BCPs finished by the end of the biennium?  Is there any conversation about moving the deadlines out?  

· Lynn’s answer:  We are going to move the deadlines out a bit, but still work to get all BCPs completed by the end of the biennium.

· The original deadlines required you first to develop BCP sections for all functions that would need to be restored within one week.  Originally, those BCP sections were supposed to be completed by December 31, 2007. 
· To get us back on track, you now will have two more months, until the end of July, to complete these plan sections.

· You will then have two more months, until the end of September, to test these plan elements.

· Once that is completed, we will get back on the original schedule, and the next deadline will be December 31st of this year.  At that time, plan sections dealing with functions that must be restored within 2 weeks is due. 

· For smaller agencies that have only one or two critical business functions, I recommend you go through this exercise only once, and develop your BCP sections at one time.

· Comment from Deb Slater, with Corrections:  Some of us, like State Police and Corrections are dealing with life, health, safety as our critical functions.  For us, our recovery time has to be quicker than the two day deadline set by DAS.  Is that a problem?

· Lynn’s answer:  I understand that and it’s fine.  The “two day” deadline is a general guideline.  If your recovery is two hours, then use that instead.  That recovery time is still considered a “Phase 1” critical business function, because it falls within the two day window.
· Question:  What if your agency is going through major changes and you know you can’t meet the deadline?

· Lynn’s answer:  Come talk to me.  I can support you as long as I understand what’s going on, and I know that you are making progress.

· If you know that your agency is going to look substantially different in a few months, then it doesn’t make sense to write a plan that you are going to have to redo.  Please let me know.
· Lynn:  DAS wants to provide additional assistance to you.  We will hold discussion groups for issues you need to work through as they arise. We also plan to provide more training opportunities, like the training workshop held last month.
The goal for that workshop was to provide training for smaller agencies and boards.  
· I have developed two guidance documents for you to use.  They have been sent to you by e-mail.  One document includes instructions for drafting a BCP.  The second is an example of a completed BCP, created by compiling information from several agencies.  Steal as much as you can if it fits your agency.  

· Question from Katie Bechtel, with the Secretary of State:  I assume one of the issues you are addressing with the software is disaster recovery?
· Answer:  Yes, we want to provide assistance for disaster recovery planning.  Most of you will have to write your own disaster recovery plans, while other agencies will work with the State Data Center.

· Question:  Is DAS working on a policy for workforce, or should we purse individual conversations with our unions?  There was a document that DAS was going to pursue on policy questions related to telecommunicating, sick leave, and HR policies.  

· Answer:  DAS is working with the Attorney General’s office to draft a pandemic flu policy.  We would prefer to have one general policy that applies to all agencies.     
3. Business continuity plan for the Office of the State Treasurer

Doug Bovee, Treasury

· The Office of the State Treasurer is the central bank for state agencies.  We issue all state debt and administer several funds.

· Why is business continuity important to you?  What is the business impact?
· At Treasury, we had several incidents over the last few years that demonstrated why you have to be prepared for an event.  (Showed slides with list of different events.)  
· Keep a tight fence around business critical functions and assume you have all qualified staff available.  Keep a tight fence around what your assumptions are when testing.

· As you test the plan, remember you aren’t testing peoples’ ability - you are testing the PLAN.    Don’t surprise people; give them time to practice.  Keep up the plans, interest and evaluate the program, look for gaps.

· During a test, people get excited and want to go off script when playing out a scenario.

· Business continuity planning needs to be a strategic process that is holistic and on-going.

· BC planners need the support of management.

· BC needs to be integrated into the business of the organization.

· You need to take advantage of situations like drills and service disruptions to test the plan.

· At Treasury, we have a goal of testing our plan every quarter.  Testing takes lots of planning.  During a test we start at 8am and work through 6pm.
· Focus on the relationships (between different agency programs, between different agencies) to build a plan.
· “Be concerned about connecting the dots, not about rearranging them or gathering them.”

· Work on moving BCP from a project to a program within your agency.

· Comments from the audience:  

· There will also be an earthquake drill preparation next spring.

· If we get our directors paying attention, perhaps we can also get our administrators paying attention.
4. Networking Session

All participants
Participants broke into groups and brainstormed concerns and suggestions.  Each group then reported out to the entire audience.  This is a compilation of the comments that you shared during the networking session:

· General Challenges:

1. Unfunded mandate; lack of necessary budget

2. Lack of staff time to dedicate to project; competing priorities

3. Lack of management involvement; difficult to get agency leadership to embrace project

4. Can’t get people motivated; needs to be given a higher priority within agencies 
5. Personnel assigned to BCP constantly changes; lots of turnover

6. Within agencies, there is often ownership at multiple locations

7. Lack of formal BCP training 
8. This program needs to be seen as a business concept, rather than be driven by IT

9. Lack of staff resources at DAS to assist agencies

· Technical Challenges:

1. Interdependencies between agencies needs to be addressed.
a. HR/Union

b. Payroll

c. Facilities/Fleet

d. State Data Center
2. 3rd party notification vendors – could we possibly get a statewide contract?

3. Backup – offsite storage issues
4. Need alternate facilities 
5. eBRP Toolkit - ability to use toolkit is in early phase

· Immediate Suggestions:

1. Have DAS recommend higher involvement within agencies – more staff time as well as more involvement of managers

2. Start working within agencies to move BCP from a project to a program

3. Continue the networking sessions during meetings; provide time for agencies to talk with each other
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