[image: image1.jpg]



Oregon Department of Education — Business Continuity Planning Project

BUSINESS IMPACT ANALYSIS DOCUMENT & QUESTIONNAIRE

Date: _____________________
Prepared for: _____________________

Prepared by: _____________________

Provided by the ODE Disaster Recovery Coordinator
June 2008
Table of Contents
4BUSINESS IMPACT ANALYSIS DOCUMENT INFORMATION

Version History
4
BUSINESS IMPACT ANALYSIS (BIA)
4
OVERVIEW
4
Foundation
4
Identification
5
Duration
5
ADDITIONAL DETAILED INFORMATION
5
Strategy
5
Process
5
Provisions
6
IMPORTANCE
6
ASSUMPTIONS
6
OBJECTIVES SUMMARY
7
DELIVERABLES
7
BUSINESS IMPACT ANALYSIS QUESTIONS & DATA:
8
QUESTIONNAIRE IMPORTANCE
8
Document
8
Personnel
8
OFFICE/DIVISION – UNIT/DEPARTMENT INFORMATION
9
Identifying Information
9
CRITICAL BUSINESS FUNCTION (CBF) (or Process)
10
RTO & RPO Explained
10
Directions
10
Manual Process Ability
10
Critical Business Function (CBF) List
11
VOLUME OF WORK
12
Work Volume List
12
STAFF
13
Staff List
13
PROJECT SCOPE
14
KEY BUSINESS OFFICE INTER-DEPENDENCIES
14
Workflow — Attachment B
14
Inter-dependency List
14
MANUAL “Work Around”
15
COMPUTER SYSTEMS
16
IDENTIFICATION OF VITAL RECORDS
17
Directions
17
Vital Records List
17
Equipment and Office Supplies
18
Equipment & Supply List
18
Suppliers/Vendors
19
Supplier or Vendor List
19
Budget Considerations – Quantitative & Qualitative Impact Estimates
19
IDENTIFICATION OF REGULATORY, LEGAL, OR SERVICE LEVEL REQUIREMENTS
24
POTENTIAL CHANGES ANTICIPATED OVER THE NEXT 12 MONTHS
25
WHAT CHANGES?
25
List of Changes
25
OTHER BIA RELATED DISCUSSION ISSUES
26
ATTACHMENT A – Manual Processes
27
ATTACHMENT B – Business Process Workflows
28
ATTACHMENT C – Vendor Contact Information
28


BUSINESS IMPACT ANALYSIS DOCUMENT INFORMATION

Version History
This section covers the information used for tracking the document.
	Name
	Revision Date
	Version
	Comments

	Nigel Crowhurst
	June 2, 2008
	1.1
	Created & edited for the BCP Sponsor & BCP Coordinator in order to collect answers & data for a BIA of every Office/Division/Unit/Department within ODE.

	Nigel Crowhurst
	June 4, 2008
	1.2
	Pages 10 & 11, changed “Key Business Process” to “Crititcal Business Function” for consistency.  Added a BIA to CBF Correlation number for tracking each CBF.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


BUSINESS IMPACT ANALYSIS (BIA)

OVERVIEW
Foundation

A Business Impact Analysis is the foundation for all business continuity planning programs.  It identifies the operational, financial, infrastructural, and personnel impacts that may result from a disruption of business operations.  Disruptions can take many forms, for example: short-term, due to a power outage or information systems problem; long-term, due to a fire, natural disaster, or some other catastrophic event.  Regardless of the disruption’s source, business operations are compromised in some way.  Understanding how an outage could affect one or all of ODEs divisions is vital to making the right decisions to protect ODEs assets, and to manage risk.
Identification
A BIA helps identify and define the impacts or concerns of losing individual department business operations and resources, and analyzes the effects of these impacts over defined time frames.  Impacts usually fall into two major categories: operational and financial.  Operational impacts, such as loss of nutrition or health services, may occur with results more devastating than originally anticipated.  Financial impacts, such as loss of procurement or accounting, are quickly reflected in the bottom line.
Duration

The BIA measures the effect of resource loss and escalating losses over time, in order to provide Directors and Managers with reliable data upon which to base decisions on risk mitigation, safeguarding human life, protecting ODEs assets, and providing for continued availability of ODEs services and support.  It provides Directors and Managers with the identity of its time-sensitive business departments and functions, financial exposures, operational impacts and estimated total resources necessary for successful resumption.  By understanding the potential impacts, Directors and Managers can make informed decisions about business continuity and risk management strategies.
ADDITIONAL DETAILED INFORMATION
Strategy

A BIA represents the best starting point for strategy development, plan identification, team and task definition because it provides the foundation for planning based on data provided by the entire organization or those most qualified to identify impacts and exposures.  A BIA also provides a forum with the full attention of the organization at the outset of the project, and gives the BCP Sponsor, Coordinators, and Teams an opportunity to obtain the cooperation of executive directors as well as division and department managers. 
Process
After the department BCP Coordinator receives answers and data from all staff, the coordinator should compile the answers and data, and take them to the BCP Coordination Team for review.  It is likely that the committee and/or the coordinator will then have additional questions for staff to clarify.  Expect to repeat this process (perhaps several times) to develop answers and data that are both clear and complete.
Provisions
More specifically, a BIA provides the following information for the Business Continuity Sponsors, Coordinators, and Planners:

· Operations impacts by division or department business operation, by location, or by ODE as a whole
· Financial impacts by division or department business operation, by location, or by ODE as a whole
· The extraordinary expenses needed to continue operations after a business interruption
· ODEs current state of preparedness
· Technological requirements for resumption and recovery
· Special resources
· Process support for resumption and recovery operations
IMPORTANCE
The commitment and support of each Division Director; and Department Managers, BCP Sponsors, BCP Coordinators, and BCP Teams, are key requirements that affect the accuracy and value of a Business Impact Analysis.  A project of this nature involves the efforts of many people, the use of many resources, and a considerable amount of time.  ODE Directors and Managers must recognize the importance of this process and effectively communicate it to the rest of their respective departments.  Without management’s commitment, the execution of the process methodology may be compromised resulting in an incomplete or inaccurate BIA and Business Continuity Plan.
ASSUMPTIONS
This section covers any assumptions with the project.

· The BCP Sponsor and Coordination Team will define the individuals to be interviewed.

· These individuals are aware of their responsibilities and will be available for interviewing.

· The BCP Sponsor will provide rooms and workspace for the interviews.
· For the purpose of conducting interviews to collect business information the following assumptions will be made:

•
Worst-case scenario is defined as a total outage for an extended period of time during peak processing.
•
No Disaster Recovery capability exists; current recovery strategies are not considered.

•
Quantitative and qualitative impacts are based on loss of Critical Business Functions.

•
Recovery Time Objective (RTO) is the period to which the current process will be sustained before it is necessary to provide an adequate level of service or support for that business process to function in an operable condition.

•
Recovered state of functionality would not be business as usual.

•
Essential employees may not be available for recovery.
OBJECTIVES SUMMARY
The objectives of the BIA are as follows:

•
To identify each department’s business processes and prioritize them according to criticality.

•
To identify the Recovery Time Objective (RTO) associated with each critical business process.

•
To identify the Recovery Point Objective (RPO) associated with each critical business process.
•
To identify the key personnel, computer systems, equipment, and applications associated with each critical business process.

•
To identify the quantitative and qualitative impacts that will be incurred should a disruption occur.

•
To identify critical interdependencies associated with the business office and its processes.
DELIVERABLES
The completed BIA will provide each department within ODE with the following information:

•
Ranking of critical and non-critical business processes.

•
Assignment of RTO’s and RPO’s for each business process.

•
Document listings of key vendors, systems, and vital records.

•
Assign qualitative and quantitative impact estimates based upon duration of unplanned disruption. (e.g. 24 hours, 48 hours, 5 days, etc.)

•
Provide a plan for development and implementation of a business office recovery plan.

BUSINESS IMPACT ANALYSIS QUESTIONS & DATA:
QUESTIONNAIRE IMPORTANCE
Document

The BIA Questionnaire provides the questions needed for the data gathering portion of a BIA.  This document serves as the template to conduct the BIA interview and is intended to facilitate discussion and provide the overall framework for the BIA meetings.
Personnel
The primary data gathering mechanism for building a Business Continuity Plan is the BIA questionnaire.  Therefore, the individuals that are selected to respond to the questionnaire drive the accuracy and depth of the Business Impact Analysis. The respondents must have a clear understanding of the department’s needs, its critical business operations and their dependencies.  The respondents must possess the knowledge necessary to identify impacts and exposures.  Also, there should be a sufficient number of respondents to address all operations, functions, or lines of businesses defined within the scope of the project.  Without the appropriate respondents, the quality and comprehensiveness of the BIA may be compromised.  The BIA is only as good as the individuals who provide the information.
OFFICE/DIVISION – UNIT/DEPARTMENT INFORMATION
Identifying Information
(add more rows to the table as needed for additional individuals who attend the interview)

	Date of Interview:
	

	Office/Division:
	

	Unit/Department:
	

	Normal Work Hours:
	

	Facility Location:

(address & floor)
	

	Facility Staff Contract Numbers:
	

	Secondary (other) Facility Locations:
	

	Business Office Manager:
	

	Phone and Email Address:
	

	Interviewee/Title:
	

	Phone and Email Address:
	

	Interviewee/Title (if more than 1):
	

	Phone and Email Address
	

	Interviewee/Title (if more than 1):
	

	Phone and Email Address:
	

	Interviewee/Title (if more than 1):
	

	Phone and Email Address:
	


CRITICAL BUSINESS FUNCTION (CBF) (or Process)
RTO & RPO Explained

· Identify and describe the key business processes of the office/division.

· For each key process, identify its Recovery Time Objective (RTO).
· RTO is defined as how quickly the process must be restored following a disaster.
· The RTO is an estimate of how long the process can be unavailable.
· List the RTO by hours, days or weeks, as appropriate – decide how long the process could be “down” before you would have a serious problem functioning.
· Also identify a Recovery Point Objective (RPO) for each process.

· RPO is the determination of how much data loss, in terms of time, is tolerable before a process is significantly impacted (copy and paste more columns to the table below as needed).
Directions

· List the key processes which are necessary to continue the identified critical business function.
· Describe each process in a single phrase, if possible.
· Prioritize these processes – note those that are the most important.
· Note that these processes can include internal operations as well as operations within other agencies, outside vendors, etc.
Manual Process Ability
If the process can be performed manually, please explain this using Attachment A at the bottom of this document (use multiple pages if needed).
Critical Business Function (CBF) List
Listed by BIA to CBF Correlation Number (e.g. OAIS-01 to OAIS-12, EII-01 to EII-09, OSD-01 to OSD-05, etc.)
	Pri
	Critical Business Function Description
	BIA to CBF Correlation Number 
	Recovery Time Objective*
	Recovery Point Objective**
	Can be performed manually? For
how long? ***
	Computer Systems/Applications required to perform this process

	1
	
	
	
	
	
	

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	4
	
	
	
	
	
	

	5
	
	
	
	
	
	

	6
	
	
	
	
	
	

	7
	
	
	
	
	
	

	8
	
	
	
	
	
	

	9
	
	
	
	
	
	


   *  Recovery Time Objective in terms of hours, days, or weeks

 **  Recovery Point Objective in terms of hours, days, or weeks

*** If process can be performed manually, list manual processes in Attachment A
VOLUME OF WORK
· What is the average work volume processed by this program?  (e.g., number of requisitions completed, number of audits completed, number of timesheets entered, etc.) 
· Does the program have a peak volume or other critical timeframes?  (e.g., Christmas break, spring break, or school year ends in June, etc.).
· Where applicable, relate work volume to dollars or revenue (copy and paste more columns to the table below as needed).
Work Volume List

	Type of Work
	Average Volume

(by day, week, or mo.)
	Amount of Peak Volume
	Critical Timeframes

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


STAFF
This section provides a list of individuals in the department who are involved with the operation listed in the BIA process in order to ensure accountability and successful completion (copy and paste more columns as needed).
· Who is the key staff position responsible for this function?  List the staff involved in this business function by contact information.
· What are the individual’s normal work hours?
· Provide a description of the function or type of work key person/persons perform.
Staff List
Total Number of Staff: ____________

	Name
	Office Work Hours
	Type of Work Performed
	Email
	Phone Number

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


PROJECT SCOPE
The scope of the BIA is restricted to the business and entities of each department that it receives work from or sends work to in the daily course of its business.
KEY BUSINESS OFFICE INTER-DEPENDENCIES
(work received & work sent)
List any internal business offices, in-house central computer systems, data processing service bureaus, or other external entities from which your department receives work and/or sends work to in performing its key business processes (copy and paste more columns as needed).
· What services from within your agency or an external organization do you need in order to restore this function?

· In order to provide this service, what other resources or information have to be provided?

Workflow — Attachment B
If a workflow has been documented for a business process, enter into Attachment B listed at the bottom of this document (use multiple pages if needed).
Inter-dependency List
	Business Process Receiving and Sending the Work
	WORK INPUTS

Type of Work/Data Received, Frequency Received
	RECEIVED FROM

Business Office, Computer System, or Organization from which the Work is Received
	WORK OUTPUT

Type of Work/Data Sent, Frequency Sent
	SENT TO

Business Office, Computer System, or Organization to which the Work is Sent

	Example:

“The Process”

Process contract requests
	What goes into it?

How often?

Request for services, varies
	Who do you get it from?

SOS staff
	What do you do with it?

How often?

Bid requests, final contracts, varies
	Who does it go to?

Service Providers, contractors

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


MANUAL “Work Around”
· Can this process or function be performed manually, if necessary?
· If yes, how can this be done and for how long?
	Name of Process That Can be Performed Manually
	Duration For Which Process Can be Performed Manually

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


COMPUTER SYSTEMS
· What computer systems/applications are required to perform this process?
	Process Name
	Computer System or Application Name

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


IDENTIFICATION OF VITAL RECORDS
A vital record is any information required to support key business processes in daily operations.  Vital records are essential to the operation and recovery of a business office, division, or business location.  Vital records can be in many forms, i.e. tapes, CD-Rom disks, microfilm/fiche, hardcopy, reports, reference materials, etc. (use multiple pages if needed).
Directions

· Describe the vital record(s) required and the location where these records can be found.  Provide address and directions, if necessary.
· Include all types of records – electronic, paper, microfilm, etc.

Vital Records List
	Key Business Process Name
	Vital Records Required
	Type of Media

E = Electronic

P = Paper

M = Microfilm/Microfiche

O = Other
	Location of the Vital Record (e.g. 3rd floor file room, system name, off-site storage, etc.)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Equipment and Office Supplies
· Describe the pieces of equipment or supplies required.  If a special purchase is required, method of payment should be specified.
· Describe the location where these items can be found or acquired.  Provide address if necessary.
Equipment & Supply List

	Item
	Location
	Address

(if applicable)
	Method of Payment

(if applicable)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Suppliers/Vendors

· List the department/office’s key suppliers which may need to be contacted in the event of an emergency.
· List the key goods or services provided by these vendors.
· List the usual contact information for these vendors, as well as emergency contact information.
· If possible, list the name and contact information for alternate suppliers/vendors.
Supplier or Vendor List

	Good or Service
	Vendor

(note if alternate Vendor)
	Contact Information
	Emergency Contact Information

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Budget Considerations – Quantitative & Qualitative Impact Estimates
· Where applicable, relate work volume to dollars or revenue.
· If you had to store data files, hard copy documents, or supplies off-site, do you know the costs of various off-site options?
· For each process listed in the Key Business Process section above, enter the process name on the next page and complete one page per process name (copy and paste more pages as needed).
· First, quantify the estimated dollar loss incurred as a result of a disruption of the business process listed.
· Second, identify the intangible business interruption impacts incurred as a result of a disruption of the business process.  Use the scoring numbers (0-4) provided in the legend below.
For the purposes of this questionnaire, assume it is midway through the budget cycle (June 2008).
If the quantitative or qualitative impact will vary at different points in the biennium cycle, please use the “Comments” section to explain how and why the impact will change, as well as what will trigger the change.

Example:  

· If a server system had to be replaced at the beginning of the biennium, it would have a lower impact than if it had to be replaced near the end of the biennium when funds are lower.

	QUANTITATIVE IMPACT ESTIMATES

	Scoring
	Low Range
	
	High Range
	Impact to Business or Operations

	0
	0
	<
	$500,000
	No to Low

	1
	$500,000 
	But <
	$1,000,000
	Low to Moderate

	2
	$1,000,000
	But <
	$3,000,000
	Moderate

	3
	$3,000,000
	But <
	$6,000,000
	Moderate to High

	4
	$6,000,000
	And greater
	High to Catastrophic


	QUALITATIVE IMPACT ESTIMATES

	Scoring
	Impact to Business or Operations

	0
	No to Low

	1
	Low to Moderate

	2
	Moderate

	3
	Moderate to High

	4
	High to Catastrophic


BUSINESS PROCESS NAME: ____________________________________________________

	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:
BUSINESS PROCESS NAME: ____________________________________________________

	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:
BUSINESS PROCESS NAME: ____________________________________________________

	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:
IDENTIFICATION OF REGULATORY, LEGAL, OR SERVICE LEVEL REQUIREMENTS
Briefly describe any regulatory, legal, or customer service level requirements (e.g. JACHO, HIPPA, SOX 404, OAR, Accreditation, State Licensing, etc.) associated with the business processes identified in the Key Business Processes section above that would be impacted if a disruption interrupted business office operations.
	Key Business Process Impacted
	Regulatory Requirement, Legal, Service Level Expectation, etc.

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


POTENTIAL CHANGES ANTICIPATED OVER THE NEXT 12 MONTHS
WHAT CHANGES?
What anticipated changes could affect business impacts identified in the sections above?
· New federal, state regulations

· Re-organizations

· Computer Systems, Networks, etc.

· Changes to distribution network

· New business partnerships

How would financial and operations business impacts change under any of the above conditions?  Consider:
· Budgets
· Lost Revenue
· Employee morale
· Stakeholder confidence

List of Changes
	Key Business Process
Or Item
	Change, Alternate Course, etc.

	
	

	
	

	
	

	
	

	
	

	
	

	
	


OTHER BIA RELATED DISCUSSION ISSUES
(e.g. data backup, dependence on key staff, new applications, etc.)
	


ATTACHMENT A – Manual Processes

	Key Business Process
	Identify Manual Process Used in Event of Disruption (include forms and locations)

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


ATTACHMENT B – Business Process Workflows

(If applicable)
ATTACHMENT C – Vendor Contact Information

	Vendor Name
	Contact Information
	Usage
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