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Project Plan
1. Introduction

1.1 Purpose

This Project Plan describes the process and timelines to perform an inventory of the agency’s Information Assets and will describe the levels of protection needed for each information asset. It also describes nonfunctional requirements, design constraints, and other factors necessary to provide a complete and comprehensive description of the Information Assets.

1.2 Scope

The scope of this project is to identify all information assets, including but not limited to paper, electronic, and miscellaneous forms. The Department of Administrative Services (DAS) Information Asset Classification (107-004-050) policy and the Public Employees Retirement System (PERS) Data Classification policy, require the agency to identify, classify, and manage these information assets during their lifecycle from creation to disposal by;
· Identifying all media in which Social Security numbers are being sent outside of the agency.
· Identifying all media that contains Driver license number or state identification card number issued by the Department of Transportation.
· Identifying all media that contains passport number or other United States issued identification number.
· Identifying all media that contains financial account number, credit or debit card number, in combination with any required security code, access code or password that would permit access to a consumer's financial account.
· Identifying who receives and sends out media.

· Determining the proper level of protection based on the sensitivity of the data.

2. Assumptions, Dependencies and Constraints
· It is assumed that resources necessary for the inventory and data classification can be available when needed.
· The project depends upon timely communications with business partners to modify processes if needed.
· The project timeline is relatively short for the amount of data the agency uses.

· The RCP project uses valuable resources.

· The agency is in the process of a number of very large projects.

· The agency has limited resources to maintain operational efficiencies.
3. Project Plan 

3.1 Personal Information

1. As defined in ORS646A.602(11), means a consumer's first name or first initial and last name in combination with any one or more of the following data elements, when the data elements are not rendered unusable through encryption, redaction or other methods, or when the data elements are encrypted and the encryption key has also been acquired:

a. Social Security number;

b. Driver license number or state identification card number issued by the Department of Transportation;

c. Passport number or other United States issued identification number; or

d. Financial account number, credit or debit card number, in combination with any required security code, access code or password that would permit access to a consumer's financial account.

3.2 Process Definition
A process must be developed and implemented that allows the agency to continually assess and classify its information assets.  This will allow the organization to:

· Continually assess what types of precautions must be taken to ensure the confidentiality, integrity, and availability of its information assets related to their value

· Collect documentation on its information assets to identify:

· Compliance requirements.

· Information Owner.

· Associated business functions, such as business continuity planning.

· Archive and retention requirements.

· Identify both internal and external risks.  These risks include, but are not limited to:

· Unauthorized access of sensitive information.

· Interception or loss of data during transportation.

· Unauthorized transfer of sensitive information through third parties.
3.3 Maturity Stages

· Stage 0 – No information assets are classified or assets are randomly classified

· Stage 1 – Assets are classified at a high level or organizational level, assets are not identified.

· Stage 2 – Processes are developed and implemented, allowing assets to be classified in detail.

· Stage 3 – New assets are classified in detail.

· Stage 4 – Legacy assets are classified in detail.

· Stage 5 – Assets are classified and processes exist that allow for asset reassessment and new asset classification.

3.4 Data Classification Categories
· Published – Information can be made available to anyone without exception.  No special handling or precautions needed at this level

· Limited – Information that management believes requires limitations on internal access on a ‘need to know’ basis.  Reasonable care and special precautions are appropriate for handling this type of information.  This would be internal use only and may be shared with third parties with a legitimate business need to know.  Release of this information must be approved by the information owner. 

· Restricted – Information must be available in order for the agency to effectively perform its mission and meet legally assigned responsibilities.  Special precautions must be taken to ensure its accuracy, relevance, timeliness, and completeness.  If lost this information could cause significant financial loss, inconvenience or delay in performance of agency mission and loss of public trust.  

·  Critical – information that has limitations placed on its internal access and that may be disclosed only in accordance with an executive order, public law, federal statement, and supporting policies, guidelines, procedures, and processes.  The agency does not currently have any information at this classification level.

3.5 Phased Implementation

A four-phased approach will be used for agency implementation.

3.6 Implementation strategy

Develop an agency strategy for implementing the provisions of the data classification policy

· Identify Information Assets and Owners
· Classify the Information

· Document the Information Assets

· Protect the Information Assets

3.7 Management and Employee Education

Train managers and employees on the importance of information asset classification. Train managers and employees on the agency’s asset classification scheme and the proper steps and procedures for handling information assets.

3.8 Implementation

Putting the strategy into practice and beginning the process of identifying, classifying and protecting agency information assets.

· Develop plan by June 30, 2009.

· Create a team of agency SME’s and BPO’s by November 1, 2008.
· Begin Inventory by February 1, 2009.

· Complete identification, labeling, and protection of “Critical” information by December 31, 2009.

· Complete identification, labeling, and protection of “Restricted” information by June 30, 2010.

3.9 Maintenance

A program of continuous review of asset classifications, ensuring new information assets are properly classified, and continuous awareness and training of agency employees. The review process should be coordinated at a minimum with the update process of the agency’s records retention schedule.
Appendix A – Definitions, Acronyms and Abbreviations

	Terms
	Definitions

	BPO
	Business Process Owner

	Encryption
	The use of an algorithmic process to transform data into a form in which the data is rendered unreadable or unusable without the use of a confidential process or key.

	Information Asset
	Any knowledge that can be communicated or documentary material, regardless of its physical form or characteristics that has value to the organization.

	Information Owner
	The person who has the responsibility and/or authority over data and/or information that they control. For information entrusted to PERS’ care, the business owner is assigned to management by delegation from the agency director.

	RCP
	RIMS Conversion Project

	Redacted
	Altered or truncated so that no more than the last four digits of a Social Security number, Driver License number, state identification card number, account number or credit or debit card number is accessible as part of the data.

	SME
	Subject Matter Expert

	
	

	
	

	
	


Appendix B – References

	Document Title
	Rpt #
	Date
	Publishing

Org.
	Sources/Location

	Oregon Consumer Identity Theft Protection Act 
	ORS 646A.600 to 646A.628
	2007 c.759 §1
	2007 Oregon Legislation
	http://www.leg.state.or.us/ors/646a.html

	DAS Information Asset Classification Policy
	107-004-050
	
	
	

	Data Classification Policy
	1.10.01.01.003
	
	
	

	Information Handling Standards
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