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Evolution of Privacy Laws.

Maintaining the confidentiality of sensitive personal financial and health-related information has long been a policy in Oregon.  Formerly, however, statutory confidentiality provisions addressed only particular areas.  Examples include:
Health Care Service Providers  -   ORS 179.505.  (Includes Public Providers).

Tax Return Information - ORS 314.835 to 314.840.
 (Oregon Department of Revenue).
Public Assistance Records           -   ORS 411.320.  (Department of Human Resources).     

The recognition of new policy considerations and the impact of new technologies has lead to more recent privacy regulations, like the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  See OAR 125-055-0100 to 125-055-0130 (DAS rules that implement HIPAA).

Most recently, the 2007 Oregon Legislative Assembly enacted Senate Bill 583 (2007 Oregon Laws, Chapter 759), the Oregon Consumer Identity Theft Protection Act.  Among other things, the enactment requires “persons” to:

[D]evelop, implement and maintain reasonable safeguards to protect the security, confidentiality and integrity of the personal information, including disposal of the data.
 
For purposes of this command, “persons” include state agencies.
   


In the field of transporting physical media, DAS anticipated the enactment of Senate Bill 583 when it issued Statewide Policy Number 107-004-100, “Transporting Information Assets.”   

Senate Bill 583 applies to private persons, businesses, and state and local government agencies alike.  The program of “reasonable safeguards” required by the enactment contains 14 elements.  One of those elements deals with contracting with service providers.     
Two Contracting Directives.

In the public contracting arena, a person will be in compliance with the contracting safeguards command if its “reasonable safeguards” program includes administrative safeguards under which the person:


Selects service providers capable of maintaining appropriate safeguards, and requires those safeguards by contract.

This subparagraph imposes Two Requirements:


(1)
Contractor Selection:  The selection of contractors who are capable of 


maintaining appropriate safeguards for “personal information.” 



(2)
Contract Requirements:  Imposing contract terms that require the 


contractors to implement and uphold appropriate safeguards.

The Time is Near  -  Emergency Clause.
The Effective Date of Senate Bill 583:
October 1, 2007 


Contracts that are advertised or formed on or after October 1, 2007 must incorporate features to assure compliance with Senate Bill 583.


Contracts already in existence on October 1, 2007 do not have to be amended to conform with Senate Bill 583.

What we know about Senate Bill 583.
· Persons will be required to take into account the capability of prospective service providers (who handle sensitive “personal information”) to maintain “appropriate safeguards” for that information.

· State agencies must determine whether their prospective service contractors have the capabilities of maintaining safeguards of sensitive personal information. 
· Persons will be required to insert into their contracts with service providers clauses in which the providers promise to maintain those “appropriate safeguards.”
The State Procurement Office and the Risk Management Division of DAS are collaborating with the Department of Justice to develop appropriate:  (i) contract solicitation documents; and (ii) contract provisions.  Different kinds of contracts will require different clauses.  

· Senate Bill 583 is based on “model” legislation, and counterparts have been enacted by a number of states.  Therefore, we can expect instructive interpretations of the enactment to be generated by the courts of those jurisdictions (and Oregon) as the enactment comes into play in the legal field.

· “Persons” must be nimble to keep an eye on legal developments involving 


Senate Bill 583 and its sisters, and adjust their contracts accordingly.

What we don’t know about Senate Bill 583.
· We don’t know whether the 14 elements of a program of “reasonable safeguards” will create a standard of care that a person owes to the individuals whose records and information the person handles (or whether the failure to implement one or more of the 14 elements will amount to evidence of negligence).

· We don’t know the current “state of readiness” to comply with the 
enactment of potential providers of services that involve the transport or 
transmission of sensitive personal information. 
GENV0667    
� 	A violation of ORS 314.835 constitutes a Class C felony.  ORS 314.991(2).





� 	Senate Bill 583 (Oregon Laws 2007, Chapter 759) §12(1).





�	Senate Bill 583, §2(10) states:





	“Person” means any individual, private or public corporation,  *  *  *  organization or other entity,  *  *  *  or a public body as defined in ORS 174.109.





(Emphasis added).





  





� 	Senate Bill 583 (Oregon Laws 2007, Chapter 759) §12(2)(d)(A)(v).
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