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Transportation Security Considerations -
1. In accordance with the classification policy, determine which information or documentation shall be considered valuable or sensitive.
2. Identify all valuable or sensitive documents to allow the special treatment they should receive.

3. Consider avoiding the shipment of hard copy files or paperwork.  Utilize scanned, encrypted, password protected electronic files on SD/DVD or other secured, digital storage.  Pre-authorization defined and passwords sent separately and individually with no reference to contents noted in the subject line.

Pre-Shipment Safeguards -
1. Work thru SPO with your service providers (transportation or logistics company) to establish some generic document safeguards to ensure they are committed to the safe and on-time delivery of shipments.  Best results are achieved when a specific safeguard requirements can be incorporated into the scope of work document.
2. Limit the number of people who are aware of the contents of shipments, both within the Agency and within the logistics and transportation company.  Identify those people who have a need to know and keep the packages out of the routine mailing systems if they are externally identifiable.

3. Product or Commodity descriptions used on the shipping documents (such as the Bill of Lading) should be as non-descript as possible to adequately conceal and protect the identity of the contents.

4. Use packaging suitable for preventing physical damage or abuse such as could be caused by temperature, humidity, external wetting and physical handling.  
5. Utilize secure taping, sealant, dye or other tamper-evident material to identify interior breach of the package.

6. Ship in suitable containers that are larger than the document pouches, to avoid mishandling and to allow for box-level active-tracking devices.  These devices will alert the transporter when the packaging has been opened.  

7. On very sensitive documents or materials, internal tracking devices can be included which record the movements and times throughout the entire shipment.

8. On bulk shipments or container loads, require transportation companies to provide you with the driver’s name and security control number corresponding to the shipment in advance of pick up.  Confirm and record truck or delivery driver’s government issued identification at the time of pickup and delivery.  
Shipment Safeguards –
1. Shipments should only go by trusted courier services, including Publishing & Distribution or external companies such as FedEx or UPS with document and pouch-level traceability.  Deliveries should be non-stop inside an exclusive-use secure vehicle.

2. Integrators with GPS capability are preferred.  This allows for real-time tracking of shipment throughout the entire transit.
3. Bulk or container shipments should be account managed with continuous tracking from origin to destination with monitoring and reporting at established waypoints (several updates provided to the agency’s logistics or transportation management throughout each day with direct phone call or e-mails).

4. If shipments are of high value or extreme sensitivity, consider the use of armored cars with armed drivers.  This transportation can be used from one location to another or to and from airports for shipments out of the state or country.
Post-Shipment Safeguards –

1. Pre-agreed receiving names authorized for signature at destination (rather than just having anyone sign for the shipment at the destination).

2. Post-alert confirmation of delivery provided to shipper immediately upon delivery with no lag time.

Hand-Carried Safeguards –

1. Depending upon the value, sensitivity level, shipment frequency or distance, consideration should be given to Hand Couriers for the delivery of documents.  FedEx offers this type of services, as do other private firms.

2. Consider using re-usable, hard-cased packaging (briefcase size) with locking mechanisms (code, key, etc held by recipient).
