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Discussion Document
Enterprise Information Security Policy Review and Approval Process 
Background:

The DAS Enterprise Security Office is committed to ensuring agency collaboration in the development and review of enterprise information security policies and is streamlining the process by enabling several stakeholders (Administrative Business Services Directors, CIO Council, and Information Security Council) and others as appropriate, to provide feedback concurrently.  Draft policies will be presented to key partner groups with an overview explaining background and rational for the policy and a request for feedback within a specified time.  The ESO will make revisions and redistribute the draft policy for a second review and feedback.  Then, the ESO will present the revised draft to the directors of large and small agencies and they will have a specified time to provide comments.  Their revisions will be incorporated and if necessary, the policy will be redistributed to them for further feedback.  The policy then will be submitted to the Enterprise Information Security Advisory Board for review, comments, and ultimately recommendation for approval to the DAS Director.  The ESO will explore using collaborative tools for this process as they become available.
Process Outline:
1. Draft policy presented to:
· Administrative Business Services Director (ABSD)
· Chief Information Officer (CIO) Council
· Information Security Council (ISC)
· Other stakeholders as appropriate
2. ABSD, CIOC, and ISC provide comments within a specified time
3. ESO revises policy and re-distributes for review and comments within a specified time
4. ESO revises policy and presents to Agency Heads/Small Agency Heads
5. Agency Heads/Small Agency Heads provide comments within a specified time
6. If required, ESO revises policy and re-distributes to Agency Heads/Small Agency Heads for review and comments within a specified time
7. Revised draft policy presented to Enterprise Information Security Advisory Board (EISAB)

8. ESO revises policy and submits to EISAB for final review

9. Final draft policy presented to Department of Administrative Services (DAS) Director for approval


Summary:

ESO is committed to developing enterprise information security policies in collaboration with agencies.  This process enables agency stakeholders and directors to vette enterprise policies in a timely and standard manner.

ESO Recommendations:

· The EIS Advisory Board endorse this enterprise policy approval process with a 

recommendation for approval by the DAS Director.

· ESO advise agencies of the enterprise policy approval process.
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