INTERNAL AUDITOR 3 5618

GENERAL DESCRIPTION OF CLASS

Internal Auditing is an independent, objective assurance and consulting activity designed to improve an
organization’s operation. The focus is on the organization’s success through assessment of
organization-wide risk and management controls. State Internal Auditors help agencies accomplish their
objectives by using a systematic approach to evaluate and improve the effectiveness of an agency’s risk
management, control and governance processes. Employees audit an agency’s financial systems,
organizational performance and/or information technology. The emphasis of the Internal Auditor
classification series is not on single-program compliance auditing.

The INTERNAL AUDITOR 3 independently organizes, leads and executes the most comprehensive
internal audits for a State agency. Employees lead team(s) of internal auditors, manage an agency’s
internal audit function in an agency with one Internal Auditor, or lead and complete audits requiring
specialized skills. Employees operate within a framework of professional standards that apply to internal
auditing.

DISTINGUISHING FEATURES

This is the third level of a three-level classification series. This class level is intended for use by an
agency with only one internal auditor position. This class may also be used when the position is assigned
responsibility to organize and direct all aspects of the most comprehensive audits, which can include
leading other auditors; or, to lead and complete audits that require additional specialized skills, such as
information technology.

DUTIES AND RESPONSIBILITIES

The duties listed below are not inclusive but characteristic of the type and level of work associated with
this class. Individual positions may do all or some combination of the duties listed, as well as other
related duties.

1. Leadership and Administrative activities

Lead an audit team on large and/or complex audits, or manage an agency'’s internal audit program.
Coordinate, assign and review the work of auditors or other staff involved in the audit. Compile,
review and approve audit work papers for presentation. Review the work of auditors for conformance
with audit standards, plans, budgets and schedules.

Assess the agency risks and develop an annual audit plan. Coordinate the audit program with
involved sections, such as the agency accounting office. Coordinate with external auditors. Plan and
organize, or assist management in planning audits, scheduling staff and deciding project scope. Give
input to performance appraisals. Develop and present formal and on-the-job training for audit staff.
Develop policy and procedure manuals and other training guides for auditors.

Involve the agency audit committee in developing the annual audit plan and report on follow-up of
findings. Participate in reviews to assure the quality and professionalism of audit work, and
compliance with professional standards.
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2. General Audit Planning and Execution

Plan the audit according to standards. Obtain an understanding of the potential audit issues by
reviewing documentation or interviewing people. ldentify or apply audit-sampling methods including
statistical sampling. Decide audit scope and objectives. Identify the audit criteria. Develop
procedures to complete the audit. Plan resources needed to complete the audit.

Audit Agency operations, processes and controls to Identify ways to improve agency operations and
recommend solutions. Summarize reportable findings in preparation for report writing. Assist
external auditors. Oversee follow-up of findings identified in internal and external audits.

3. Information Technology Audit Activities

Research issues related to computer security, operations and controls. Advise on system design
controls and project management. Evaluate the effectiveness of the agency’s information technology
development, acquisition and maintenance activities. Review the existence and adequacy of
information technology strategic plans and objectives.

Audit an agency’s information systems, including the adequacy and effectiveness of general and
application controls. Evaluate the agency’'s management of the systems development life cycle.
Evaluate whether the agency’'s requirements for information are being met. Recommend
improvements to controls of information technologies.

4. Audit Reporting/Consultation

Make oral and written presentations to management during and at the conclusion of the audit.
Discuss deficiencies, recommend corrective action and suggest improvements in controls and
operations. Evaluate the adequacy of corrective actions planned by management to improve
deficient conditions. Write the audit report with recommendations for improvement. In an advisory
capacity, participate in development and design of new systems, and provide other consultative
services to management.

RELATIONSHIPS WITH OTHERS

Employees in this class have regular contact by telephone, in writing and in person with all levels of
agency staff. They meet with others to obtain information, discuss findings and recommendations, and
resolve sensitive or controversial issues arising during the audit. They have regular contact with agency
management and the audit committee in planning audit projects, setting priorities, scheduling audits, and
discussing and resolving audit issues.

SUPERVISION RECEIVED

Employees in this class receive general supervision from an audit manager or other administrative
superior. At this level, work is frequently self-initiated based on the auditor's assessment of risk, requests
for audits or the goals of the agency. The employee exercises significant independence in judgment and
action to complete the work. Work is reviewed through periodic progress reports and in terms of overall
results.

The work is done within the parameters of applicable Federal rules and regulations, State statutes,
agency policies and procedures and professional standards.
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GENERAL INFORMATION

Some positions in this class require the willingness to travel, including overnight trips, to perform audits at
entities in various geographic locations under a variety of working conditions and to work irregular hours
as required.
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KNOWLEDGE AND SKILLS (KS)

Extensive knowledge of:

Principles and practices of organizational management including planning, organizing, budgeting,
directing, and reviewing operations.

Auditing techniques and procedures such as analytical review procedures, statistical sampling methods,
guantitative methods, account analysis, reconciliation methods, and work paper preparation methods and
documentation.

Theories and principles of risk typical to organizations, and the application of risk management strategies.

Risk analysis techniques used for the evaluation of internal and management controls, agency programs
and operational performance.

Auditing standards.

Project management principles and theories.

General knowledge of:

The structure, organization and operation typical to government organizations.

Techniques for using information technology in auditing work, and the use of general auditing and
reporting software packages.

Legal principles pertaining to governmental organizations and related interpretations by the courts and
legal counsel.

Skill to:

Coordinate and lead audit projects.

Instruct and guide others as a team leader for the professional training and development of staff.

Oversee, review and evaluate the work of other staff.

Organize and synthesize observations, documentation, existing internal control systems, and
recommendations of auditing results.

Evaluate audit exception items, the results of statistical samples or other evidential documentation to
support audit findings.

Prepare or review written audit reports that are clear and concise.

Present audit findings and recommendations involving complex issues in lay terms.

Use operating system and utilities, word-processing, spreadsheets, system files maintenance and backup
procedures.

Use modeling and auditing software applications.

Gain and maintain the cooperation of team members, peers, management and other organizational
members.

Evaluate the impact of alternate courses of action and reach sound conclusions.

Apply appropriate internal control models.

Recommend actions to resolve issues identified from internal audits.

Some positions may require:

Extensive knowledge of:

Account analysis and reconciliation methods.

Generally Accepted Accounting Principles.
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Generally Accepted Governmental Auditing Standards.

Control Objectives for Information and Related Technology.

Information System auditing standards and practices.

Information Technology resources typical to complex organizations, such as data, application systems,
technology, facilities.

Standards for the Professional Practice of Internal Auditing.

Skill to:

Analyze accounting information.

Audit information technology systems and controls.

NOTE: The KNOWLEDGE and SKILLS are required for initial consideration. Some duties performed by
positions in this class may require different KS's. No attempt is made to describe every KS required for
all positions in this class. Additional KS requirements will be explained on the recruiting announcement.
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