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SUBJECT:
Implications of the Oregon Consumer Identity Theft Protection Act (SB 583) on recruiting practices                            
The 2007 Legislature passed Senate Bill 583 creating the Oregon Consumer Theft Protection Act. The Department of Consumer and Business Services (DCBS) is the lead agency and is charged with enforcing the law, adopting rules, investigating violations, and assessing penalties, etc. Additional information and a full version of the bill can be found on the DCBS website.

This law takes effect on October 1, 2007 and requires any person who owns, maintains, or otherwise possesses data that includes personal information, to report any breach of security. Personal information is defined as a person’s first name or first initial and last name, in combination with one or more of the following data elements:

· Social Security Number

· Driver’s License number or state identification card number 

· Identification number issued by a foreign nation

· Passport number or other United States issued identification number

· Account number, credit card number or debit card number, in combination with any security code or password.

State agencies are entrusted with many types of sensitive and confidential information, and for human resources professionals, this includes personal information on job seekers and employees. As owners and custodians of this information, we are responsible for protecting it from loss or misuse. 

Section 11 of the bill specifically addresses Social Security Number restrictions. It states all persons are prohibited from disclosing a consumer’s Social Security Number by printing it on cards or documents, publicly posting it, or publicly displaying it unless redacted. “Publicly post or publicly display” means to communicate or otherwise make available to the public. 
Our initial analysis of this law has led DAS Statewide Recruitment to conduct an internal security risk assessment. We have determined our Certificate of Eligibles (otherwise known as a “cert”) is vulnerable, and could give rise to a security breach. Therefore, we have removed the SSN field from both the mainframe and electronic cert. We have gone a step further, and also removed the ethnicity and gender fields from the Certificate of Eligibles, as this is protected information under the Equal Employment Opportunity Act, and could be used inappropriately in hiring decisions. 

During the recruitment process, it is not uncommon for copies of the application materials to be provided to the hiring manager for his/her review before conducting interviews. However, we strongly encourage you to redact all the personal information (i.e. SSN, driver’s license number, etc) from these documents beforehand. This will reduce the risk of a security breach.

Should other preventative action become necessary, we will notify you and proceed in that direction. 
Theodore R. Kulongoski, Governor





�









