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Notice of Privacy Practices 
This notice describes how medical information about you may be used and disclosed by PEBB and 
how you can get access to this information.  
 
The Public Employees’ Benefit Board (PEBB) and the PEBB sponsored benefit plans respect the 
privacy of personal information about all eligible employees and retirees (PEBB members), 
including eligible family members (together, PEBB Participants), and will maintain confidentiality 
in a responsible and professional manner.  
 
PEBB sponsors various benefit plans for the benefit of PEBB Members. Some of these benefit plans 
fall under the definition of “Health Plans” under the Health Insurance Portability and Accountability 
Act (HIPAA) Privacy Regulations. The regulations address the privacy requirements related to the 
use of protected health information when PEBB is acting as a Plan Sponsor in relation to a Health 
Plan. PEBB is providing PEBB Members with this notice explaining how it uses, discloses and 
protects your medical or health information as a Plan Sponsor.  
 
A separate Notice of Privacy Practices will be provided to you by your Health Plans. 
For purposes of this notice, your Protected Health Information (“PHI”) is information that identifies 
PEBB Participants and relates to a past, present or future physical or mental health condition; the 
provision of health care to you; or the past, present, or future payment for health care furnished to 
the PEBB Participant. PEBB is required by law to maintain the privacy of PHI and to provide PEBB 
Members with this notice of its legal duties and privacy practices with respect to PHI. 
 
This notice does not apply to PEBB in its capacity of administering benefits that are not for health 
care benefits, such as life insurance, short term or long term disability insurance, long term care 
insurance, or accidental death & dismemberment insurance.  

How information is collected and protected 
As the Plan Sponsor, PEBB must collect a certain amount of PHI to provide customer service, offer 
new benefits, plans, products or services, administer its plans, and to fulfill legal and regulatory 
requirements. PEBB also collects information provided when the PEBB Member enrolls or makes 
changes to benefits. Examples include: 
• PHI on enrollment forms and related forms, such as name, address, date of birth, gender, marital 

status. 
• PHI about your relationship to benefit plans, including plans selected and enrollment and 

disenrollment information, and appeals about eligibility and contract coverage issues. 
• Information from employer about eligibility dates. 
• PHI from visits to PEBB’s Web sites, such as that provided through online forms, and online 

information-collecting devices known as “cookies.” Cookies enable the site to remember who 
visits so navigating the site is easier. They also permit you to access your secured information 
and conduct secured transactions. PEBB does not record personal or sensitive information in 
cookies.  

 
This information is stored in the electronic benefit system, called “pebb.benefits.” Your information 
is provided to the Health Plans you select for benefit coverage. The Health Plans collect and use this 
information to administer benefits and to pay claims for services PEBB Participants receive. PEBB 
ensures the security of your information through physical, technical and procedural safeguards. 



State of Oregon 
Public Employees’ Benefit Board Summary Plan Description 

 

 154

PEBB restricts the access to and use of confidential information by employees and has established 
internal policies and procedures to protect member confidential information from unauthorized 
disclosure. 

How information is used or shared by PEBB 
As the Plan Sponsor, PEBB transmits enrollment information to the Health Plans selected by the 
PEBB Member. Information is transmitted electronically through the pebb.benefits system. Health 
Plans may disclose to PEBB information on whether an individual is participating in the plan, or is 
enrolled or has been disenrolled from the plan.  
In accordance with the HIPAA privacy regulations, PEBB provides for adequate separation between 
the Plan Sponsor and the Health Plans with regard to the use and disclosure of PHI. For that purpose, 
access to PHI for use as a Plan Sponsor is limited to the following employees or classes of 
employees of PEBB or designated individuals:  
• Director of Operations or designees 
• Internal Auditors, including representatives of the Oregon Secretary of State when performing 

Health Plan audits, or 
• The Department of Justice.  

Access to PHI by the employees designated above is limited to the administrative functions that the 
employees perform for PEBB with regard to the member’s plan. 
Plan administration functions that may involve PHI being provided to PEBB include the appeals 
under PEBB rules, where the individual asks PEBB to review a denial of insurance coverage or a 
PEBB Member asks PEBB to decide if the Health Plan acted in accordance with PEBB’s contract. 
Otherwise, PEBB is not involved in individual or member appeals.  
 
PEBB will not use or disclose PHI for employment-related actions and decisions or in connection 
with any other benefit administered by PEBB. 
 
The Health Plans may disclose summary health information to PEBB, if PEBB requests summary 
information for the purpose of (a) obtaining, terminating, or amending the agreements for providing 
coverage; or (b) modifying, terminating or amending the agreements. PEBB does not have access to 
your PHI held by a Health Plan. If you contact PEBB and provide PHI to PEBB, PEBB will refer 
that information to the Plan.  
 
Your authorization is required for uses and disclosures of PHI other than those allowed or required 
by law. If you provide authorization for the use and disclosure of your information and later change 
your mind, you may revoke the authorization.  

Review and access to information 
PEBB Participants have the right to access PHI held by PEBB, receive a list of disclosures PEBB 
has made of PHI, request restriction on use or disclosure of PHI, or correction of incorrect 
information. You may submit a complaint if you believe PEBB has improperly used or disclosed 
your PHI or if you have concerns regarding PEBB’s privacy policies. 
• PEBB Members may access, inspect and obtain a copy of their records through the electronic 

benefit system, pebb.benefits. 
• PEBB Participants may ask to review any information you believe may be on file at PEBB by 

submitting a written request with your signature to the PEBB Plan Design Manager. PEBB will 
respond to the request within 30 days. PEBB will either schedule an appointment for review of 
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records on-site in the PEBB office, or will provide a photocopy of the requested record. PEBB 
may ask for reimbursement of copies made at your request. 

• PEBB Participants may ask that PEBB restrict the use and disclosure of your individual 
information in the course of PEBB activities on your behalf; and to amend incorrect information 
held by PEBB.   

• PEBB Members may correct information in their PEBB file by accessing their record in the 
electronic benefit system, pebb.benefits during Open Enrollment, by submitting a Qualified 
Status Change (QSC) to your agency or to PEBB, or by filing an appeal. Any other request to 
correct information or to request a restriction should be made in writing to the PEBB Plan 
Design Manager. PEBB will consider the request, although PEBB is not required to agree to the 
request. 

• You may request an accounting of disclosures of your personal information in writing to the 
PEBB Plan Design Manager. PEBB will provide a list of disclosures within 30 days of receipt 
of your request; however the list does not have to include PHI disclosures made to individuals 
about their own PHI or prior to the HIPAA compliance date. 

• PEBB Participants have a right to receive a paper copy of this notice upon request at any time. 
Log on to http://oregon.gov/das/pebb/privacy.shtml to access this notice. 

If you have any questions about this notice, contact the PEBB Plan  

Design Manager. 
PEBB Plan Design Manager 
1225 Ferry St SE 
Salem, Oregon 97301-3802 
Phone: 503.373.1102  

If you believe PEBB has inappropriately disclosed your confidential information, you may file 
a written complaint with the PEBB Administrator. 

PEBB Administrator 
1225 Ferry St SE 
Salem, Oregon 97301-3802 
Phone: 503.373.1102  

You may appeal to the full Board if the issue is not resolved at the Administrator level. 
 
You have the right to file a complaint regarding how PEBB uses confidential information with the 
Privacy Officer of the State of Oregon, Department of Administrative Services (DAS). 

DAS Privacy Officer 
155 Cottage St. NE 
Salem 97301-3972 
Phone: 503.945.7296 

 
You may also file a written complaint with the U.S. Department of Health and Human Services; 
Office of Civil Rights if you believe PEBB has violated your rights. 

 
Office for Civil Rights, Medical Privacy Complaint Division 
U.S. Department of Health and Human Services 
200 Independence Avenue, SW, HHH Building, Room 509H 
Phone: 866-627-7748 TTY 866-788-4989 
E-mail: OCRComplaint@hhs.gov 
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PEBB will not take any action against you for filing a complaint. 
 
Changes to Our Notice 
This notice is effective on January 1, 2008. PEBB is required to abide by the terms of this notice 
until it is changed. We reserve the right to change the terms of this notice and to make the new 
notice effective for all PHI we maintain. Once revised, we will notify you that a change has been 
made through the PEBB member newsletter and post the notice on our Web site at 
http://oregon.gov/das/pebb. 


