Office of Foreign Assets Control (OFAC) and 

Foreign Terrorists Organizations (FTO) Lists

Two years ago SFMS was made aware of two lists published by the US Government that relate to individuals and organizations engaged in terrorist activities.  The Office of Foreign Assets Control publishes a list of Specially Designated Nationals and Blocked Persons.  The U.S. Department of State publishes a list of Foreign Terrorist Organizations.  Governments are restricted from making payments to persons and organizations on these lists.
The OFAC list contains over 5,000 names that are compared electronically against our vendor list to verify that payments through SFMA are not being made to these individuals.  There are penalties and jail time associated with violating these payment rules.  Our current procedures include:
1. Running a comparison of the OFAC list to the SFMA Vendor file once a week.
2. A control report is produced which identifies potential matches.  All four search fields on the vendor profile are compared to the names on the OFAC list.

3. If the names are new since the prior report, we print the full vendor information from SFMA and print the full SDN information from the OFAC list.

4. We compare if the name is an exact match.  We also compare if the address is a match.  We have not encountered a “true match” since the implementation of this process in January 2005.

5. If we ever do encounter a “true match” we will contact the OFAC’s compliance hotline for further instruction.
Here are the websites for these two lists regarding Foreign Terrorists:

OFAC:  http://www.treas.gov/offices/eotffc/ofac/
FTO:    http://www.state.gov/r/pa/prs/ps/2001/5265.htm
We wanted to share this information since not all payments to vendors are processed through SFMA with our vendor table.  Agencies making payments to vendors through subsystems with checks instead of warrants have the same requirements and should be checking these vendors independent of our process.  If you need help with implementing a process for your agency, please feel free to contact me.  
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