Confidential Information on SFMA Reports

Background:  As was presented in the February 5, 2008 SFMS User Group Meeting, some SFMA reports contain confidential information.  The following statewide policies govern this information: 

Transporting Information Assets:  DAS Statewide Policy 107-004-100 effective January 31, 2008.  http://www.das.state.or.us/DAS/OP/docs/policy/state/107-004-100_013108.pdf 
“Purpose:  The purpose of this policy is to ensure the security of state information assets when in transit.”  

“Policy:  Each agency must use proper security controls for transportation of confidential/sensitive information assets (physical media – e.g. tape, disk, paper) during transit and beyond the physical boundaries of the agency.”

SFMA has been classified as level 4 “Critical” according to:


Information Asset Classification:  DAS Statewide Policy 107-004-050 effective January 31, 2008.  http://www.das.state.or.us/DAS/OP/docs/policy/state/107-004-050_013108.pdf 
“Purpose:  The purpose of this policy is to ensure State of Oregon information assets are identified, properly classified, and protected throughout their lifecycles.”  

“Policy:  All state agency information will be classified and managed based on its confidentially, sensitivity, value and availability requirements.”

SFMS Responsibility:
Assign classification levels to all data contained on SFMA and output from SFMA.  Communicate this information to the Agencies (please see list below).

Agency Responsibility:
 Protect the delivery of reports which contain confidential data:

1. Notify the Print Plant which reports contain confidential data so they can handle them appropriately - Please send email to MainframePrint@das.state.or.us.
2. Arrange to have your reports with confidential data remote printed.  If you are interested in remote printing, please contact Terry Polston @ 503-373-1044 x 279, terry.s.polston@state.or.us
3. If you choose option 2, have your remote printer in a secure area where it can be locked up.

SFMA Reports Containing Confidential Information
	Information Asset Classification Level
	Report Type
	Confidential Data Contained on Report
	

	
	
	
	
	

	
	R*STARS Control Reports:
	
	
	

	3
	        DAFR3651 – Warrant Register by Agency Report
	Vendor #, Name, Address

	3
	        DAFR3701 – Warrant Register by Warrant No Report
	Vendor #, Name, Address

	3
	        DAFR8161 – Outstanding Warrants Report
	Vendor #, Name
	

	
	
	
	
	

	
	R*STARS Requestable Reports:
	
	
	

	3/4*
	        DAFR6570 – Vendor History Report
	Vendor #, Name, Description

	3
	        DAFR7810 – Outstanding Encumbrance Aging Report
	Vendor #, Name
	

	3
	        DAFR7820 – Encumbrance Status Report
	Vendor #, Name
	

	3
	        DAFR7910 – Vendor Transaction History
	Vendor #, Name
	

	3
	        DAFR7990 – Vendor Credit Balances
	Vendor #, Name
	

	3
	        DAFR8150 – Accounts Payable Match to Accounts Receivable
	Vendor #, Name
	

	3
	        DAFR9750 – Accounts Receivable Document Status
	Vendor #, Name
	

	3
	        DAFR9770 – Accounts Receivable Calculated Interest
	Vendor #, Name
	

	3/4*
	        DAFR9780 – Customer History Report
	Vendor #, Name, Description

	3
	        DAFR9900 – Profile Maintenance Log Report
	Vendor #, Name, Address

	3
	        DAFQ0300 – Contract Profile Listing
	Vendor #, Name
	

	
	
	
	
	

	
	ADPICS Reports:
	
	
	

	3
	        PCHR0120 - Vendor Listing by Vendor Number
	Vendor #, Name, Address

	3
	        PCHR0130 - Vendor Listing by Vendor Name
	Vendor #, Name, Address

	3
	        PCHR0170 - Vendor and Awards by Status
	Vendor #, Name
	

	3
	        PCHR0175 - Vendors to be Purged
	Vendor #, Name, Address

	3
	        PCHR0180 - Vendor by Status
	Vendor #, Name
	

	3
	        PCHR0220 - Vendor Activity by PO Document Type
	Vendor #, Name
	

	3
	        PCHR0225 - Purchase Order Releases Against BPO’s
	Vendor #, Name
	

	3
	        PCHR0310 - BPO Aging Report
	Vendor #, Name
	

	3
	        PCHR0315 - Commodities on Contract List
	Vendor #, Name
	

	3
	        PCHR0330 - Solicitations Published and Awarded
	Vendor #, Name
	

	3
	        PCHR0340 - Contract Awards Greater Than $100,000
	Vendor #, Name
	

	
	Most ADPICS reports are not currently available by Department (Agency)
	
	

	
	
	
	
	

	3 = "Restricted" - Examples:  Network diagrams, personally identifiable information, other information exempt from public records disclosure.
	
	

	
	
	
	
	

	4 = "Critical" - Examples:  Disclosure that could result in loss of life, disability or serious injury or regulated information with significant penalities for unauthorized disclosure, information that is typically exempt from public disclosure.
	
	

	
	
	
	
	

	* = If description contains HIPPA information, these reports become level 4.
	
	
	

	
	
	
	
	


