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SECTION 1: Introduction
Document Purpose

This document is intended to document the IT infrastructure services, service metrics and service levels to be provided by the State data center (SDC).  It is expected that this document will be changed over time to reflect new services and more accurate service levels as the SDC gains experience in managing the consolidated workload.

At the time of the first draft of this services catalog (June, 2005), the CNIC Accounting Work Group is in the process of determining the means by which the SDC will charge for SDC services.   The services catalog should document the basis for SDC charges; however, the billing units have not yet been determined.  We have included some potential billing units for the services in this catalog both to suggest some obvious candidates as well as to have placeholders for the actual billing units when they become available.

Document History
During Phase 2 of the State of Oregon’s Computer and Network Infrastructure Consolidation (CNIC)  project (April - June, 2005), the Service Management Workgroup was chartered to determine the services to be offered by the SDC, service metrics and service levels.  In order to accomplish this, the workgroup, which consisted of representatives of each of the participating agencies, surveyed their respective agencies current services.  The results of this survey were summarized and reconciled with the scope definitions produced by the CNIC steering committee to produce the items found in this services catalog.

Document Revision Log
	Version #
	Date
	Author
	Revisions made

	0.1
	06/03/05
	CNIC Service Management Workgroup
	Original

	0.2
	06/17/05
	CNIC Service Management Workgroup
	Initial revisions

	0.3
	07/11/05
	CNIC Service Management Workgroup
	DBA description revisions

	1.0
	07/27/05
	CNIC Service Management Workgroup
	Added video services, expanded on cabling responsibilities, added glossary, made other minor clarifications and revisions

	1.3
	08/25/05
	CNIC PO / CNIC Steering Committee
	Incorporated changes from recommended by the SDC Administrator and the CNIC Steering Committee.

	1.4
	09/7/05
	CNIC PO / CNIC Steering Committee
	Added budget and chargeback information for the 05-07 and 07-09 bienniums to the common considerations section of this document. (page 6)

	2.0
	03/28/06
	CNIC PO/ CNIC Steering Committee
	Removed bronze, silver, gold service level scale.

Combined Service level metrics into one table of services.  Added disaster recovery services.

	2.1
	5/12/06
	CNIC PO 
	Modified security section to clarify terminology used.


Common Considerations

The delivery of all services will be subject to some common constraints.  It is anticipated that all services will be delivered in accordance with the services management framework that will be formulated by the Service Management workgroup.  All services will be performed so that agreed upon security policies and rules are maintained.  Similarly, key processes required for the delivery of these services, such as change management, will be adhered to.  In this regard, the change management process will provide for 48 hour advanced notification of scheduled down time for elements of the IT infrastructure that are managed by the SDC.  If additional notice is required by particular agencies, these requirements are to be documented in the service level agreement (SLA), The key processes that will be developed are defined in the charter of Service Management workgroup.  They are:

a. Request Management

b. Customer Relationship Management

c. Configuration Management

d. Problem Management

e. Change Management

f. Release Management

The definition and framework for development of these processes will be the IT Infrastructure Library (ITIL).  Additional ITIL based processes were identified that were not part of the original Service Management Workgroup scope and therefore were not all developed as part of this effort.  The workgroup recognizes that these processes are important to the efficiency of the SDC.  The processes are listed below with comment on where they have been or will be addressed.  The processes are:

a. Availability Management – The Availability Management process is to monitor IT components to ensure that IT consistently and cost-effectively delivers the level of availability required by the customer.  It is anticipated that this function will be performed by the SLM Group within the SDC.
b. Incident Management – Incident Management is the process of restoring normal service operation as quickly as possible and minimizing the adverse impact on business operations.  This will ensure the best possible levels of service quality and availability are maintained.  'Normal service operation' is defined as service operation within Service Level Agreements (SLA) limits.  The Service Desk function and therefore Request Management and Customer Relationship Management are a part of this process.  It been delivered as part of the High-level process flows presented to the CNIC Steering Committee.  
c. IT Service Continuity – IT Service Continuity Management process ensures that any IT service can provide value to the customer in the event that normal availability solutions fail.  
d. Capacity Management – Capacity Management is the process of planning, sizing, and controlling IT capacity to satisfy user demand at a reasonable cost within the  performance levels agreed to in the service level agreement (SLA) or internal to IT as a operating level agreement (OLA). This planning is being done within the Logistics Workgroup please reference their documents for more detail. 
e. Financial Management – The process which is responsible for the sound stewardship of the monetary resources of the organization. It supports the organization in planning and executing its business objectives and requires consistent application throughout the organization to achieve maximum efficiency and minimum conflict.  The Accounting Workgroup has the responsibility for defining this process.
f. Service Level Management – Service Level Management (SLM) is the process of maintaining and improving IT Service quality through a constant cycle of defining, agreeing, documenting, monitoring, and reporting the levels of customer IT service, that are required and cost justified.  Processes for reporting these metrics are to be developed and documented by the SDC and participating agencies.  These processes will be documented in the SLAs.  This process operation is the primary function being performed by the SLM Group within the SDC.  
For the 05-07 biennium agency costs have been determined to remain at existing levels and budget dollars will be distributed to the State Data Center per HB 5166. The 05-07 biennium will be used to migrate agencies into the State Data Center, and establish a baseline of agency service levels and service usage.  During this period, The State Data Center will supply services to agencies at the highest levels identified in the Service Catalog.
For the 07-09 biennium, the CNIC Accounting workgroup will develop a chargeback method utilizing the baseline services and agency usage amounts established during the 05-07 biennium
 Once the SDC is operational and a chargeback method is implemented, it is expected that on an ongoing basis the SDC will:

a. Review SDC billings to the agencies in order to identify cost saving opportunities

b. Review vendor bills to the SDC in order to identify cost saving opportunities

c. Provide asset management for the physical elements of the CNIC agencies’ infrastructure that are in the scope of the CNIC project.  This will include ordering assets using approved State procurement procedures as well as tracking, installing and decommissioning SDC assets.

As matter of principle, SDC services will be established and modified as needed in order to meet the critical business needs of the agencies and the State.  The establishment of SDC services and service levels will be guided by each agency's critical hours of operation, essential data, and required system performance.   
Service levels documented in the Service Catalog represent requirements for minimum service levels.  These levels were identified by participating CNIC agencies.  It is anticipated and expected that services should be better than the minimum when possible.  
SECTION 2:  Services Catalog

Services for Networks

Network services provide the SDC agencies with the ability to send and receive data in a secure and reliable manner between systems, locations and personnel.  Network services include:

a. Agency User Local Connectivity (Local Area Networks – LANs)

b. Agency Facility Connectivity (Wide Area Network – WAN)

c. Agency User Remote Connectivity (e.g. Dial up and Internet Access) 
d. Agency VPN
Delivery of LAN and WAN network services falls into the three categories below.

Network Operations 

Network Operations is responsible for the routine running of the network infrastructure required for the data communication needs of the SDC agencies.  This includes:

a. Management of physical network elements such as circuits, firewalls, routers, switches and cabling including configuration and maintenance tasks and replacement

b. Management of logical network components, such as network protocols and their configurations

c. Management of vendor relationships, where network services are provided externally.

d. Troubleshooting communication disruptions, working with vendors and SDC agencies to resolve the issues.

e. Implementation and maintenance of security rules (but not  the setting of security policy)

Network Administration  

Network administration is responsible for:

a. Monitoring of network performance in order to:

I. Provide regular reports on actual network performance against any metrics set in Service Level Agreements

II. Investigate network faults that impact the SDC agencies business users

III. Prevention of network faults

IV. Resolution of network faults

b. Correction of traffic problems in the network environment, such as traffic congestion or network corruption where it impacts the SDC agencies users

c. Completion of preventative, scheduled and warranty required hardware maintenance

d. Management of network infrastructure:

I. Management of physical cabling in all locations where either the SDC agencies servers or client workstations are installed, including condition monitoring and replacements including wireless infrastructure
II. Ensuring the physical security of network access points, such as equipment rooms

III. Implementation and maintenance of security rules as directed by SDC agencies

e. Planning and execution of technology upgrades as requested by the SDC agencies including the advanced  notification to agencies in order to allow:

I. An analysis to be carried out to assess the impact of such changes on SDC agencies’ applications.

II. Vendor, agency staff and SDC schedules to be coordinated, such that important agency activities (e.g., application rollouts, application upgrades, training sessions or live service) are not affected by changes

Network Engineering

Network Engineering is responsible for project-based and operational enhancements to the network infrastructure, such as:

a. Capacity planning based on historical usage patterns and agency needs projections

b. Network equipment upgrades, where existing components are replaced with additional, higher-performance components

c. New network equipment installation, where for instance an expansion of the SDC agencies application server environment requires the introduction of a new high-capacity server-to-data storage link

d. Cabling upgrades, network related facility support, and wireless infrastructure installation and support
e. Planning and execution of network enhancement projects

f. Planning for upgrades, including advanced notification to agencies in order to allow:

I. An analysis to be carried out to assess the impact of such changes on SDC agencies’ applications

II. Vendor, agency staff and SDC schedules to be coordinated, such that important agency activities (e.g., application rollouts, application upgrades, training sessions or live service) are not affected by changes
Video Services (Optional)
Video services provide the SDC agencies with the ability to conduct audio and video conferences between systems, locations and personnel.  Video and Audio services include:

a. Bridging  (Audio and Video)
b. Gateway Services (Audio and Video)
c. Scheduling (Audio and Video)

d. Help Desk support (Audio and Video)

e. Training (Audio and Video)

f. Video/Audio Engineering Services

The Delivery of Video and Audio services fall into the two categories below.
Video/Audio Operations 

Video and Audio Operations is responsible for the routine running of the video and audio infrastructure required for the needs of the SDC agencies.  This includes:

a. Manage web-based scheduling resources that are used to schedule video and audio conferences.
b. Schedule, build, and monitor real-time video and audio conferences.
c. Provide helpdesk support for scheduling, video endpoints, and conference operations.
d. Provide Tier One technical support, working with SDC agencies to resolve the issues.

e. Maintain user contact database 

f. Provide user training for scheduling services and video endpoints.
Video/Audio Engineering

Video and Audio Engineering is responsible for:
a. Video core and endpoint equipment upgrades.
b. New video and audio equipment installation.

c. Network traffic analysis and network redesign to accommodate additional video streams.
d. Planning and execution of video and audio enhancement projects.

e. New Product Evaluation and developing approved list of video systems for SDC customers.

f. Perform advanced beta testing with video equipment manufacturers.

g. Perform interoperability testing.

h. Perform all software and hardware upgrades for core video, audio, and scheduling systems.  
Services for Servers and Mainframes
Server hosting services are provided both remotely as well as in the data center.  These services address the complete server lifecycle including procurement, installation, configuration, hardware troubleshooting and repair, hardware and operating system refresh, moves, additions/ changes, and retirement.  The key elements for server services delivery are detailed below. 
The services outlines in the server and mainframe sections are meant to apply to all SDC supported platforms.   Service levels are to be applied to all supported platforms as appropriate.
System Administration

This area is responsible for the management of the computing platforms on which the SDC agencies applications are based (Linux, UNIX, Windows, Novell, zSeries, iSeries), including:

a. Server installations and decommissioning

b. Installation of the operating systems, configuration and hardening

c. Implementation and managing access authorities

d. Migration of software into production environments and post-migration support

e. Installation and support of agency specified middleware

f. System software upgrades, to ensure compatibility with the overall environment and to take advantage of technological and security advances, including software patches

g. Condition of system hardware, e.g. enterprise servers supporting the applications and databases

h. Completion of preventative, scheduled and warranty required hardware maintenance.  This includes: 

I. Monitoring equipment conditions to ensure early recognition of likely faults

II. Plan and execute maintenance in conjunction with the application maintenance, SDC agency approved time frames and support service line

III. Coordinate urgent maintenance activities after communicating with the SDC agencies.

i. System performance monitoring, tuning and monthly reporting, to ensure continued compliance with service level agreements and in order to provide notification of pending capacity constraints

j. Planning for agency requested upgrades and SDC upgrades, including the notification to agencies in order to allow:

I. An analysis to be carried out to assess the impact of such changes on SDC agencies’ applications

II. Provide environments for application testing of software and middleware with operating system upgrades and patches prior to going to production

III. Vendor, agency staff and SDC schedules to be coordinated, such that important agency activities (e.g., application rollouts, application upgrades, training sessions or live service) are not affected by the changes

System Operations 

This area is responsible for the runtime support of SDC agencies applications.  This includes: 

a. Monitoring the execution of production jobs in order to assist in identifying and reporting unexpected behavior including job failures 

b. Following documented procedures supplied by the SDC agencies in reporting problems with production applications.  It is expected that application procedures will include provisions for notification and job restarts to be performed by the SDC operations staff.

c. Following documented processes created by the SDC in reporting problems with systems software

d. Response to system/console messages including tape mounts

e. Computer startups, shutdowns and recycling in accordance with the change management process and documented procedures

f. Preparation and coordination  of mainframe print services for distribution of batch output through existing state agency delivery channels

g. Monitor backup operations and reporting failures

Production Control

This includes: 

a. Setting up the schedule for production and ad hoc jobs

b. Monitoring the execution of production jobs to ensure the schedule is being maintained

c. Reporting scheduling problems and issues to the appropriate agency staff and working with them to understand and resolve the problems
d. Agency IT staff and other appropriate staff will be able to submit jobs to the SDC service desk.
Storage Management

For enterprise storage, including tape and storage area networks (SANs), and storage on distributed file and print servers, this service includes:

a. For disk storage, responding to agency storage requests by:

I. Allocating raw storage

II. Defining logical volumes

III. Configuring logical volumes

IV. Making the newly defined storage available for use

V. Establishing security on new volumes as requested

b. Capacity planning including:

I. Monitoring of utilization and identifying the need for more capacity

II. Notification to agencies of pending capacity constraints

c. Ordering storage devices and media 

d. Maintenance of storage device related software and micro-code

e. Monitoring and maintenance of the scratch tape pool

f. Registering tapes into automated tape handling devices

g. Providing and maintaining a tape library 

h. Rotation of tapes to offsite facilities

i. Destruction of media coming out of service in accordance with agreed upon SDC agency requirements

j. Maintenance of appropriate documentation, labeling and tracking of tapes in accordance with agreed upon SDC agency requirements

Microfiche (Optional)
This area is responsible for the handling bursting, “pigeon holing” and preparation for distribution of microfiche through existing state agency delivery channels.
Backup/ Restore Services

This area is responsible for the management of backup facilities, including the mechanics of tape backup and off-site storage, such as storage system management, tape collection for off-site storage and tape retrieval in the event that restoration of historical data is required.  This includes:  

a. Performing complete and/ or incremental backups

b. Defining media rotation requirements and/ or follow standard procedure

c. Labeling backup media appropriately

d. Maintaining backup library

e. Periodically verifying backup media integrity

f. Restoring single or multiple objects from the backup media

g. Restoring complete or incremental backup as needed after system failures

h. Updating user that restoration has been completed

Email and Directory Services (Optional)

This is an Optional service for email and directory services.  This includes the following:

Email Application Administration 

a. Setting up user accounts

b. Public folders
c. Distribution lists
d. Mailbox restores
e. Storage groups
f. Monitor e-mail backups
g. Controlling security privileges as it relates to the user accounts, email boxes and public folders

h. Perform directory synchronization with state email hub
Directory Services Administration 

a. Setting up user accounts, directories, and security groups
b. Controlling security privileges as it relates to the user accounts, directories and security groups
c. Limit access control for users depending upon manager/Personnel requests
CICS
SDC will provide CICS support to SDC agencies that have applications which run on mainframe computers under CICS.  This support is inclusive of all requirements to create, implement in production and maintain CICS applications with the exception of writing and compiling the application code.  This service includes:

a. Creating the CICS table entries necessary to put a CICS transaction into a CICS environment

b. Executing the CICS functions necessary to create or update a new CICS transaction in a CICS environment

c. Providing assistance on coding CICS commands

d. Providing assistance on creating screen maps

Services for Database Administration (DBA) 

Database administration provides the services required to store, access and update production data that is managed in a database management system (DBMS).  Examples of DBMS’s include DB2, IMS/DB, Oracle and Informix.  These services are divided into two categories.  System DBAs are generally responsible for maintaining the DBMS computing environment and this service is entirely in CNIC’s scope.  Application DBAs are generally responsible for the database facets of specific applications.  Application DBA service will be offered as an agency requested service.

MF - System Database Administration Services
System DBA services include 

a. Installing, maintaining (e.g. patches and upgrades) and monitoring the health and performance of DBMSs

b. Defining the physical database design (log files, rollback segments, tablespaces)

c. Setting data storage parameters for storage associated with the physical elements of the database

d. Implementing and executing database and system backup and recovery in shared environments on schedules provided by either the agency or Application DBA

e. Setting up and implementing database reorganizations on schedules provided by either the agency or Application DBA

f. Recommending naming conventions for database objects

g. Assistance in troubleshooting performance problems

h. Testing and implementation of patches and upgrades of DBMS’ in consultation with application DBA

i. Constructively collaborate with Application database administrators
MF - Application Database Administration Services
Application DBA services will be provided on an “opt-in” basis to SDC agencies.  These services include working with application development staff to:

a. Create definitions of logical data structures, tables, views, indexes, program specification blocks and define their relationships

b. Create the data definition statements needed to create logical structures

c. Estimating storage requirements (in consultation with physical DBA)

d. Define how to implement the required security within the DBMS

e. Define backup and reorganization schedules and communicate these schedules to the System DBA
f. Execute database back-ups and restores (a.k.a. import/export)  using database tools within the space allocated by the System DBA
g. Implementing and executing database and system backup and recovery in dedicated environments (opt-out)

h. Implementing security rules and access authority

i. Assist in DBMS specific command selection (e.g. SQL, DL/I) to optimize performance

j. Assist in creating stored procedures

k. Perform data loads

l. Create data models using agency provided tools

m. Update and maintain a data dictionary supplied by the agency
n. Develop data definition statements

o. Creating physical structures (tablespaces, databases, database descriptors).  This will be done within the space allocated to the agency.
Additional Information
Application database administration services will be provided on an optional basis.  SDC personnel who provide this service will function as part of a development team and will be expected to provide work products as required by the development project and to complete their work as required by the project schedule.

Server - System Database Administration Services

 System DBA services include 

a. Installing, maintaining (e.g. patches and upgrades) and monitoring the health and performance of DBMSs

b. Defining the physical database design (log files, rollback segments, tablespaces)

c. Setting data storage parameters for storage associated with the physical elements of the database

d. Implementing and executing database and system backup and recovery in shared environments on schedules provided by either the agency or Application DBA

e. Setting up and implementing database reorganizations on schedules provided by either the agency or Application DBA

f. Recommending naming conventions for database objects

g. Assistance in troubleshooting performance problems

h. Testing and implementation of patches and upgrades of DBMS’ in consultation with application DBA

i. Constructively collaborate with Application database administrators

Server - Application Database Administration Services
Application DBA services will be provided on an “opt-in” basis to SDC agencies.  These services include working with application development staff to:

a. Create definitions of logical data structures, tables, views, indexes, program specification blocks and define their relationships

b. Create the data definition statements needed to create logical structures

c. Estimating storage requirements (in consultation with physical DBA)

d. Define how to implement the required security within the DBMS

e. Define backup and reorganization schedules and communicate these schedules to the System DBA
f. Execute database back-ups and restores (a.k.a. import/export)  using database tools within the space allocated by the System DBA
g. Implementing and executing database and system backup and recovery in dedicated environments (opt-out)

h. Implementing security rules and access authority

i. Assist in DBMS specific command selection (e.g. SQL, DL/I) to optimize performance

j. Assist in creating stored procedures

k. Perform data loads

l. Create data models using agency provided tools

m. Update and maintain a data dictionary supplied by the agency
n. Develop data definition statements

o. Creating physical structures (tablespaces, databases, database descriptors).  This will be done within the space allocated to the agency.
Additional Information
Application database administration services will be provided on an optional basis.  SDC personnel who provide this service will function as part of a development team and will be expected to provide work products as required by the development project and to complete their work as required by the project schedule.

Services for Disaster Recovery
The scope of the SDC Disaster Recovery Services focuses on the pricing, testing and recovery and continued operation of system components designated in the Agencies’ Disaster Recovery Plan.
The SDC Disaster Recovery Services do not address agency business resumption or continuity of operations.

The SDC will offer adequate computational, data storage, and data communications services for the designated critical applications in the agencies DR plans.  Disaster recovery services will be provided on an “opt-in” basis to SDC agencies.  
Customers are responsible for disaster recovery preparedness for their applications in the event of a disaster.  

Disaster Recovery Services
In the event of a disaster, SDC will:
a. Assess the damage to the Data Center to determine if a disaster should be declared at the SDC;
b. Make the decision to formally declare a disaster at the SDC;
c. Notify the alternate facilities, designated key agency contacts, and the critical application sponsors of the disaster declaration;
d. Work with the alternate site staff to restore the designated operating systems and applications at the alternate site and establish the communications link to the site in preparation for operating at the site for the duration of the emergency, and
e. Conduct preparations to resume operations at the Data Center.  

The SDC will provide a designated Disaster Recovery Technical Support Coordinator.  The coordinators are responsible for:

a. price the computing and network services components of the agencies disaster recovery plan; 

b. prepare, execute, and manage the alternate site contracts for the designated computing services;

c. assist the agencies in preparing for the disaster recovery test events;

d. serve as liaisons for the agencies during the disaster recovery tests (by assisting agencies in resolving errors in jobs, reporting communications problems to the agencies disaster recovery teams, and answering disaster recovery testing questions in general); 
e. assist the agencies in preparing their critical applications to run successfully at another location in the event of a disaster;

f. confirm with the contracted vendor that their computing and data communications configurations will meet the agencies needs, and that they will be ready for the test;.  

g. formulate a test schedule, set the objectives for the test and establish action items for the SDC and agency team in preparation for the test.  

h. disseminate information to the agency regarding the test.  

i. send the backup tapes and tape lists to the vendor site.  
j. assist the agency application owners/participants in successfully running their applications at the alternate site.  The assistance includes help with test preparations, on-call support during the duration of the test, resolving reported problems, and serving as the liaison between the agency team and the SDC Team, and  

k. recording all problem reports, general test notes and reports report describing results achieved for each completed test.  
Disaster Recovery Agency Responsibility

The agencies will assign a Disaster Recovery Coordinator to oversee the agencies Disaster Recovery Program.  The Disaster Recovery Coordinator is responsible for:

a. periodically surveying agency program managers from the customer community to determine which applications require disaster recovery services and/or resources; 

b. determine how often, organize, and request regularly-scheduled periodic tests of the disaster recovery procedures;

c. maintain and update the Agencies Disaster Recovery Plan based on changes in customer requirements, critical application, data requirements and in response to events such as office moves, telephone number changes, and change in personnel and duty changes, and 

d. orchestrate from the agency chosen location the execution of their Disaster Recovery Plan when a disaster has been declared.

Service Desk

The service desk is the SDC’s 24 X 7 point of contact for authorized staff within the SDC agencies that require technical support.  This service includes performing the following tasks:  

a. Provide a central point of contact for SDC agency help desks and authorized agency personnel

b. Receive requests and trouble reports, log them, assign priority based on agreed upon definitions and route the request to the appropriate state data center resource

c. Provide status of pending requests to agency help desk

d. Notify agency contact when request is completed

e. Document the completion of the request

f. Develop the experience and processes that are required in order to solve as many problems as possible on the first contact

Security Services
 The SDC will provide centralized technical security support.  Security services will be performed in response to agency requirements and performed on those components that are part of the SDC infrastructure.  Some services are new to the infrastructure and will be implemented after the initial migration and stabilization period. These services include:

a. Secured Virtual Private Network (VPN)

b. Firewall management

c. Anti-virus services for SDC managed resources
d. Incident response for SDC managed resources, including, security notifications / alerts to SDC agencies as appropriate and applicable to agency uses or applications

e. Network intrusion detection services and monitoring 

f. Host intrusion prevention services and monitoring 

g. Privacy and compliance assurance services including assisting agencies with audits

h. Physical security of SDC assets
i. Network firewall services

j. Secure wireless networking
In addition, the following secured services will be provided on an “opt in” basis by the CNIC agencies:

a. Encrypted traffic between the state data center and agency/field offices

b. Encrypted storage for agency data

c. Encrypted transmittal of agency data

Consulting Services
The SDC will be staffed with personnel who have deep skills in the technical disciplines required to successfully manage IT infrastructure.  In order to maximize the value of those technical skills to the state, agencies can consult with SDC personnel for technical expertise for any of the offerings in this catalog.  Consulting services provided by SDC include but are not limited to the following: 

a. Assisting agency representatives with application analysis and design in order to meet requirements
b. Assisting with systems integration

c. Prototyping application configurations

d. Technical debugging and performance assistance for applications 

e. Assisting with the installation of software for which agencies are primarily responsible

f. Arranging for “Transfer of Information” sessions, learning sessions, and overall technology refresh meetings to confirm that appropriate equipment and support techniques to maintain inventory equipment are applied 

g. Providing general technical advice in order to optimize the cost effectiveness of those elements of the IT infrastructure managed by the SDC

h. Researching and completing "proofs of concept" for technologies that provide potential benefits to agencies

Additional Information
Consulting services will be provided on an optional basis.  SDC personnel who provide this service will function as part of a development team and will be expected to provide work products as required by the development project and to complete their work as required by the project schedule.

Project Management Services
 

The SDC will have project management capability.  This is required both to manage projects that are primarily internal to the SDC as well as to interface with agencies in managing the execution of the SDC component of agency projects.  The service offered to agencies will include, but is not limited to:

a. Managing the assignment of SDC personnel to the project and the ongoing SDC staffing requirement for the project

b. Development of project plans that guide the execution of SDC personnel in approved projects

c. Tracking schedule, cost and SDC personnel utilization to the agreed upon project plan

d. Working with agency personnel to integrate the project plan for the SDC component of a project into the master project plan

e. Managing issues relating to the SDC component of the project.  This includes issue identification, logging into an agreed upon issue tracking system, tracking progress, adherence to agreed upon escalation processes and documentation of the resolution

f. Managing risks relating to the SDC component of the project.  This includes risk identification, logging into an agreed upon tracking system, documenting mitigation steps, tracking of risk triggers, and adherence to agreed upon escalation processes

g. Providing status reports of the SDC components of projects in an agreed upon format and frequency

h. Attendance and participation in project management meetings

Additional Information
Project management services will be provided on an optional basis.  SDC personnel who provide this service will function as part of a development team and will be expected to provide work products as required by the development project and to complete their work as required by the project schedule.

Service Metrics
	Service 
	Hours of Support
	Operations & On Call Support
	Availability
	Time to Respond
	Time to Restore
	Potential Bill Unit

	LAN
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	# of Connections

	WAN
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	Bandwidth

	Dial Up
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 4 hrs
	< 8 hrs
	Per Account

	Internet Access
	7am-6pm M-F
	24 x 7
	>99.9 %
	< 1 hr
	< 2 hrs
	Bandwidth

	Video Services (optional)
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 1 hr
	< 4 hrs
	Bandwidth

	MF – Online
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 15 min
	<30 min
	CRU

	MF – Batch 
	7am-6pm M-F
	24 x 7
	>99.9 %
	<15 min
	< 2 hrs
	CRU

	MF- System DBA
	7am-6pm M-F
	24 X 7
	N/A
	< 2 hrs
	N/A
	Time 

	Application Servers
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Email and Directory Services(optional)
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Email and Directory Servers
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Utility Servers
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Database Servers
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Server – System DBA
	7am-6pm M-F
	24 X 7
	N/A
	< 2 hrs


	N/A
	Time

	Security Services
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU


Glossary of Terms

	Term
	Definition

	Asset
	Component of a business process. Assets can include people, accommodation, computer systems, networks, paper records, fax machines, etc.



	Availability
	Ability of a component or service to perform its required function at a stated instant or over a stated period of time. It is usually expressed as the availability ratio, i.e. the proportion of time that the service is actually available for use by the Customers within the agreed service hours. In the Service Catalog the availability percentages are derived using the following formula:

[(AST –  DT) / AST] X 100 = Service or Component Availability (%)

AST = Agreed Service Time

DT = Actual downtime or time that service did not meet SLA requirements (e.g. system response times) during agreed service time



	Availability Management
	The process to monitor IT components to ensure that IT consistently and cost-effectively delivers the level of availability and performance levels (e.g. system response time) required by the customer.  Availability Management will fall under the Service Level Management team within the State Data Center.



	Baseline
	A snapshot or a position which is recorded. Although the position may be updated later, the baseline remains unchanged and available as a reference of the original state and as a comparison against the current position.



	Business Process
	A group of business activities undertaken by an organization in pursuit of a common goal. A business process usually depends upon several business functions for support, e.g. IT, personnel, and accommodation. A business process rarely operates in isolation, i.e. other business processes will depend on it and it will depend on other processes.



	Capacity Management
	The process of planning, sizing, and controlling IT capacity to satisfy user demand at a reasonable cost within the  performance levels agreed to in the service level agreement (SLA) or internal to IT as a operating level agreement (OLA).  Definition of this process to be assigned to either the Logistics team or SDC Management Team.



	Change(s)
	The addition, modification or removal of approved, supported, or baselined hardware, network, software, application, environment, system, desktop build or associated documentation.



	Change Management
	The process that ensures that standardized methods and procedures are used for efficient and prompt handling of all changes, in order to minimize the impact of Change-related Incidents upon service quality.



	Charging / Chargeback
	The process of establishing charges in respect of business units, and raising the relevant invoices for recovery from customers.



	Configuration Baseline (see also Baseline)
	Configuration of a product or system established at a specific point in time, which captures both the structure and details of the product or system, and enables that product or system to be rebuilt at a later date.



	Configuration Item(s) (CIs)
	Component of an infrastructure - or an item, such as a Request for Change, associated with an infrastructure - which is (or is to be) under the control of Configuration Management. CIs may vary widely in complexity, size and type - from an entire system (including all hardware, software and documentation) to a single module or a minor hardware component.



	Configuration Management
	The process that covers the identifying, controlling, maintaining, and verifying of configuration items (CIs), including their versions, constituent components and relationships.

The goal of Configuration Management is to ensure that only authorized components, known as configuration items, are used in the IT environment.  These configuration items should be monitored and tracked through out their component lifecycle. 

 

	Customer
	Owner of the service; usually the Customer has responsibility for the cost of the service, either directly through charging or indirectly in terms of demonstrable business need. It is the Customer who will define the service requirements.



	Customer Relationship Management
	This function will be performed by a combination of Service Level Management and the Service Desk for SDC customer facing activities. The will provide for mechanisms on SLA negotiations as well as incidents and change requests.



	Delta Release
	A partial release that includes only those CIs within the release unit that has actually changed or are new since the last full or delta release.



	Financial Management
	The process which is responsible for the sound stewardship of the monetary resources of the organization. It supports the organization in planning and executing its business objectives and requires consistent application throughout the organization to achieve maximum efficiency and minimum conflict.  This process will be defined and determined by the Accounting Workgroup.



	Full Release
	All components of the release unit that are built, tested, distributed, and implemented together.



	Hours of Support
	The number of hours per day and the number and which days of the week that support will be provided - regular business hours.  In some cases hours of support is dependent on agency field support hours which may be more limited then the SDC hours of support.  Off hours are supported by operations.  Off hours are supported as “On Call Support”
 

	Incident(s)
	Any event which is not part of the standard operation of a service and which causes, or may cause, an interruption to, or a reduction in, the quality of that service.



	Incident Management
	The process of restoring normal service operation as quickly as possible and minimizing the adverse impact on business operations.  This will ensure the best possible levels of service quality and availability are maintained.



	IT Service Continuity
	The process ensuring that any IT service can provide value to the customer in the event that normal availability solutions fail.  



	Metric
	Measurable element of a service process or function.



	Monitor / Monitoring
	The activity of watching a particular function in order to ascertain its status.



	Normal Service Operation
	Service operation parameters within agreed Service Level Agreements (SLA) limits.



	On Call Support
	The number of hours per day and the number of days per week support will to be provided via an On-Call communication mechanism (cell, pager, text messaging, phone, signal flare, mega-phone, other) based on the agreed SLA.  This is separate from On-Site support where the resource is physically located on the SDC premises to provide support.



	Operational Level Agreements (OLA)
	An internal agreement covering the delivery of services which support the IT organization in their delivery of services.



	Operations Hours of Support
	Depending on business requirement, some systems will require support outside the SDC normal business hours.  These requirements for additional support will be part of the service level agreement.



	Problem(s)
	Unknown underlying cause of one or more Incidents.



	Problem Management
	
The process of proactively and reactively identifying trends, seeking the root cause of incidents, initiating actions to implement a work-around or resolution, and preventing similar incidents in the future. The reactive aspect is concerned with solving problems in response to one or more incidents.  Proactive Problem Management is concerned with identifying and solving problems and known errors before incidents occur in the first place.

Problem Management differs from Incident Management in that it seeks to investigate the root cause of an incident and find the solution.  On the other hand Incident Management seeks to find the quickest way of restoring service, potentially through a workaround rather than a solution.



	Process
	A connected series of actions, changes etc. performed by agents with intent of satisfying a goal.



	Release
	A collection of new and/or changed Configuration Items (CIs) which are tested and introduced into the live environment together.



	Release Management
	The process of coordinating and managing releases to a live environment. The process includes planning, analyzing, designing, building, testing, and deploying a bundled release of hardware and software to multiple customers and locations.   Includes release package assembly, centralized and distributed software storage and version control, migration control, release preparation and acceptance, software and data distribution, and hardware and software installation. 



	Release Package
	A group of releases (can include both full and delta releases) packaged together and implemented concurrently.



	Request Management
	The process to ensure that requests submitted to the State Data Center are handled appropriately. This function will be handled by the Service Desk and the Change Management process.



	Service(s)
	The deliverables of the IT organization as perceived by the Customers.  Contains one or more IT systems working together to enable a business process.



	Service Availability (see also Availability)
	Ability of a component or service to perform its required function at a stated instant or over a stated period of time. It is usually expressed as the availability ratio, i.e. the proportion of time that the service is actually available for use by the Customers at the agreed upon performance level (e.g. system response time) within the agreed service hours.



	Service Desk
	The point of contact within the IT organization for consumers of IT services.



	Service Level Agreement (SLA)
	Written agreement between a service provider (e.g. the SDC) and the Customer(s) (e.g. an Agency), that document s agreed Service Levels for one or more Services.



	Service Level Management (SLM)
	The process of maintaining and improving IT Service quality through a constant cycle of defining, agreeing, documenting, monitoring, and reporting the levels of customer IT service, that are required and cost justified.  This process will be defined and administered by the Service Level Management team within the SDC.



	Service Response Time
	Target timeframe set for a service to perform its required function at a stated instant or over a stated period of time. It is usually expressed as seconds or sub seconds but can be whatever time or unit measurement that is appropriate for a given platform.  



	Support Hours (see Hours of Support)
	The number of hours per day and the number and which days of the week that support will be provided for a given Service Level.



	System
	An integrated composite that consists of one or more of the processes, hardware, software, facilities and people, that provides a capability to satisfy a stated need or objective.



	System Response Time
	Target timeframe set for a system (OS, platform, printer, etc) component to perform its required function at a stated instant or over a stated period of time. It is usually expressed as seconds or sub seconds but can be whatever time or unit measurement that is appropriate for a given platform.  



	Time to Respond
	The amount of time available for a response to an incident from the appropriate SDC support personnel.  This is the time for triage on the Incident to begin at a minimum. 



	Time to Restore
	The amount of time that is taken to return a given service to normal levels of performance from the onset of an Incident to the point where adequate checks have taken place to ensure that the service has been restored.

In some cases time to restore is dependent on agency field support availability, hardware replacement contracts, and physical constraints that are beyond the control of the SDC.
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