Here is a summary of the questions that were asked during the DR Coordinators Meeting on 3/19/09.  All questions were answered during the meeting, but we took the questions back to staff to get a more complete answer.

1. Aren’t backups the responsibility of the SDC?
Answer: The SDC is responsible for backing up the operating system and infrastructure software. The SDC runs jobs to backup agency applications and data. The agency determines backup frequency and retention policies.  The default is nightly, but agencies can change this frequency based on their needs or the uses of the server or LPAR.  Currently, backups are primarily for recovery of an accidental file deletion or a hardware failure rather than for disaster recovery.  The backups are sent off-site, and could be used for disaster recovery if necessary, but currently, they are not optimized for that purpose. As disaster recovery planning proceeds, the agencies need to review their DR backup strategies with the SDC. It may be necessary to make some changes to how and when backups take place, how long they are retained, or what kind of post processing is done to make sure restoration time is minimized in a disaster recovery.
2. How will the priorities for recovery be determined? Who gets recovered first? What will the process be for prioritizing the Critical Business Functions (CBFs) between and among agencies?
Answer: For this biennium, the statewide Business Continuity Planning (BCP) program has been focusing on having each agency develop their BCP and DR plans. Cross-agency planning will be addressed in the next biennium. If a situation occurs before that process is developed, the SDC would look to agency directors and CIOs to get together and make the decision on the spot.  
3. What kind of assistance can very small IT shops get for disaster recovery?
Answer: Ask your IT person about backup and recovery. Make sure that critical data is being backed up regularly. Ask him or her about documented recovery procedures. Have him or her document so that a similarly skilled IT person could follow those procedures.  It may be useful to bring in a technical writer or utilize the SunGard price agreement to help get the procedures documented.
4. How will the SDC have enough manpower/FTEs to bring up higher priority applications in a timely fashion?
Answer: We don’t yet know if the SDC will have enough staff to bring up applications as quickly as needed.  This will depend upon the scope of any particular emergency, as well as the DR needs of the agencies.  As agencies present their disaster recovery requirements, the SDC will scope the cost and effort needed to meet those requirements.  This is where consolidation and standardization will have a positive impact on disaster recovery planning.  The more standardized the environments are, the easier they will be to recover and the more they will lend themselves to automation or having a third party perform recovery.  Until more information is available about agency DR requirements, the SDC cannot determine that there is an issue with resources to staff disaster recovery.  Agencies can help reduce the effort needed in a recovery by planning backup strategies that optimize recovery time by grouping backups with similar RTO and RPO requirements together.  
5. How will application dependency information be gathered?
Answer: It will be important to look at application dependencies when planning disaster recovery.  Agencies will need to gather this information and incorporate it into the BCP and DR plans. SDC staff will do what they can to help agencies discover these relationships if they are unknown, but the agency will have to provide the starting point.   
6. In order to get an accurate DR cost quote, the critical business functions (CBFs) really need to be finalized by the agencies, don’t they?
Answer: Disaster Recovery can be expensive. The shorter a function’s Recovery Time Objective (RTO) and Recovery Point Objective (RPO) are, the more disaster recovery preparation will cost. By knowing with certainty what the critical business functions are, the dollars can be spent on the areas that are the highest priority. 
7. If we can’t afford the DR costs to restore our current CBFs, will our agency need to change our CBFs? Are you assuming that agencies have budgeted money for disaster recovery?
Answer: Business Continuity and Disaster Recovery planning are business issues and will need to be addressed as business issues.  If an agency has prepared a thorough business impact analysis (BIA), agency management will be in a good position to determine the criticality of their business functions and what disaster recovery preparation is worth. In the absence of a thorough BIA, the agency will need to go through an iterative process to determine whether the desired DR solution can be afforded, or whether RTOs and RPOs have to be adjusted and manual workarounds planned. Agency business areas will need to determine the price point where the value of having the technology available exceeds the cost of being prepared to do recovery.  It will be challenging and require out-of-the-box thinking to find workarounds and lower technology alternatives.  The SDC will be doing its part to find solutions that lower costs, but ultimately, the agency will need to decide how much disaster recovery preparation it can afford.

8. What about the network resources that affect so many of us who are not your primary SDC customers? When do we talk about that issue?
Answer: We should discuss this issue in a meeting, to ensure that the SDC understands the needs and expectations of agencies, and agencies understand the abilities of the SDC.  Generally, the RTO for the backbone depends on the RTO of the applications that are delivered through it.  The state network backbone is fully redundant and will continue to circulate traffic if a site on the backbone is disabled.  Our service level agreement with Quest is 4 hrs under normal circumstances. The nature and extent of the outage would affect how long recovery actually takes.  In cases of wide-spread devastation, the phone companies would do service restoration based on priorities.  The SDC is investigating how to get a place in that prioritization scheme.    SDC Voice services is the most critical business function in the DAS BCP plan, with an RTO of 1 hr.  SDC Network/Security program is priority 8, with an RTO of 24 hrs. 
9. We are a “network only” customer; how do we give you information about our needs?
Answer: For SDC customers who receive computing services, network requirements will be developed as part of DR planning for those computing services.  If other customers have DR needs or concerns, they can open a request with the SDC to discuss them.  Please get on the BCP website at www.oregon.gov/das/eispd/bcp, go to the Disaster Recovery page, and fill out the “Disaster Recovery Data Collection Form”  The information that needs to be provided is:

· What are the IP addresses that are of concern?

· From where does this originate and to where does this go?

· What is the Recovery Time Objective for this connection?

