Purpose:
The purpose of this document is to provide instructions for customers, external to ODOT, sending
secured files (new packages) via the MOVEit DMZ Portal.

Step1: Access the MOVEit DMZ Portal

From your browser, go to https://mft.odot.state.or.us. The page below will open in your browser.

Jsername

Password

Reguest a password change

TEST &
Security Notice
This system is for the use of authorized users
only. ¥

Have an account on another ldentity Provider?

Try Single Signon with SAML

Dont have an account?
Register and Send Files

If you have already set up a MOVEit account and password with ODOT, skip to Step 4.
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https://mft.odot.state.or.us/

Step 2: Register and create your MOVEit account

If you have never had a MOVEit account and password account set up with ODOT, click the “Register

and Send Files” button.

Username

Password

Reguest & password change

TEST -
Security Notice
This system is for the use of authorized users
only. ¥

Have an account on another Identity Provider?

Try Single Signon with SAML

Don't have an account?
Register and Send Files
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The page below will open in your browser.

Enter the email address(es) of the recipient(s) to which you wish to send a package.
Enter your email account. Your email account will become your MOVEit username for your new
MOVEit account. In this example, we are using jefreschmitz@gmail.com as the email account and
username.

3. Click the “Register and Send Files” button.

Qregon Departrment of Transportation

Register and Send Files
Separa te multiole emails with 3 comma

Recipient Email(s):  jefre.schmitz@odot.state.or.us 0

Your Email: | jefreschmitz@grmail.corr]

Reqgister and Send Files 9

Return to the sign on page

Need Help? Tech Support

Forget your password? Reguest a password change

The page below will open in your browser, indicating you have successfully registered a new MOVEit
account and to check your email for further instructions on how to access the system.

gon Departrnent of Transportation

o Registration Request Successful

Your Registration Request has been successfully submitted. Please chedk your email for further instructions on how to access the system.

Return to the sign on page
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Step 3: Set up a new password
Access your email and note you have received an email from an ODOT internal email account.

Oregon Department of Tra. New User Password Request Confirmation - New User Password Request Confirmation A 3:37 pm

Open the email then click the link that will direct to you a page allowing you to create a password for
your new MOVEit account.

New User Password Request Confirmation Inbox x = E
Oregon Department of Transportation Notification S 3:37 PM {15 minutes ago) - v
o fo me |~

o New User Password Request Confirmation

A request has been made to set the password for your "jefreschmitz@gmail. com™ account. If this is
correct, please use the link below within 30 minutes to enter a new password and then sign on to the

system.
Wst.odot.state.or.usfhuman.aspx?orqid:?425&transaction:Siqnon&arq‘l1:newuser -
18107364769978718279284027455 )
Regards,

Oregon Department of Transportation Notification Service

The page below will open in your browser.

1. Enter a new password for your newly created MOVEit account. (be sure to note the password
requirements listed above the New Password field)

2. Reenter your new password for confirmation.

3. Click the Set Password button.

Oregon Department of Transportation

signed onto Oregon Department of Transportation as jefreschmitz@gmail.com. My Account | Sign Out|

A Home You are required to set your password now.

Online Manual

L My Account (jefreschmitz@gmail.com)
Tech Support

All time and date stamps
displayed on this site
are GMT -7, except
time and date stamps .
recorded during standard i
time (GMT -8). « Must be at least 8 characters.

 Must not contain or resemble Username.

Set Password...

i » Must contain at least one letter and one number.
MOV « Must not contain dictionary words.
* Must contain both upper- and lower-case letters.
* Must not match any of the previous 5 passwords.

o Enter your New Password: ssesssess
e Enter your New Password Again: seesesees|

e Now press the "Set Password” button: | Set Password
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The page below will appear, indicating you have successfully set your new password. Click the “Home”
link, then go to Step 5 of this documentation.

Crnline Manual

Tech Support

All time and date stamps
displayed on this site

are GMT -7, except

time and date stamps
recorded during standand
time (GMT -8).

Install the Upload/Download Wizard
It is recommended that you instzll the Upload/Download Wizard, 2 browser add-on that zllows you to:

+ Transfer files faster

» Transfer files greater than 2GB

» Transfer multiple files at once

» Perform automatic integrity checking to ensure file non-repudistion
« Compress/Uncompress dats on the fiy

= Add files via drag-and-drop

The Jawa version of the Upload/Download Wizard requires Java § or lster,

# Install the Upload/Download Wizard (Java)

r OR o

Disable the Wizard

Disable the Wizard [for this session only)

D If you disable the Upload/Download Wizard or are unable to install it, you can re-enzble or try re-installing through your My Account page,
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Step 4: Log into your MOVEit account

The page below will open in your browser.

on Department of Transportation

Signed off successfully.

Request a password change

TEST

Security Notice
This systemis for the use of authorized users
only. v

1. Enter your assigned username and password. In this example, we are using jefreschmitz@gmail.com
as the assigned username account.
2. Click the Sign On button to complete logging into your MOVEit account.

Signed off successfully.

jefreschmitz@gmail.com

Request a password change

TEST o]
Security Notice
This system is for the use of authorized users
only. v
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The page below will appear, indicating you have successfully set your new password. Click the “Home”

link.

Oregon Departrment of Transporaton

Online Manus]

Tech Support

All fime znd datz stamps
displayed on this site

are GMT -7, except

time and date stamps
recorded during standard
time (GMT &),

Install the Upload/Download Wizard

It is recommended that you instsll the Upload/Download Wizard, 2 browser 2dd-on that allows you to:

» Transfer files faster

» Transfer files graster than 2GB

# Transfer mukiple files 2t ance

= Perform automatic integrity checking to ensure file non-repudiztion
» Compress/Uncompress data on the fiy

» &dd files vis drag-znd-drop

The Java version of the Upkad/Downlozd Wizard requires Java 8 or later,

# Install the Upload/Download Wizard (Java)

n OR

Disable the Wizard

Disable the Wizard [for this session only)

[E] 1f you dissble the Uplozd/Download Wizard or are unable to install it, you can re-ensble or try re-installing through your My Account page.
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Step 4: Specify email-like information for the sending of your package

The page below will allow you to create a new package to send to an ODOT employee.

Specify all the information you would normally provide in preparation to send an email with a file
attachment. For the Options section, set parameters that best fit the business needs for the sending of
your secured file(s).

Sigred orfin Dnegon Departmesnt of Transportation 25 jefreschmitzSgmalloom.
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Step 5: Select files to attach as part of your package and then send

To attach files,

1. Click the “Browse” button and a popup window will appear that will allow you to choose a file to
send.

2. Select the desired file to send then click the “Open” button.

Oregon Denartment of Trancportation =: jefrecchmitz Hgmail.com
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Click the “Upload” button to complete attaching the file you wish to send. It might take a few seconds to
complete the upload and attach the file.

~0 Oregon Department of Transportation 25 jefreschmitHgmalloom.
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1. The filename will appear once it has been uploaded, attached and ready to send.

2. Click the “Add another file” link and repeat the same steps as above if you wish to choose another
file to send.

3. Click the “Send” button when you have added all the files you wish to send. Your designated
recipient will receive an email notification that they have received a new package from you.
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