Purpose:
The purpose of this document is to provide instructions for customers, external to ODOT, receiving
secured files (new packages) sent to them via MOVEit DMZ.

Step 1: Receive notification to set up a new MOVEit account
If you have already set up a MOVEit account and password with ODOT, skip to Step 3.

If you have never had a MOVEit account and password account set up with ODOT, you will automatically
receive two emails from an ODOT internal email account to your email account. The first email indicates
you have a new MOVEit user account created for you; the second is a New Package Notification,
indicating someone sent you secured files (a Package) via MOVEit DMZ.

Ignore the second email and open the first email that will allow you to set up a new MOVEit user
account and password.

SCHMITZ Jefre Test File Send via MOVEit DMZ - New Package Notification A new package has been posted for Subject: Tes Aug 1

regon Department of Tra. New User Account for Oregon Department of Transportation (mmest.odot.smjﬂ—_&@ Aug 11

Then...

1. Note the username assigned to you is your email address. In this example, we are using
jefreschmitz@gmail.com as the email account and username.
2. Click the link and then perform Step 2 to set up your new MOVEit account with a password.

New User Account for Oregon Department of Transportation (mfttest.odot.state.or.us) = Oregon Department of Tra...
Inbox  x odot. moveitadmin@odot.state.or.us
Oregon Department of Transportation Notification Service <ODOTN 4:33 PM (17 hours ago) -~ v o s
Show detalls
a to me |~

0 Welcome to Oregon Department of Transportation!

An account has been created for you with the username 'jefreschmitz@gmail.com'. Your account information is as
follows:

Username: jefreschmitz@gmail. com0

To begin using this account, use the following link. You will be prompted to enter your username, after which you will
receive further instructions on how to access the system

( https://mfttest odot state or us/human.aspx?0rglR=7425&language=4&arg12=passchangerequest&argii=
newuser&opti2=message&arg06=311970325 )

If you need assistance, please contact ODOT Computer Support Desk (CSD); DMV IS Technical Resource Center (TRC)
at CSD503-986-3800/TRC503-947-4020 / ODOT moveitadmin@odot state or.us.

Regards,
Oregon Department of Transportation Notification Service
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Step 2: Request and set up a new password

The page below will open in your browser.

regon Departent of Transportation

0 Set Your Password

New User Password Request

Please enter your username below and then ciick the ‘Request Password" button. An email message with more information about the new account password setup process will be sent to your registered email address, This message wil contain a fink and instructions for
setting the password for your new account. You will have 30 minutes to use the link before it expires. If no link is provided in the message, or if you do not receive a message within 15 minutes, you will need to contact your administrator to set your password.

Username: |

Request Password

Go to the sign on page

1. Enter your assigned username. In this example, we are using jefreschmitz@gmail.com as the
assigned username account.

2. Click the Request Password button.

% Oregon Department of Transportation

0 Set Your Password

New User Password Request

Please enter your username below and then dick the ‘Request Password” button. An email message with more information about the new account password setup process will be sent to your registered email address. This message wil contain a link and instructions for
Setting the password for your new account. You will have 30 minutes to use the link before it expires. I no link is provided in the message, or if you do not receive a message within 15 minutes, you will need to contact your administrator to set your passord.

Username: Jefreschmrtz@gmaﬂ,con{ a

Request Password e

Go to the sign on page

The page below will appear, indicating you have successfully initiated a Set Password Request.

Oregon Department of Transportation

o Set Password Request Successful

Your Set Password Request has been successfully submitted. Please check your registered email for further instructions on how to set your password and access the system.

Go to the sign on page

You will now automatically receive an email from an ODOT internal mail account to your email account,
confirming your New User Password Request.

Oregon Department of Tra. New User Password Request Confirmation - New User Password Request Confirmation A request has beer 10:09 am
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Open the email then click the link that will direct to you a page allowing you to create a password for
your new MOVEit account.

New User Password Request Confirmation Inbox  x = B
Oregon Department of Transportation Notification Se 3:10 PM (0 minutes ago) - hd
d to me [~

0 New User Password Request Confirmation

A request has been made to set the password for your "jefreschmitz@gmail.com" account. If this is
correct, please use the link below within 30 minutes to enter a new password and then sign on to the

system.
W.odot.state.or.us;‘human.aspx?quid:?425&transaction:Siqnon&arm 1=newuser&pxc—
63742930972178361208287829689 )
e —
Regards,

Oregon Department of Transportation Notification Service

The page below will open in your browser.

1. Enter a new password for your newly created MOVEit account (be sure to note the password
requirements listed above the New Password field).

2. Reenter your new password for confirmation.

3. Click the Set Password button.

Signed onto Oregon Department of Transportation as jefreschmitz@gmail.com. My Account | Sign Out|

A Home You are required to set your password now.

Online Manual

1 My Account (jefreschmitz@gmail.com)
Tech Support

All time and date stamps
displayed on this site
are GMT -7, except
time and date stamps 3
recorded during standard Sl
time (GMT -8). * Must be at least 8 characters.
 Must not contain or resemble Username.
s  Must contain at least one letter and one number.
MOVE * Must not contain dictionary words.
* Must contain both upper- and lower-case letters.
 Must not match any of the previous 5 passwords.

Set Password...

o Enter your New Password: ssesssess
e Enter your New Password Again: sesssssss]

e Now press the "Set Password” button: | Set Password
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The page below will appear, indicating you have successfully set your new password. This page also
represents your MOVEit DMZ Inbox, and you are now ready to download and save the file that has been
sent to you.

Signed onto Oregon Department of Transportation as jefreschmitz@gmail.com. My Account | Sign Out

# Home

Online Manual

D Packages

Tech Support

All time and date stamps

displayed on this site

are GMT -7, except [ My Mailboxes / Inbox/
time and date stamps

recorded during standard

time (GMT -8).

Go To Mailbox... v
MOVER

[ v Subject Files Size From Date/Time
O Test File Send via MOVEit DMZ 1 305.6 KB SCHMITZ Jefre 8/11/2016 4:33: 19 PM ]

Checked Package Options:

Trash

& Return to Maiboxes

Skip to Step 5.

ODOT Information Security



Step 3: Receive notification of a New Package

You will automatically receive an email from an ODOT internal email account to your email account. The

email is a New Package Notification, indicating someone sent you secured files (packages) via MOVEit
DMZ.

SCHMITZ Jefre Test File Send via MOVEit DMZ - New Package Notification A new package has been posted for Subject: Test Fi Aug 11

Open the email then click the link to access a webpage on the ODOT MOVEit server then perform Step 4
to log into your MOVEit account.

Test File Send via MOVEit DMZ  inbox x - B

SCHMITZ Jefre Aug 17 (1 day ago) - v
tome -

New Package Motification
A new package has been posted for
Subject: Test File Send via MOVEit DMZ

Please use the following URL and your username/password to view this package over a secure connection. After viewing
this package, you may also download any associated attachments or compose a reply using your favorite web browser.

@ﬂlest.odot.state.or.usfhuman.asnx‘?OrqID:szﬁ&Arm2:messaqe&Arq06:313539289 )

Regards,
Oregon Department of Transportation Notification Service

ODOT Information Security



Step 4: Log into your MOVEit account

The page below will open in your browser.

HIf or=qon Department of Transportation

Signed off successfully.

Request a password change

TEST

Security Notice
This systemis for the use of authorized users
only. v

1. Enter your assigned username and password. In this example, we are using jefreschmitz@gmail.com
as the assigned username account.
2. Click the Sign On button.

Signed off successfully.

jefreschmitz@gmail.com

Request a password change

TEST o]
Security Notice
This system is for the use of authorized users
only. v

ODOT Information Security _



Step 5: Download and save the file sent to you

Double-click on the entry in your Inbox that contains the file sent to you.

Signed onto Oregon Department of Transportation as jefreschmitz@gmail.com. My Account | Sign Out

# Home
Online Manual
Tech Support

All tme and date stamps
displayed on this site

are GMT -7, except

time and date stamps
recorded during standard
time (GMT -8).

D Packages

[ _My Mailboxes / Inbox/

Go To Maibox... v

V| Subi; iles ize rom ate/Time
Subject Fil Si Fi Date/Ti

[0 (&= 1est File Send via MOVEit DMZ 1 305.6KB  SCHMITZ Jefre 8/11/2016 4:33:19 PM ]

Checked Package Options:

Trash

& Return to Maiboxes

The page below will appear. Click the Download button to initiate the process of saving the file sent to

you to your PC or network server.

Signed onto Oregon Department of Transportation s jefreschmitz@gmail.com. My Account | Sign Out

M Home
Online Manual
Tech Support

Al time and date stamps
displayed on this site

are GMT -7, except

time and date stamps
recorded during standard
time (GMT -8).

{} Package from SCHMITZ Jefre

Trash Reply Reply All Forward Mark As New

To: jefreschmitz @qmail.com
From: SCHMITZ Jefre at 8/11/2016 4:33:19 PM
Subject: Test File Send via MOVEit DMZ
Mailbox: /My Maiboxes /nbox/  Will Expire:in 9.3 days

Attached is a test file to receive as a customer, external to ODOT.

Files:
[™ MOVEit DMZ Uparade UAT Kick-Off Meeting Presentation (20160718).00tx (@ (303.6(8) | Download

Total: 303.6 KB

Trash Reply Reply All Forward Mark As New | Moveto:  [Sent Vv Move
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You will then be presented with your browser’s standard popup window to Open or Save the received

file to your PC or network server.

A Home
Online Manual
Tech Suppart

All tme and date stamps
displayed on this site

are GMT -7, except

time and date stamps
recorded during standard
time (GMT -5).

Package fi SCHMITZ Jefi
ackage from efre

Opening MOVEit DMZ Upgrade UAT Kick-Off Meeting Presentation (2016.. X
My Account | Sign Qut

You have chosen to open:
(] ... Upgrade UAT Kick-Off Meeting Presentation (20160718).pptx

which is: Microsoft PowerPoint Presentation (304 KE)
from: https://mfttest.odot.state.or.us

Trash | | Reply | | BepWAl | | E  What should Firefox do with this file?
To: jefreschmitz @gmail.com (O Openwith | Microsoft PowerPoint (default) ~

From: SCHVITZ Jefre at 8/17/2016 4:00:53P|
Subject: Test File Send via MOVEit DMZ
Mailbox: [ My Mailboxes /Inbox) wi

@ SaveFile

Do this automatically for files like this from now en.

Test file s attached
oK Cancel
Jefre Schmitz, DMV 1S Project Manager
0DCT Information Systems
1905 Lana Ave NE Salem, OR 97314
Office: (503) 947-4002
Cell: (512) 5145915

Files:
D MOVEt DMZ Uparade UAT Kick-Off Meeting Presentation (20160718).pptx (M (303.6 KB) Download

Total: 303.6 KB
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