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1. APPLICABILITY:  These policies/procedures apply to all Oregon Military Department (OMD) employees.

2.   AUTHORITY/REFERENCE:


3.   ATTACHMENTS:  None
4.
PURPOSE:  To implement and communicate to all employees an agency policy on network security procedures.
5.
POLICY/PROCEDURES:
a. Authorized users
A supervisor may request a user ID for anyone that is working in the area they manage.  The State Director of Information Management must approve requests for a user ID before a user ID will be issued.  The request must specify what areas the individual needs to access.

b. User ID
Access to computers, the network and all resources on the network is controlled through the user ID.  Unless requested by their supervisor, an individual will not have access to e-mail, group, shared or private drives, or any other network resource.  A user ID is issued to an individual and is not to be shared.  Violation of this will result in the user ID being revoked until the individual’s supervisor request in writing that the user ID be reactivated and assures the State Director of Information Management that the violation will not be repeated.  The user ID will be inactivated when the individual that was issued the user ID leaves the position they were in when the user ID was issued.
c. Passwords

The first time that an individual logs on to a computer, they are required to choose a password.  The password they choose must be at least 6 characters long.  Users need to choose a password that they will remember because there is no record of the password they choose.  For security purposes, passwords should not be written down.  Passwords expire 180 days from the day they were chosen or last changed.  Users may change their password more often than every 180 days, but once a password has been used, it may never be used again.  If a password has been compromised, the user should report the incident to the IS staff immediately and then change their password.  Users are responsible for anything done using there user ID and password.

d. Terminals

When a user is logged into a computer, that user has rights to certain files and applications.  Anyone that sits down at that computer terminal has all the rights of the user that is logged in.  Users should protect themselves and their data by locking their terminal whenever they get up from their work area.  As an added security measure, a screen saver with a password may be used.

e. Ownership

All data stored on a computer that is owned by the Oregon Military Department, is the property of the Oregon Military Department.  As such, it may be read, used or deleted by an authorized representative of the Oregon Military Department.

f. Sensitive/Classified Information

While all data stored on an OMD computer is OMD property, some data may be of a sensitive nature that should not be available to all employees.  All users have a private area designated as their O: drive that may be used for this purpose.  If several employees have a need to process sensitive information, it is possible to setup a private area accessible only by authorized personnel.

g. Archiving

Data on all areas of the network, public, private and shared, is backed up every workday.  Data on the tapes is verified immediately after the backup procedure.  The most recent backup tapes are stored off-site.  Verification that data can be restored from tape occurs quarterly.
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