Attachment A – INCIDENT REPORT

Merchant Name: Oregon Military Department  

Merchant ID #:  (Check one)  
(  Camp Rilea Billeting - 

00000410993





(  Central OR Readiness Center - 
00000xxxTBA
Date of Incident:  ___ / ___ / ______
Bank Use Only:
MCC: 

BIN/ICA:  

If known, what is the transaction date range associated with the compromised account(s)? 
___ / ___ / ______   through  ___ / ___ / ______ 

What credit card data was compromised?  ____________________________________
Was your system storing CVV / CVC 2 data?  
(  Yes

(  No

(  Unk
(See Note #1 below)

How many credit cards were involved?  _______
Was law enforcement notified, and if so, which department/agency? 

(  NO

(  YES
Law Enforcement Agency:  _________________________





Law Enforcement Contact:  ________________________

What steps have been taken to remediate the risk/vulnerabilities?

How did the compromise occur?  ___________________________________________  

Has all possible evidence been preserved?  ___________________________________
Was the system PCI-DSS compliant at the time of the incident?
(  Yes

(  No

(  Unknown
Are your systems PCI-DSS compliant now?
(  Yes

(  No

(  Unknown
Actions Taken:
Actions Pending:
Contact Information of person completing this report: 
Note 1:  Card Verification Value 2 (CVV2):  Is a three-digit number imprinted on the signature panel of Visa cards to help card-not-present merchants verify that the customer has a legitimate card in hand at the time of the order. 
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