CJIS Security Audit of 2011 - comments and suggestions

General notes;

This audit refers to the CJIS Security Policy, Ver. 5.0 available on the same page you found this document.

The first couple of pages on this audit need to be filled out even by the smallest of agencies. Auditor will be me, Michael Curtis

The audit was designed to be done in person, we would talk and I would mark each category as complaint, non-complaint or N.A and make any appropriate notes. To make this work as a mail-in audit you will choose which box to check and make notes in the remarks section so I understand why you made the choice you did. If you are non-complaint please indicate in the remarks section how and when you will become complaint. This is not a punitive audit, the purpose is for you to understand what you have to do to be complaint with the CJIS Security Policy, and have a path to get there. Having said that, you may be very close to compliance on a particular item and would rather fix the issue. Feel free to contact me so we can talk about the amount of additional time you might need.

This audit should go (mostly) to your IT support. Unfortunately the only contact info in the LEDS Agency File is for administrators and LEDS Reps. Please provide your IT contact in the block marked "Local Agency Security Officer" (LASO) on page one. Subsequent security audits will be directed to the Local Agency Security Officer.  I would call your IT contact something more logical, but the FBI/CJIS likes LASO so there we are.

There are some questions on the audit that you as LEDS Rep should address prior to involving your IT staff. Page 4 starts the section on Security Awareness training. The LEDS Rep is responsible for insuring the IT staff is in compliance. Please contact the LEDS Training unit for help with the security awareness training. 

Continue through the items on the audit, you will probably find several that you can respond to. For instance, Item 8, page 7 asks if your agency allows use of personally owned devices to access LEDS. The answer is no, unless certain conditions are met. The reference column tells you just what portion (5.5.6.1) of the CJIS Security Policy is being referred to. So in this case, if you have the appropriate agency policy please refer to it in the remarks section.
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You are behind an interface if you are a regional system, with many connections behind your interface but one connection to LEDS. As a regional system you may fill out most of the audit for your customer agency, please make sure the "hosted by agency" and the "hosting the following agencies" match and all of the ORI's are listed.

If you are hosting several agencies you need to make it clear to me if any of the ORI's are treated differently than the others you host.
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An example of a non-criminal justice governmental agency is a 911 center.
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A hint... if you complete the security awareness training offered by the LEDS Training unit all needed areas are covered and the training is complaint.
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The "Effective 2012) sections are for your information. They are in the security policy, but are not being enforced yet. If you are complaint, great, if not it will not count against you this year.

Should have any issues with this document and/or instructions please feel free to call me at 503-378-3055 55004 or e-mail: michael.s.curtis@state.or.us

