Price Agreement: 5776 - Hosted Continuity of Operations Planning Solution Ex A

EXHIBIT A - MENU OF SERVICES

SECTION 1: INTRODUCTION

Contractor shall provide the BOLDplanning.com platform Hosted Continuity of Operations
Planning (COOP) System (“COOP Solution”) to Authorized Purchasers who enter into a COOP
Solution WOC with Contractor pursuant to this Master Agreement.

Authorized Purchasers who have access to the COOP Solution have the option to purchase
additional Services listed in Section 3.

SECTION 2: COOP SOLUTION

The COOP Solution shall provide a consistent on-line environment for Authorized Purchasers to
conduct COOP planning for their programs including, but not limited to, a nationally-standard
planning framework, a database that allows identification of shared resources and User access
restricted by agency and function. More specifically, but without limiting the generality of the
preceding, the COOP Solution must include the following elements, at a minimum:

2.1 Features and Functions

The Cloud-based Software-as-a-Service (SaaS) will be accessible by all
authorized users from any internet computer with a standard browser.

Delivered to users and planners via email. These can be pre-set and
automatically sent or sent on an ad hoc basis by participating staff.

Compatible with the latest versions of Apple Safari, Google Chrome,
Microsoft Internet Explorer, and Mozilla Firefox

Ability to schedule and reschedule calendar events with related email
reminders.

Ability to upload, store and manage electronic files related to the COOP
plan. This includes all standard file formats including MS Word, MS Excel
and PDF.

System allows for the collection and management of contacts involved in
COOP planning and response. This includes the collection of a wide variety
of contact information for communication during events.

System allows for the creation of Teams, assigning members and the
designation of roles and responsibilities

System allows for the development of lines of succession for positions and
the delegations of authority for specific tasks and actions.

System allows for the identification of primary and alternate facilities and
the development of relocations strategies.
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ExA

COOP Vital Records and
Systems

System allows for the identification of critical records and system along
with information about backup strategies. These records and systems are
then linked to various interdependencies

COOP Miission
Essential Functions

System allows for the identification and prioritization of essential functions
along with details about the process and the interdependencies to Vital
Records, Facilities and COOP Contacts.

COOP Communications
and Notification
Procedures

System allows for the identification of communications equipment and
procedures.

Scalable Planning and
Rollup Reporting

System allows for the creation of a number of 'departmental’ plans that can
then be rolled up into a collated plan for the entire organization. A wide
variety of rollup reports can be generated from these multiple plans.

Reports

Extensive set of standard reports for COOP elements, along with
administrative reports for user access, user activity, system usage, etc.

User Profile

Profile options include various levels of access including administrator, plan
user and plan viewer.

2.2 Hosting and Support

Comprehensive hosting
services

Native cloud service

“Hands-Free”
upgrade/update
Annual open security
audits

Beta environment

Backup and recovery

Disaster recovery

BOLDplanning
knowledge base
Three-tier support
model

Basic Support Package

COOP Training,
Consulting and
Professional Services

Full system administration provided by BOLDplanning and Amazon Web
Services (AWS)—including performance monitoring, account management,
and system maintenance.

Architected for the cloud; fully hosted, and managed on the infrastructure
provided by Amazon Web Services with 99.9% guaranteed system
availability

Upgrades/updates are released on a regular schedule and typically
deployed with no downtime incurred

Third-party annual security audits of BOLDplanning.com and results
available to clients upon request.

Beta environment for test driving new features and functions prior to their
inclusion in upgrades/updates.

Data is automatically backed up daily on secure, geographically-diverse
servers

Backed by documented and tested disaster recovery plan and procedures,
BOLDplanning.com is architected to recover quickly from various disaster
scenarios system using failover mechanisms, data backups, and AWS
regions/availability zones

Online 24/7/365 support resources and knowledgebase with access to
BOLDplanning Guides, video tutorials, FAQs, user-groups and release notes
Traditional three-tier incident reporting, escalation, and resolution help
desk support model

24/7/365 access BOLDplanning.com, email response to Help Desk inquiries
within two business days, M-F phone support from 8 a.m. to 6 p.m. CST

Comprehensive COOP consulting, deployment management, migration
services, and custom tool development can be engaged at additional cost
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2.3 Architecture and Infrastructure

Native cloud service

Highly available
Highly reliable
Highly scalable
Automated
provisioning
Development
environment

Highly secure

Branding

Browser-enabled

Platform-neutral
Mobile access

Fully hosted and managed on the state-of-the-technology, cloud-computing
infrastructure provided by Amazon Web Services

99.9% guaranteed system availability

Redundant architecture with automatic failover

Scalable across all departments for large organizations.

Detection and accommodation of usage spikes to ensure efficient
operations during peak times.

Agile development methodology, ColdFusion programming language,
Microsoft platform, SQL Server database, and Microsoft web server

All data traffic in and out of BOLDplanning.com is at least 128-bit TLS/SSL-
encrypted. The AWS cloud infrastructure is SAS70 Type Il audited, Service
Organization Controls 1 (SOC 1) reported and published under both the
SSAE 16 and the ISAE 3402 professional standards, ISO 27001 certified,
Level 1 service provider under the Payment Card Industry (PCl) Data
Security Standard (DSS), and has achieved FISMA-Moderate operation level.
Support for institutional branding of interface is included in the one-time
implementation fee

Compatible with the latest versions of Apple Safari, Google Chrome,
Microsoft Internet Explorer, and Mozilla Firefox

Compatible with Apple Mac OS X, Linux, and Microsoft Windows

All reporting is available from Mobile devices.

SECTION 3: ADDITIONAL SERVICES

Any Authorized Purchaser who already has access to the COOP Solution may purchase from
Contractor any or all of the following services packages by entering into a Services WOC with
Contractor pursuant to this Master Agreement

3.1 COOP Data Consolidation, System Configuration and Project Management
(estimated schedule: 90 days)

Contractor shall implement the COOP Solution for Authorized Purchaser. Contractor will act
as the project manager for the entire process to ensure that all elements are ready for rollout
to planners. This Service Package consists of the following:

¢ Qutreach to planners about the overall project, goals and objectives and their
opportunities for involvement.

e Development of a core user group to discuss options for consolidating all existing
planning efforts within the COOP Solution.

e Schedule and facilitate a full-day on-site project initiation meeting with the core user
group to discuss data review, consolidation and system configuration.
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3.2

3.3

3.4

e Review of existing plans and transfer of all applicable planning data into the COOP
Solution.

¢ Initial system setup and configuration and notification of changes and discrepancies to
the core user group.

¢ Notification and outreach to all new planners joining this initiative including plan
creation, password setup and distribution, user documentation, and other elements for
successful project initiation.

Initial Rollout Training and Project Management
(estimated schedule: 60 days)

Contractor shall provide on-site training on implementation of the COOP Solution to
Authorized Purchaser. Contractor will conduct 2 introductory kick-off workshops at
locations designated by the Authorized Representatives. Each workshop will consist of 2
consecutive days of on-site training for planning staff. Each day will be a stand-alone
workshop so staff attend only a single day to receive all necessary training. These workshops
will focus on the following agenda items:

e Introduction to general COOP concepts.
¢ Hand’s-on technical training for all sections of the COOP system
¢ Instructions for project managers for effective rollout to their departmental planners

e Time for actual COOP plan development

COOP Training Webinar
(estimated schedule: 15 days)

Contractor shall provide webinar training on use of the COOP Solution to Authorized
Purchaser. Contractor will work directly with the Authorized Representative to schedule and
conduct a 60 minute COOP training. A number of different training agendas may be
addressed, including:

¢ Introduction to COOP for executive management, department heads, and key planners.
e New user training for first time planners at the department level.

e Re-fresher training for existing users.

e Training on specific COOP elements as requested by Authorized Representative

e System administrator and COOP project manager training

COOP Training On-Site Workshop
(estimated schedule: 30 days)

Contractor shall provide on-site training on use of the COOP Solution to Authorized
Purchaser. Contractor will work directly with the Authorized Representative to schedule and
conduct on-site COOP training. A detailed and documented training process that includes
training plans, agendas, documentation and flexible workshop formats has been developed
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3.5

3.6

for the COOP Solution. This training may be broken up at the discretion of the Authorized
Representative.

e Full-day COOP workshops

¢ 2 half-day COOP workshops

¢ Consecutive 60 and 90 Minutes workshops
¢ Individual and group workshop formats

e “Drop-In” training day

Each session is a “stand-alone”, hands-on workshop, allowing planners to choose and attend
a single session. Each workshop may include the following:

e Introduction to COOP and to the COOP Solution.

¢ Significant time for actual COOP development as planners enter departmental data into
the web-based tool.

¢ Instructions for additional data input, planning team meetings, and the estimated
schedule for plan completion.

e Details about the monthly Plan Maintenance Cycle (PMC) for COOP enhancement.

COOP Plan Reviews
(estimated schedule: 30 days)

Contractor shall review COOP plans for Authorized Purchaser. Contractor will work directly
with the Authorized Representative to schedule and complete plan reviews for one, some or
all plans specified in Section 2.2. All sections of the plans will be reviewed by a COOP Subject
Matter Expert (SME). Using the on-line review tool within the COOP Solution, the COOP
plans will be analyzed and each section will receive a red/yellow/green status level along
with comments for improvement. The review levels and comments will be immediately
available via the COOP Solution, and will provide a detailed status report for all plans under
development.

COOP Tabletop Exercise
(estimated schedule: 90 days)

Contractor shall provide on-site tabletop exercise for Authorized Purchaser Contractor will
work directly with the Authorized Representative to schedule and complete a Homeland
Security Exercise and Evaluation Program (HSEEP) compliant COOP tabletop exercise. The
exercise will focus on the following:

e Executive participation in the overall COOP process with emphasis on the ownership of
departmental responsibilities for planning and activation.

e COOQP activation procedures including policy implementation and staff communications.
e Short-term and long-term relocation issues including facility and IT requirements.

¢ Jurisdictional prioritizations for critical functions.
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3.7

3.8

e Areas for improvement in the COOP planning process and actionable items for future
consideration.

Specific deliverables for this event include the following:

¢ Facilitation of exercise planning meeting via webinar and phone.
e Design of a realistic exercise scenario.

e Development of all HSEEP exercise documentation including the exercise plan and
applicable worksheets.

¢ Facilitation of the actual event.
e Development and delivery of an After Action Report (AAR).

COOP Hourly Consulting
Contractor shall provide off-site consulting services on an hourly basis as detailed in Section
2.2.

Initial COOP Orientation Package with Webinar Trainings
(estimated schedule: 30 days)

Contractor shall provide webinar training consisting of an overview and use of the COOP
Solution to Authorized Purchaser. This Service Package includes:

e Schedule and conduct an introductory conference call with Authorized Purchaser
emergency manager and any other Project Managers (PM) to explain the COOP Solution
documentation, and suggested process.

e Schedule and conduct a COOP Project Initiation webinar training for the PM and the
members of the core COOP team.

e Technical import of key COOP data such as contacts, facilities and vital records as
provided by the project managers.

e Development of an Outreach and Invitation Package for distribution to all Authorized
Purchaser staff.

¢ Schedule and conduct a 90 minute COOP Introduction Training webinar for all
Authorized Purchaser staff.

Initial COOP Orientation Package with On-Site and Webinar Trainings
(estimated schedule: 30 days)

Contractor shall provide both on-site and webinar trainings consisting of an overview and
use of the COOP Solution to Authorized Purchaser. This Service Package includes:

e Schedule and conduct an introductory conference call with Authorized Purchaser
emergency manager and any other PMs to explain the system, documentation, and
suggested process.
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e Schedule and conduct a COOP Project Initiation webinar training for the PM and the
members of the core COOP team.

e Technical import of key COOP data such as contacts, facilities and vital records as
provided by the project managers.

e Development of an Outreach and Invitation Package for distribution to all Authorized
Purchaser staff.

e Schedule and conduct 1 full-day, on-site COOP Introduction Workshop for Authorized
Purchaser staff.

e Schedule and conduct 1 90 minute COOP Introduction webinar for Authorized
Purchaser staff.

3.9 Initial COOP Orientation Package with Full Service Package
(estimated schedule: 90 days)

Contractor shall implement the COOP Solution for Authorized Purchaser. Contractor shall
also provide on-site trainings consisting of an overview and use of the COOP Solution to
Authorized Purchaser. This Service Package includes:

e Schedule and conduct a full-day on-site COOP Orientation Workshop with Authorized
Purchaser emergency manager and any other PMs to explain the system,
documentation, and suggested process. This will include an executive briefing for
department management and extensive PM training on the system.

e Coordinate with Information Technology, Human Resources, and Facilities Management
for data collection of critical jurisdiction-wide information.

e Assist with the research, collection, and data entry of Authorized Purchaser COOP data.
This also includes the technical import key COOP data such as contacts, facilities and
vital records as provided by the project managers.

e Assist with the development, finalization and distribution of an executive letter of
support for implementing COOP.

e Development of an outreach and invitation package for distribution to all participating
departmental staff. Management of the invitation and the RSVP process for on-site
workshops.

e Schedule and conduct 2 consecutive full-day, on-site COOP introduction workshop.
e Schedule and conduct 1 90 minute COOP Introduction.

e All project management and administration for Initial COOP Orientation during the
implementation.

3.10 Full Service COOP Package
(estimated schedule: 180 days)

Contractor shall implement the COOP Solution for Authorized Purchaser. Contractor shall
also provide on-site trainings consisting of an overview and use of the COOP Solution to
Authorized Purchaser. This Service Package includes:
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e Schedule and conduct a full-day on-site COOP Orientation Workshop with Authorized
Purchaser emergency manager and any other PMs to explain the system,
documentation, and suggested process. This will include an executive briefing for
department management and extensive PM training on the system.

e Schedule and conduct a COOP Project Initiation webinar training for the PM and the
members of the core COOP team.

e Coordinate with Information Technology, Human Resources, and Facilities Management
for data collection of critical jurisdiction-wide information.

e Assist with the research, collection, and data entry of Authorized Purchaser COOP data.
This also includes the technical import key COOP data such as contacts, facilities and
vital records as provided by the project managers.

e Assist with the development, finalization and distribution of an executive letter of
support for implementing COOP.

e Development of an outreach and invitation package for distribution to all participating
departmental staff. Management of the invitation and the RSVP process for on-site
workshops.

e Schedule and conduct 2 consecutive full-day, on-site COOP introduction workshop.

e Schedule and conduct a series of mid-term trainings and planning workshops including
3 90-minute COOP follow-up webinars and 1 on-site full-day training.

e Schedule and conduct a complete review of all departmental planning elements and
provide red/yellow/green status levels and comments for improvement to all
departments.

e Design and conduct a COOP tabletop exercise for all participating departmental staff.
e Develop an after action review from the tabletop

¢ Initiate a monthly plan maintenance cycle for COOP enhancement.

e All project management and administration during the implementation.

SECTION 4: COST

Authorized Purchasers wishing to use the COOP Solution must purchase an annual license
subscription.

Authorized Purchasers may also elect to purchase additional service packages.
4.1 COOP SOLUTION

Access to the COOP Solution may be purchased by individual entity or grouped in an
enterprise license for the fixed prices set forth below.
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4.1.1 Individual Entity Licensing:

Item description FTE
Small Annual license for Authorized 0-50
Entity Purchaser meeting the following:

Medium Annual license for Authorized 51-500
Entity Purchaser meeting the following:

Large Annual license for Authorized 501 - 1000
Entity Purchaser meeting the following:

Extra Large Annual license for Authorized 1001 - over
Entity Purchaser meeting the following:

ExA

Locations price

0-3 $3,500
4-15 $10,000
16-30 $24,000

31-over $50,000

4.1.2 Enterprise Licensing

item description Price
Participating
Program Enterprise ~ Annual license for all Participating Programs* $150,000
License
Executive Branch Annual license for all additional Executive Branch

: . entities not already included in the Participating $30,000
Enterprise License .

Program enterprise license
Leglslatl-ve B.r el Annual license for all Legislative Branch entities $50,000
Enterprise License
i Bran.ch Annual license for all Judicial Branch entities $50,000
Enterprise License
State Government Annual license for all departments, divisions and
Enterprise License agencies of the Executive, Legislative and Judicial $250,000
P branches of the State of Oregon

*Participating Programs are State of Oregon, Oregon local government, and tribal
emergency management programs who elect to use the COOP solution procured under
this RFP as their primary COOP solution.

4.2 ADDITIONAL SERVICE PACKAGES PRICES

§ description price
31 COOP Data Consolidation, System Configuration, and Project $15,000
Management
3.2  Initial Rollout Training and Project Management $15,000
3.3 COOP Training Webinar $350
3.4 COOP Training On-Site Workshop $2,600
3.5 COOP Plan Reviews $300
3.6  COOP Tabletop Exercise $16,800
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3.7 Initial COOP Orientation Package w/ Webinar Trainings $5,600
3.8 Initial COOP Orientation Package w/ On-Site and Webinar Trainings $7,800
3.9 Initial COOP Orientation Package with Full Service Package $20,600
3.10 Full Service COOP Package $44,600
3.11 COOP Hourly Consulting $130
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