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Business Continuity Plan Feasibility Study


1.  Executive Summary:
The Oregon Department of Corrections (ODOC) is one of twelve Oregon state agencies that are required by Department of Administrative Services (DAS) Policy #107-001-010 – “Statewide Business Continuity Planning” - to “develop, implement, maintain and test Business Continuity Plans … by the end of the 2007-09 biennium.”
Currently the ODOC has Emergency Preparedness plans at the institutions for initial response to disaster situations.  However, there is no broad plan for re-establishing communications and interaction between institutions; between institutions and central administration; between ODOC and other state agencies; or for maintaining the performance of critical business functions.
When all of the research is completed, implementation of the Business Continuity Plan (BCP) will require that decisions be made regarding the BCP. Can the BCP be incorporated into the normal operations of the various aspects of the ODOC?  Does it require an administrator to centrally oversee the maintenance and testing of the BCP?  Can the necessary responsibilities for implementing the BCP be given to existing staff positions as collateral duties?  Do new positions need to exist for geographical areas or for specific locations?  All of these aspects of the BCP will create new challenges for all of the divisions within the ODOC.
There are two immediate constraints to the completion of the BCP.  The first is personnel.  Having the staff resources available to do the detailed research necessary to develop all aspects of the BCP will be a challenge.  The second constraint is budgetary.  The cost of hiring a project manager and the appropriate number of people to address the problem is the beginning of the costs.  If the personnel involved are away from their normal working positions there are back-fills to be considered.  Also there are travel and equipment expenses that will be incurred during the research and planning phases of the BCP.
2.  Summary & Recommendations:
Two facts are paramount to the undertaking of this project:  
A. The development of the BCP is mandatory.  The DAS policy that requires it is non-negotiable.  There are set deadlines that must be met and pre-determined factors to be considered.  
B. The project is huge.  All aspects of the ODOC that involve dollars, time, services provided, services received, work force and Information Systems (IS) must be evaluated and prioritized for critical business functions and recovery criteria.
The recommendation is that ODOC hire a Project Manager and a project team to devote full time to the completion of the planning and implementation of the BCP.  The scope of the project is too great for an individual to perform adequately all of the tasks associated with the BCP.

The BCP will impact all internal divisions of the ODOC.  If staff members are hired from within to develop and implement the BCP, the positions they normally fill will need to be accounted for.  As additional necessary personnel are identified they will need to be reassigned and trained to accomplish the tasks they are needed for.  As needed physical resources are identified they will need to be acquired, inventoried and maintained.  All of these factors will impact ODOC fiscally and in human resources.

3.  Alternatives:
As the BCP is a DAS requirement, it must be completed.  Therefore the following alternatives are available for thoroughly completing the task:

· Hire new personnel as needed to complete all of the tasks associated with the development and implementation of the BCP.

· Use existing ODOC personnel to complete all of the tasks as collateral duties or as time limited appointments

· Use some combination of A and B, using some new positions and some existing staff.

· Hire a private company to conduct the research and development of the BCP and then use ODOC personnel to implement and maintain the plan.

· The final driving criteria for determining which approach to use will be budgetary; is it more cost effective to hire a few key positions and use existing staff to complete the project or to hire an outside company to complete the research and development phase?  The advantage to using existing ODOC personnel is familiarity with the long and short term goals of the organization as well as familiarity with existing policies, procedures and practices.
4.  Solution Description (final outcome):
The final BCP will:

1) Meet the requirements of the DAS policy.

2) Identify and prioritize critical business functions and recovery time objectives.
3) Identify dependencies, both internal and external.

4) Identify alternate work sites.

5) Develop appropriate responses to loss of IS/IT.

6) Develop appropriate responses to loss of critical staff.

7) Develop appropriate responses to loss of workforce

8) Develop appropriate response to loss or failure of critical equipment.

9) Account for the preservation of vital records.

10) Provide for emergency communications.

11) Establish Disaster Recovery (DR) plans.

12) Identify successors to critical staff positions.

13) Identify and delegate authority to critical persons in the event of a disaster.
The ODOC currently has the ability to either supply or hire the resources necessary to develop the BCP.  The organization employs personnel with the skills and knowledge to accomplish the task.

5.  Cost-Benefit Analysis:
A.  Tangible Costs

1. Project Manager = $43,877.60 Annually
2. eBRP Tool = $15,000.00
3. Project Team Staff

4. Concept Analysts

5. Office of Project Management consulting
6. Core team(s) (20 hrs/wk)

7. Training, travel and administration

8. Facilities and Utilities

9. Alternate hardware & software

10. Alternate telecommunication connections

11. Procurement Contracts

12. Food

13. Pharmaceuticals

14. Emergency supplies

15. Workforce
A)  Staff position for management of ongoing maintenance (monitor and    update) and validation (regularly scheduled exercises and tests) of BCP

· 1  FTE

B)  Department-wide support duties for ongoing maintenance and validation

· 160 hrs/month of institutional staff, etc. x No. of facilities
16.    IS Services

· 2-8% of IT budget

B.  Intangible costs: 

1. Loss of ODOC Reputation
2. Staff position for management of Ongoing maintenance (monitor and update) and validation (regularly scheduled exercises and tests) of BCP

3. ODOC Reputation

· Public Safety
· ODOC Staff Safety
· Offender Safety
6.  Benefits to the Organization

With a BCP in place, ODOC will have the ability to function and fulfill its mission during a time of crisis when local emergency services may not be available to corrections portion of the public sector.

The research of the BCP will identify operational efficiencies in many areas of the ODOC.

· Stronger intergovernmental agreements and interagency relationships.

· Identification of future intergovernmental business opportunities through better relationships and understanding of other agency operations and responsibilities.

7.  Evaluation of Risks:
Failure to accomplish the establishment of the BCP in accordance with the DAS policy poses the following risks in the event of an emergency:

· Inability to maintain the integrity of vital records.

· Inability to provide critical business functions

· Inability to fulfill contractual obligations.

· Inability to be a good business partner.

· Inability to insure the safe and secure operation of ODOC institutions.

· Violation of ethical responsibility to provide for public safety.

· Violation of legal requirement established by DAS policy.

8.  Other Project-Specific Topics

It is important to remember the scope of the project will grow as the research continues.  Identifiable needs for resources in both equipment and personnel will fluctuate as the BCP is developed.

Attachments and Details:  Risk Assessment Matrix
	RISK ASSESSMENT MATRIX

	
	RISK
	RESPONSE
	RECOVERY
	RESTORATION

	WORKFORCE
	· Lack of Training

· Lack of BCP Plan

· Ability to perform timely audits

· Ability to perform timely practice drills
· Identification of alternative work sites
	· Institutional Emergency Preparedness Plans
· Critical Function Contingency Plans

· Timelines for responding to alternative work sites


	· Establishment of BCP
	· Establishment of BCP

	UTILITIES
	· Is continuous service available

· Identified Alternatives

· Contingency Plans

· Structural capabilities
	· Existing contracts with providers

· Alternative internal procedures


	· Establishment of BCP
	· Establishment of BCP

	BUILDINGS
	· Structural integrity

· Identification of alternative work sites

· Informed staff
	· Evacuation Plans

· Timelines for responding to alternative locations
	· Establishment of BCP
	· Establishment of BCP

	INFORMATION TECHNOLOGY
	· Disaster Recovery Plan

· Training

· Timely audits

· Timely practice drills
	· State Data Center SunGard contract for Disaster Recovery
	· Establishment of BCP
	· Establishment of BCP
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