Training and Table Top Test of Phase II
Business Continuity Plan – Department of Revenue

Introduction:

Attached is the draft copy of Revenue’s Business Continuity Plan.  The purpose of the Training & Table Top Test is to “technically” test Phase II of the plan, to see what works and what does not work.  By reviewing page 48 of the plan you will see that Phase II is the “infrastructure” portion of our plan.  The same table top test will be conducted in the near future for Phase III or the business processes that will be brought back on line in an emergency status.

Objective of Training & Table Top Test

To discover what elements in Revenue’s BC Plan that don’t work or does not allow a relatively smooth transition from normal business operations to an emergency operations.  To that end the Table Top Test will find out where the “missings” are in this plan by conducting the test in an “open forum” manner.  Those involved with the plan are asked to speak freely about any mistakes, confusion, miscues, out of sequence elements.  We will stop and start the test as many times as it takes in order to find how to make this plan work.

Your candid and straight forward comments will ensure that the BCP will actually work should the need ever arise. 


NOTE: 

A good number of IT related activities are in process now through at least the end of the year.  Since we have to share the IT resources to provide the connectivity at the alternate site for the Banking EFT portion of the BCP, the decision is to move forward with the training and table top test of just phase I.

Evaluation Criteria

Below are a few points that we will be looking for
· Each step in the plan leads logically to the next (no steps missing)
· Participants do not need to make assumptions that are not part of the plan
· Needed information is in the plan (phone numbers, addressed, locations)
· Dependencies are noted and addressed in the plan
· Participants understand the directions or steps given in the plan; no need for clarification from coordinator
· Objectives for each section are clear
· Plan organization is clear and logical; participants do not “get lost” in the plan
· Diagrams, charts, graphs, tables are easy to understand
· Responsibility for carrying out steps or actions in the plan is clear; no need to ask who is responsible for doing something
· Participants know what is going on in other areas and what other people are doing if it is necessary for them to know
· Plan is written in clear understandable English; grammar and spelling are correct
· Layout and format (font, size, location on page, etc) is satisfactory
· Course of actions described in plan makes sense for the business
· Course of action described in plan is the best possible solution given the plan assumptions and circumstances
· Plan has a clear staring point
· Plan has a clear ending point
The overall testing sequence of Revenue’s BC Plan is as follows:
1. Overview Training and Table Top Test of Phase II

2. Overview Training and Table Top Test of Banking EFT & Funds Distribution (Fund Dist)

3. BCP Exercise for Phase II, Phase III (Banking EFT & Fund Dist) at the first alternate site

4. BCP Exercise for Phase III (Banking TMS & Mail Opening) once the TMS contract is in place 

Parameters for table top test of Phase II:

The table top test can be conducted to accommodate:
1. Not having to shut down any process systems or equipment

2. Not having to relocate to the alternate site

3. Scheduled when participants are available

4. Thoroughly test the roles, instructions, and overall accuracy of the documentation
5. Allow starting and stopping of the test to gather important data as it is discovered
The training & table top test players and their roles:

Participants:
Incident Management Team (IMT):

Executive Management Team (EMT):
1. Elizabeth Harchenko

2. Susan Browning

3. Don O’Meara

Recovery Support Teams (RST):

Communications

Linda West, Rosemary Hardin

Human Resources

Sandy McLernan, Kim Dettwyler, Rita Wren

Information Technology

Amy McLaughlin, Desi Villaescusa
Facility/Finance

JP Jones, KC Mestas, Ken Ross

Observers:
3 observers to focus on all the dialogue and capture the details
· Sheri Myers, Pat Conway, Xann Culver-Smith 
Test facilitators:
· Bill Norfleet, Scot Thomas
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