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	STATE OF OREGON
Oregon Health Authority (OHA)
POSITION DESCRIPTION
	Position Revised Date:
01/01/2024

This position is:

	Agency: 	Oregon Health Authority

Division: 	Agency Operations Division


|_| New 	|_| Revised
	|_| Classified
|_| Unclassified
|_| Executive Service
|_| Mgmt Svc – Supervisory
|_| Mgmt Svc – Managerial
|_| Mgmt Svc – Confidential

	SECTION 1. POSITION INFORMATION

		a.	Classification Title:
	Information Systems Specialist 4

	b.	Classification No:
	C1484
		c.	Effective Date:
	7/1/2011

	d.	Position No:
	1071200
	

	e.	Working Title:
	Desktop Support Technician

	f.		Agency No:
	44300
	

		g.	Section Title:
	Technology Support

		h.	Employee Name:
	

		i.	Work Location (City — County):
	Albany, OR - Linn

		j.	Supervisor Name:
	Seth Reimer

		k.	Position:
	[bookmark: Check34][bookmark: Check36][bookmark: Check37][bookmark: Check38]|_| Permanent	|_| Seasonal	|_| Limited Duration	|_| Academic Year
[bookmark: Check35][bookmark: Check39][bookmark: Check40][bookmark: Check41]|X| Full-Time	|_| Part-Time	|_| Intermittent	|_| Job Share

		l.	FLSA:
	[bookmark: Check42]|_| Exempt
[bookmark: Check43]|_| Non-Exempt
	If Exempt:
	[bookmark: Check44]|_| Executive
[bookmark: Check45]|_| Professional
[bookmark: Check46]|_| Administrative
	m.	 Eligible for Overtime:
	[bookmark: Check47]|_| Yes
[bookmark: Check48]|_| No



	SECTION 2. PROGRAM AND POSITION INFORMATION



a. Describe the program in which this position exists. Include program purpose, who’s affected, size and scope. Include relationship to agency mission.

OHA values health equity, service excellence, integrity, leadership, partnership, innovation, and transparency. OHA’s health equity definition is “Oregon will have established a health system that creates health equity when all people can reach their full potential and well-being and are not disadvantaged by their race, ethnicity, language, disability, age, gender, gender identity, sexual orientation, social class, intersections among these communities or identities, or other socially determined circumstances. Achieving health equity requires the ongoing collaboration of all regions and sectors of the state, including tribal governments to address: the equitable distribution or redistribution of resources and power; and recognizing, reconciling, and rectifying historical and contemporary injustices.” OHA’s 10-year goal is to eliminate health inequities.

[bookmark: Text122]The Agency Operations Division is aligned with the Oregon Health Authority’s core values of partnership, service excellence, leadership, integrity, health equity, innovation, and transparency. In our practice, these values are expressed through:

Service Excellence:
· Understanding and responding to Oregon public health needs and the people we serve
· Pursing our commitment to innovation and science-based best practices
· Fostering a culture of continuous improvement
Leadership:
· Building agency-wide and community-wide opportunities for collaboration
· Championing public health expertise and best practices
· Creating opportunities for individual development and leadership
Integrity:
· Working honestly and ethically in our obligation to fulfill our public health mission
· Ensuring responsible stewardship in public health resources
Health Equity:
· Eliminating health disparities and working to attain the highest level of health for all people
· Ensuring the quality, affordability, and accessibility of health services for all Oregonians
· Integrating social justice, social determinants of health, diversity, and community
Partnership:
· Working with stakeholders and communities to protect and promote the health of all Oregonians
· Seeking, listening to, and respecting internal and external ideas and opinions
· Exploring and defining the roles and responsibility of public health staff and partners
Innovation:
· We are not satisfied with the status quo if there are new and better ways to meet the needs of the people we serve. We bring creativity, experience, and openness to our search for solutions to problems. We pursue opportunities to develop new evidence to evolve our practices.
Transparency: 
· We communicate honestly and openly, and our actions are upfront and visible. We provide open access to information and meaningful opportunities to provide input and participate in our decision-making.

The Office of Information Services (OIS) is a shared service provider for OHA and the Oregon Department of Human Services (ODHS). The OIS budget and organizational structure are part of OHA, but services are provided to both agencies. OIS provides the technology systems and services that support more than 11,000 OHA and ODHS agency staff at local offices and facilities around the state. These systems and services help the two agencies determine client eligibility; provide medical, housing, food and job assistance; provide addiction, mental health, vocational and rehabilitative services; protect children, seniors and people with physical and/or developmental disabilities; process claims and benefits; manage provider licensing and state hospital facilities; and promote and protect the state public health. OIS systems also support internal OHA and ODHS administration functions, including human resources, finance and procurement programs.

OIS maintains and supports nearly 18,000 computers and printers for agency staff. Customers are supported by phone through the Service Desk or field technicians embedded in locations outside of Salem. The Service Desk responds to more than 9,500 assistance requests each month. OIS also supports partners that use OHA and ODHS systems at locations around the state, including state agencies such as the Oregon Department of Justice Division of Child Support, Oregon Employment Department and others; cities, counties and district attorney’s offices; private hospitals and other computer centers.

OIS provides management support for OHA and ODHS IT projects, systems architecture, data bases, IT asset and change management. OIS also coordinates network and computing operations with the Oregon State Data Center.

b.	Describe the primary purpose of this position, and how it functions within this program. Complete this statement. The primary purpose of this position is to:

Provide primary day-to-day support to OHA/ODHS staff located in Linn, Benton and Lincoln Counties, for the maintenance, repair and use of personal computers and information systems.  Tickets for work performed are entered into the unit’s ticket tracking system known as CA.  This includes support for local area networks, servers, wide area network infrastructure, and common and standardized software. IT business processes that are adhered to in performing day-to-day support includes incident management, change management, asset management, configuration management and other applicable IT service management functions.  May provide secondary/backup support to other ODHS/OHA staff and partners in other parts of the state as needed.  During down times will provide back up to help resolve service tickets or take phone calls for the Service Desk.

	SECTION 3. DESCRIPTION OF DUTIES

	List the major duties of the position. State the percentage of time for each duty. Mark “N” for new duties, “R” for revised duties or “NC” for no change in duties. Indicate whether the duty is an “Essential” (E) or “Non-Essential” (NE) function. 
Note: If additional rows of the below table are needed, place cursor at end of a row (outside table) and hit “Enter”.

	% of Time
	N/R/NC
	E/NE
	DUTIES
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	10%
	NC
	E
	Communications – Customer Assistance
· Provides on-site and remote diagnosis and troubleshooting of communications and multiple local area networks equipment 
· Provides operational assistance to staff on passwords and new software packages
· Prioritizes problems for issues that are within service area
· Resolves server-to-desktop connectivity issues
· Configures client software to ensure connectivity between client and servers are functioning properly. 
· Educate staff on communication devices
· Performs other duties and projects as assigned by the Onsite Services Manager

	10%
	NC
	E
	Communications – Operations:
· Troubleshoots multiple local area networks in a geographically dispersed area with minimal supervision
· May assist with initial installation, configuration, testing and troubleshooting of network router and switch equipment at regional offices following established procedures
· Analyzes network traffic trends for regional offices and multiple LANs and determines possible causes and remedies for slow network performance
· Recommends increase bandwidth to address regional office network performance issues as needed.
· Performs other duties and projects as assigned by the Onsite Services Manager

	35%
	NC
	E
	Software – Customer Assistance:
· Answers questions regarding standard software applications from onsite and remote users  
· Supports software on desktops which have a variety of standard and non-standard applications and operating systems
· Analyzes error codes/diagnostic messages to resolve software issues
· Helps troubleshoot problems that affect the entire agency or several onsite offices when needed
· Educates customers on proper standard software applications as needed
· Performs other duties and projects as assigned by the Onsite Services Manager

	10%
		NC
	E
	Software – Operations:
· Installs established software in multiple regional offices
· Installs software/technology new to the agency
· Modifies software configurations to resolve version compatibility
· Tests new software features
· Evaluate software impacts and coordinate changes with other systems and users following applicable change management processes
· Analyzes and resolves software performance issues and  seeks Tier 3 or vendor support when needed
· Performs other duties and projects as assigned by the Onsite Services Manager

	10%
	NC
	E
	Hardware – Customer Assistance:
· Provides onsite and remote troubleshooting of desktop, laptop, handheld devices, network equipment, printer and multi-function devices
· Analyzes error codes/diagnostic messages to resolve hardware issues using trace tools or working with the State Data Center, IT Asset Management, vendors or other OIS staff 
· Maintenance and repair on computers, onsite server or local network equipment in coordination with the State Data Center, Network Infrastructure and/or IT Asset Management
· Educates customers on proper usage of Hardware 
· Performs other duties and projects as assigned by the Onsite Services Manager

	9%
	NC
	E
	Hardware – Operations:
· Performs simple memory upgrades in a variety of regional offices with mixed environments and multiple standards
· Creates connections between communication hardware in regional offices with onsite server, desktops, printers and multi-function devices
· Performs major hardware upgrades through IT lifecycle replacement projects
· Receives, Ships, and Tracks IT assets
· Performs other duties and projects as assigned by the Onsite Services Manager

	8%
	NC
	E
	Data – Customer Assistance:
· Answers common user questions from internal employees
· Performs problem analysis
· Educates users
· Provides basic support within mixed environments
· Performs other duties and projects as assigned by the Onsite Services Manager

	8%
	NC
	E
	Data – Operations:
· Provide basic support with single databases
· Diagnoses issues
· Performs other duties and projects as assigned by the Onsite Services Manager

	Ongoing
	NC
	NE
	Cultural Competence
· Promotes and fosters a diverse workforce and discrimination/harassment-free workplace. 
· Recognizes value of individual and cultural differences; creates work environment where individual differences are valued.
· Consistently treats customers, stakeholders/partners, co-workers with dignity and respect.
· Values diverse viewpoints.
Core Values
· Demonstrates awareness, understanding and alignment with OHA Core Values of Service Excellence, Leadership, Integrity, Health Equity, Partnership and Innovation.
Customer Service
· Consistently treats customers, stakeholders, partners, vendors and co-workers with dignity and respect. 
· Maintains a work environment that is respectful and accepting of diversity. Models expected office professional behaviors






	SECTION 4. WORKING CONDITIONS



Describe any on-going working conditions. Include any physical, sensory, and environmental demands. State the frequency of exposure to these conditions.

[bookmark: Text113]Driving is an essential function of this position; you will be required to use a vehicle to conduct business and must maintain a current, valid driver's license. Position requires periodic travel throughout the state.
While performing the duties of this job, you will be in an open landscape environment and may be exposed to the sounds and activity of those working around you. These conditions may be in high traffic areas with moderate to loud noises and frequent interruptions. The location of this position is in an office, cubicle, and/or an agreed upon remote work environment with significant use of a computer and video conferencing.


	SECTION 5. GUIDELINES



a.	List any established guidelines used in this position, such as state or federal laws or regulations, policies, manuals, or desk procedures:
[bookmark: Text106]ODHS/OHA Policies
CA training Materials
Software Manuals
MS Server Manuals

Regarding CJIS:
· Criminal Justice Information Services (CJIS) Policy 
· Federal Information Processing Standards (FIPS) Publication (Pub) 199 
· Federal Information Processing Standards (FIPS) Publication 200 
· IRS Publication 1075, Tax Information Security Guidelines for Federal, State and Local Agencies 
· MARS-E Catalog of Minimum Acceptable Risk Security and Privacy Controls for Exchanges 
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 Rev. 5 
· NIST SP 800-88 
· Social Security Administration Information Exchange Security Requirements and Procedures 
· Other federal and state laws, rules and regulations governing data privacy and security
· Oregon Administrative Rules
· Oregon Revised Statutes
· Statewide Cyber Security Standards
· Department of Administrative Services (DAS) rules, policies, and procedures
· Department, Authority and program rules, policies, and procedures


b.	How are these guidelines used?


[bookmark: Text107]ODHS/OHA policies guide what the information systems standards are and spell details of what can and cannot be done.  The CA training materials provides instruction on how to use the CA software.  Software and MS Server manuals provide instruction on how to use the software and how to work with the Microsoft network operating system.

Regarding CJIS (as cited in 5a):
Serve as a basis for making judicious assessments and decisions regarding the privacy and security posture and configurations of networks, systems, and data.


	
	SECTION 6. WORK CONTACTS

	With whom, outside of co-workers in this work unit, must the employee in this position regularly come in contact? 
Note: If additional rows of the below table are needed, place cursor at end of a row (outside table) and hit “Enter”.

	Who Contacted
	How
	Purpose
	How Often?



	Section Manager
	Person, phone and written
	Policy, standards and project planning
	As needed

	OIS Managers
	Person, phone and written
	Planning and coordination
	As needed

	TEDS Managers
	Person, phone and written
	Planning, direction, share information
	Daily

	TEDS Onsite Techs
	Person, phone and written
	Share information
	Daily

	EIS/DCS Techs
	Person, phone and written
	High level support, share information
	As needed

	Branch office, central building and partner customers
	Person, phone and written
	Repairs, installations, inquire about systems, other duties
	Daily

	Outside Vendors
	Person, phone and written
	Problem resolution
	As needed





	SECTION 7. POSITION-RELATED DECISION MAKING



Describe the typical decisions of this position. Explain the direct effect of these decisions:
[bookmark: Text116]This position usually works independently.  As a result, decisions of how to best prioritize the work need to be made.  This affects which problems are resolved first and who has to wait.  This can result in delays to getting problems resolved, and may involve deciding whether to call for more help or not.
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	SECTION 8. REVIEW OF WORK

	Who reviews the work of the position? 
Note: If additional rows of the below table are needed, place cursor at end of a row (outside table) and hit “Enter”.

	Classification Title
	Position Number
	How
	How Often
	Purpose of Review



	IT Customer Engagement and Support Manager 1
	
1410171
	Reviews CA tickets, talks to customers, co-workers and the employee
	Weekly, quarterly and yearly
	Assure tickets are handled in a timely fashion, verify documentation is accurate and complete, and make sure the goals of OIS and TEDS are being accomplished





	SECTION 9. OVERSIGHT FUNCTIONS

	a.
	How many employees are directly supervised by this position?
	0
	

	
	How many employees are supervised through a subordinate supervisor?
	0
	

	b.
	Which of the following activities does this position do?

	
	[bookmark: Check49][bookmark: Check50]|_| Plan work	|_| Coordinates schedules
[bookmark: Check51][bookmark: Check52]|_| Assigns work	|_| Hires and discharges
[bookmark: Check53][bookmark: Check54]|_| Approves work	|_| Recommends hiring
[bookmark: Check55][bookmark: Check56]|_| Responds to grievances	|_| Gives input for performance evaluations
[bookmark: Check57][bookmark: Check58]|_| Disciplines and rewards	|_| Prepares and signs performance evaluations



	SECTION 10. ADDITIONAL POSITION-RELATED INFORMATION


ADDITIONAL REQUIREMENTS: List any knowledge and skills needed at time of hire that are not already required in the classification specification. 
All positions in OHA require a Criminal Background Check and an Abuse/Neglect Check. Fingerprints may be required.

Regarding CJIS:
· Ability to be cleared by the FBI Criminal Justice Information Services (CJIS) and Oregon State Police through a fingerprint-based criminal background check for access to criminal justice information (CJI).
· Must be able to pass CJIS training and testing to CJIS Level 4 rating.
· Requires a successful OHA background check, including a fingerprint-based national background check and abuse/neglect checks. 

[bookmark: Text121]An effective Onsite Technician must possess the following skills and experience when hired:
•	Considerable background and understanding of all aspects of information technology that relates to desktop computers, local area and wide area networks, and general computer operations.  
•	Good understanding of the Windows Operating Systems and how to fix issues that occur in it.  
•	Ability to work under pressure and retain a professional and tactful manner in all interactions with customers.  
•	Must have good communication skills. Excellent customer service skills for both internal and external customers.  
•	Ability to demonstrate initiative and independent judgment on an on-going basis as much of the time work is done independently.  
•	Ability to contribute to a positive, respectful and productive work environment.  
•	Ability to work collaboratively with other technicians across the state.  
•	Good team player skills are necessary, including the willingness to collaborate, share information, and contribute to the team’s success as necessary.

Desired experience in the following:
Network OS:  MS Active Directory and Azure
Office Suite :  Office 365 
Mainframe connection:  Host Explorer , STunnel
Desktop OS: Windows 10 and 11
Network:  Ethernet, Wireless, VPN and Hotspots
Internet: Microsoft Edge
LAN/WAN infrastructure:  TCP/IP & IPX protocols, frame relay, SDWAN, Cisco routers and switches, assorted DSU/CSUs

	BUDGET AUTHORITY: If this position has authority to commit agency operating money, 
indicate the following: 
Note: If additional rows of the below table are needed, place cursor at end of a row (outside table) and hit “Enter”.

	Operating Area
	Biennial Amount ($00,000.00)
	Fund Type



	
	
	

	
	
	

	
	
	




	SECTION 11. ORGANIZATIONAL CHART

	Attach a current organizational chart. Be sure the following information is shown on the chart for each position: classification title, classification number, salary range, employee name and position number.



	SECTION 12. SIGNATURES

	
	
	[bookmark: Text119]     
	

	Employee Signature
	
	Date
	

	
	
	     
	

	Supervisor Signature
	
	Date
	

	
	
	     
	

	Appointing Authority Signature
	
	Date
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