Agreement for Receipt and Use of Oregon Public Health Data

Instructions
 (
To request access to data via the Oregon Public Health Assessment Tool (OPHAT)
: F
ill out, sign and return 
Part I
: Request for Access
 after reading 
Part II: Data Use Agreement
. 
The form may be filled out electronically but a signature is required. 
Keep a copy of the complete
d
 form and agreement for your records. 
MAIL TO:
Juanita Heimann
Oregon Public Health 
Division
Office of the State
 Public Health Director
800 NE Oregon St, Suite 930
Portland, OR 97232
OR
FAX TO:
Juanita Heimann
Office of the State
 Public Health Director
(971) 673-1299 fax
OR
EMAIL TO:
Juanita.A.Heimann@state.or.us
)
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Part I: Request for Access to Data via OPHAT

I. Who is requesting access to data via OPHAT? (i.e. “Authorized User”)
	Print Name:
	     
	Title:
	     

	Agency:
	     

	Work Email:
	     
	Work Phone:
	     

	Work Address: 
	     

	Which group do you belong to?

	|_|
	A. State, county or tribal public health department in Oregon.

	|_|
	B. Contractor or intern working on projects for state, county or tribal public health departments (requires signature of public health agency sponsor).

	|_|
	C. Faculty of academic Public Health Program or school in Oregon.

	|_|
	D. Other Oregon Health Authority or Oregon state agency engaged in public health assessment.

	|_|
	E. Coordinated Care Organization (CCO) or hospital in Oregon. Note: The Oregon Public Health Division will notify the Local Health Departments in who’s jurisdiction the CCO or hospital resides. 



II. How will these data be used? Check all that apply:
	|_|
	Community health assessment
	|_|
	Program planning and evaluation

	|_|
	Grant writing and reporting
	|_|
	Public health research

	|_|
	Surveillance
	|_|
	Respond to requests for information

	|_|
	[bookmark: Other_text]Other (explain):      



III. Required signatures (faxed signatures will be accepted):
Authorized User: I have read the attached Data Use Agreement (version number v.021214) and will abide by the terms and conditions specified herein.

[bookmark: Sign1][bookmark: Date1]Signature:         							Date:      

Public Health Agency Sponsor (if Authorized User is intern or contractor):  I verify that the above individual requires access to data via OPHAT for their work with my public health department.
	Print Name:
	     
	Title:
	     

	Agency:
	     

	Work Email:
	     
	Work Phone:
	     

	Signature:
	        	
	Date:
	     



 (
IV. 
Request approved by Katrina Hedberg, State Epidemiologist, Oregon State Public Health Division
Signature: ______________________________________________
__   Date: __________________
)




Submit this page
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[bookmark: partII][bookmark: version]Part II: Data Use Agreement (v.021214)


I. Parties to Agreement

This agreement (“Agreement”) is entered into by and between the office of the State Epidemiologist, Oregon State Public Health Division, Oregon Health Authority (“Provider”) and the Authorized User listed in Part I: Request for Access to Data via OPHAT.  “Effective Date” is the request approval date. This Agreement relates to data accessed through the Oregon Public Health Assessment Tool known as OPHAT (“Data”). 	

II. Summary: 

This Agreement specifies the permitted uses and disclosures of Oregon data accessed through OPHAT. Each individual with access to OPHAT must read this agreement and submit a separate signed copy of the signature page. Failure to comply with the stated restrictions and conditions of use will result in denied or modified access.

Although direct personal identifiers are omitted from the Oregon data sets in OPHAT and record-level data are not accessible, these data are deemed confidential. It is the responsibility of every recipient of Oregon data through OPHAT to assess the impact on the privacy and confidentiality of the individuals for whom data have been reported before releasing aggregated data. Any identification or disclosure of a person or establishment represented in the data violates that confidentiality. This includes the disclosure of detailed aggregated demographic and medical information which may reasonably lead to the identification of one or more specific persons in local communities.

Access to all data in OPHAT is provided to Authorized Users by agreement between the data stewards and the Provider.

III. Permitted Data Recipients

A. Employees of state, county and tribal public health departments in Oregon.

B. Contractors and interns working on projects for state, county or tribal public health departments. Contractors and interns may not use Data for personal projects or projects for other institutions.

C. Faculty of the Oregon Master of Public Health Program (OMPH).

D. Employee of other Oregon Health Authority or Oregon state agency engaged in public health assessment.

E. Employee of Coordinated Care Organization (CCO) or hospital in Oregon.

OPHAT users are assigned data access roles based on their affiliation. 

IV. Permitted Uses and Disclosures 

A. Data may only be used for public health and social welfare-related activities such as community health assessment, public health surveillance, health and healthcare research, program planning and evaluation or normal operations of a public health authority such as grant writing and responding to requests for information. 

B. Data may only be reported in an aggregated or summarized form which does not identify particular individuals.

V. Restrictions and Conditions of Use

A. Data may NOT be used for commercial purposes. Do not sell or lease the Data. 

B. Data identification/matching: 

1. Make no effort to determine the identity of individuals represented in the Data.
2. Make no attempt to link the Data with individually identifiable data from any other source.
3. Do not disclose any information that may allow identification of individuals represented in the Data. 
4. Make no use of the identity of any person or establishment discovered inadvertently, and notify Provider immediately.

C. Role-based limitations on Data access:

Each Authorized User’s role – as determined by their affiliation – will determine which data sets in OPHAT they have access to and how small number suppression is applied, if at all. Rules for role-based access are set by the data steward of each data set and are described in the Attachment B. Those rules may be subject to change.

When new data sets are added to OPHAT that are not covered by this Agreement, access may be granted to this Authorized User by consent of and with restrictions determined by the data steward. Permitted uses and disclosures, and restrictions and conditions of use described above will apply to the new data set. 

D. Small number suppression: 

Rates and counts of certain health events may be suppressed in the output when the count or the population in the denominator is less than a certain threshold. If through manipulation of the data users are able to reconstruct the suppressed data they will, nevertheless, abide by the small numbers guidelines described in Attachment C when reporting data.

VI. Consequences of Violation of Agreement

Violation of any of the terms of this Agreement by the Authorized User may cause the immediate termination of this Agreement, revocation of the Authorized User's access granted through this Agreement, and denial of all future requests at the sole discretion of the Provider.  

VII. Other Conditions for Termination of Agreement / Revocation of Data Access

A. Provider may revoke Authorized User's access whenever employment of Authorized User terminates; or when an Authorized User no longer requires access to the Data due to changes in their individual duties.

B. Provider will revoke Authorized User’s access if the work email provided in the Request for Access becomes invalid and Authorized User does not provide a new work email. 

VIII. Data Management and Security 

Authorized Users must take reasonable precautions to prevent unauthorized access to OPHAT such as using workstation locks, closing OPHAT when leaving workstation, and not sharing user ids and passwords.  

IX. Restrictions, Conditions and Guidelines for Reporting Analysis Results

A. All presentations and reports based on these Data will observe the guidelines for reporting results based on small numbers in Attachment C. 

B. Published data will include appropriate data source citations. The Authorized User’s organization should be cited as the source of interpretations of the data.

X. Procedure for Approval and Maintenance of Signed Agreements

Agreements signed and submitted by Authorized Users are subject to approval by the Oregon State Epidemiologist who will maintain a file of all current agreements. 

XI. Duration of Agreement 

This Agreement is in effect for six months from Effective Date for interns and contractors, and three years from Effective Date for all other Authorized Users. At that time it may be renewed by mutual consent of the Authorized User and Provider. If the Agreement is not renewed, Data access will be revoked. 


End of Agreement
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[bookmark: partIV]Part III: Attachments to the Data Use Agreement

[bookmark: attachA]ATTACHMENT A

Oregon State OPHAT Coordinator:

Juanita Heimann
Oregon Health Authority
Public Health Division 
800 NE Oregon St, Suite 930
Portland, OR 97232
(971) 673-1267
(971) 673-1299 fax
Juanita.A.Heimann@state.or.us

[bookmark: attachB]ATTACHMENT B

	
Description of Data Being Provided Under This Agreement and Role-based Limitations on Data Access

Group A: Employees of state, county and tribal public health departments in Oregon.

Group B: Contractors and interns working on projects for state, county or tribal public health departments.

Group C: Faculty of the Oregon Master of Public Health Program (OMPH).

Group D: Employee of other Oregon Health Authority or Oregon state agency engaged in public health assessment.

Group E: Employee of Coordinated Care Organization (CCO) or hospital in Oregon.

Staff of Oregon Public Health Division programs that provide data sets to OPHAT may have full access to their own program’s data with their program manager’s permission.


	Data Set
	Description
	Role-based Limitations on Data Access

	Abortion Records: 
	Selected fields from records of abortions that occurred in Oregon are used to calculate abortion and pregnancy rates. Oregon statutes regarding confidentiality of vital records apply. Data provided by: Oregon Health Authority, Public Health Division, Center for Health Statistics.
	Groups A & B: full access

Groups C, D & E: access with suppression of rates based on denominator < 50

	Birth Certificates: 
	Selected fields from birth certificates for women residing in Oregon are used to calculate fertility rates and rates of certain birth risk factors and birth outcomes. Oregon statutes regarding confidentiality of vital records apply. Data provided by: Oregon Health Authority, Public Health Division, Center for Health Statistics.
	Groups A & B: full access

Groups C, D & E: access with suppression of rates based on denominator < 50

	Communicable Disease Records: 
	Reportable communicable diseases (other than STD’s, HIV/AIDS and TB) in Oregon. Data provided by: Oregon Health Authority, Public Health Division, Acute and Communicable Disease Prevention.
	All users: access with suppression of rates based on denominator < 50

	Death Certificates: 
	Selected fields from death certificates of Oregon residents are used to calculate cause-specific death rates. Oregon statutes regarding confidentiality of vital records apply. Data provided by: Oregon Health Authority, Public Health Division, Center for Health Statistics.
	Groups A & B: full access

Groups C, D & E: access with suppression of rates based on denominator < 50

	HIV/AIDS: 
	Reported cases of HIV and AIDS in Oregon. Data provided by: Oregon Health Authority, Public Health Division, HIV/STD/TB Program.
	All users: access with suppression of rates based on denominator < 50

	Linked Birth/Death Certificates: 
	Birth and death certificates are linked for infants who were born to Oregon residents and who die before the age of one. Selected fields are used to calculate cause-specific death rates and rates of birth risk factors. Oregon statutes regarding confidentiality of vital records apply. Data provided by: Oregon Health Authority, Public Health Division, Center for Health Statistics.
	Groups A & B: full access

Groups C, D & E: access with suppression of rates based on denominator < 50

	Population Estimates (Census Bureau): 
	These estimates are meant for public health assessment only and are not for estimating the population of cities, towns, and counties in Oregon. Public use data set. Data source: U.S. Census Bureau, Population Division, Annual Estimates of the Resident Population by Sex, Race, and Hispanic Origin for Counties (2000 onward).
	none

	Population Estimates (NCHS): 
	Prepared in collaboration with the US Census Bureau. These estimates are meant for public health assessment only and are not for estimating the population of cities, towns, and counties in Oregon. Public use data set. Data source: National Center for Health Statistics bridged-race intercensal estimates (1990-1999), postcensal estimates (2000-2009) and bridged-race April 1, 2010 population file.
	none

	Population Estimates (PSU): 
	These are the official figures for estimating the population of cities, towns, and counties in Oregon. The PSU estimates are developed for official state planning, funding and program administration issues. Public use data set. Data source: Portland State University (PSU), Population Research Center.
	none

	Sexually Transmitted Disease (STD): 
	Reported cases of Chlamydia, Gonnorhea and Syphilis in Oregon.  Data provided by: Oregon Health Authority, Public Health Division, HIV/STD/TB Program.
	All users: access with suppression of rates based on denominator < 50

	Tuberculosis (TB): 
	Reported cases of Tuberculosis in Oregon. Data provided by: Oregon Health Authority, Public Health Division, HIV/STD/TB Program.
	All users: access with suppression of rates based on denominator < 50



[bookmark: attachC]ATTACHMENT C

Guidelines for Reporting Small Numbers / Reliability & Confidentiality Guidelines

TO BE ADDED
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