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	SUBJECT:    Payment Card Industry Data Security Standards (PCI-DSS)



1. APPLICABILITY:  This policy applies to all Oregon Military Department (OMD) employees accountable for the security of credit card information.

2. AUTHORITY/REFERENCE:  
OST Cash management Policy 02 18 13.PO (Data Security)
ORS 646A.200 – 646A.214
3.
ATTACHMENTS:

Attachment A: Incident Response Form



Attachment B:  Best Practices

4. PURPOSE:   






Prevent Identity Theft
5.
POLICY/PROCEDURES:
1. The AGC Director of Financial Administration is responsible for agency debit/credit card security; providing approval for establishment of point-of-sale (POS) terminals; security policies and procedures; monitoring of system access and incident response.
2. Divisions within OMD with a business need for POS terminals must request permission from the AGC Director of Financial Administration.  AGC is responsible for establishment of POS terminals.
Divisions with approved POS terminals shall follow these security standards:
· Do not process, transmit or store credit card data on the agency network. 
· Use only Office of the State Treasurer (OST) approved payment processing services and equipment.
· Electronic or hardcopy paper files containing full credit card numbers (database, spreadsheet, word processor, image, etc.) are prohibited.  Billeting programs containing full credit card information are permitted and must be stored securely.
· Access to records containing credit card and bank account numbers must be limited to employees required by job function.
· Hypercom terminals must be programmed to truncate card numbers on both merchant and customer copies of transaction receipts.  

· Do not send complete credit card numbers using email or fax.
· Process card transactions using best practices, Attachment B of this policy.

· All divisions having POS terminals will participate in an annual PCI risk assessment. 
3. In the event of a breach in card data security, take the following steps:

· Provide AGC a report containing account information at risk, source and timeframe of the data security breach.
· DO NOT turn off the compromised machine. 
· AGC will alert all necessary parties as soon as practical.

· If the incident occurs during normal business hours (8:00AM to 5:00PM), AGC will notify the Office of the State Treasurer (OST) by using the number listed below.  OST will then notify U.S. Bank, and coordinate all subsequent communication.  If the incident occurs outside normal business hours, contact U.S Bank directly using the number below.  
· Financial Administration Division (AGC) (503)-584-3911.  Point of Contact is the Controller. 
· Office of the State Treasurer (OST); (503) 378-4000.  Notify the receptionist that you have experienced a merchant card breach, and ask to speak with the Merchant Bank Liaison on the Banking Team or a member of the Relationship Management Services team. 

· U.S. Bank; 1(800) 725-1243.  Identify that you are a “National Account” with the State of Oregon, and provide them with your Merchant ID (MID) #.  Notify the U.S. Bank customer service representative that you have experienced a merchant card breach, and ask that the incident be reported to the Risk Department.

Complete Attachment A for this policy (Incident Report) as soon as possible.  This must be completed within three business days, and provide to AGC.  AGC will forward it to OST and U.S. Bank/NOVA.  U.S. Bank/NOVA will then determine what investigatory steps should be taken. 
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