BUYERS GUIDE FOR [INSERT TITLE OF GOOD OR SERVICE]
Duress System (Annunciation/Panic Button Systems) Procurement Reference Sheet
Updated 4/28/2023
WHAT IS AVAILABLE
DAS PS on behalf of DAS Enterprise Asset Management (EAM) (via an Emergency Declaration) performed a Request for Quote/Best Value Analysis (RFQ/BVA) process, for EAM only. The state’s existing on-premise software agreement with SHI, PA 6454, was utilized for this purpose. The software was identified through the BVA. EAM has identified Lynx Software for their Duress and Notification System. It will include maintenance, support, and training. Attached is a sample quote received from the vendor for those items. It could be that the actual purchase will result in some if not all the items listed. 


[bookmark: _Hlk101433269]Note: Authorized Purchasers for your agency should perform an RFQ/BVA process that satisfies the requirements for your agency. Please refer to the attached buyers guide below for additional details.
WHERE TO BUY
	[bookmark: _DV_M18][bookmark: _DV_M19]CONTRACTOR
	OREGOBUYS Link to SHI PA 6454 
	CONTACT
	EMAIL
	PHONE #

	SHI International Corp
	6454
	Gregory George-Adis 
	TeamOregon@shi.com or Gregory.George-Adis@she.com 
	 (503) 805-5442 


   Vendor Contact Sheet:

[bookmark: _MON_1711954693]      
HOW TO BUY, Approval and Ordering Process
1.  Please refer to the attached buyers guide for questions regarding “How to Buy”. 

                
2. [bookmark: _Hlk101433342]Please Note that DASPS is working with Enterprise Information Services (EIS), Cyber Security Services (CSS), and the Department of Justice (DOJ) to negotiate a statewide Lynx Software End User Licensing Agreement, Terms and Conditions, and SLA’s for the identified software. Each agency will have to perform the required RFQ/BVA process to determine the product and services that best meet their agency’s needs. Please note, if the results are not for the Lynx software products, then the agency will have to negotiate a EULA before their purchase.
The Information Technology Investment Oversight Policy 107-004-130 remains applicable for this investment.
3. Purchase Order Template:
Attached is the purchase order template with the Mandatory Use language inserted. 
The Mandatory Use language required on a Purchase Order is as follows:
THIS PURCHASE IS PLACED AGAINST THE STATE OF ARIZONA MASTER AGREEMENT NO. ADSPI16-130651 THE TERMS AND CONDITIONS OF THE MASTER AGREEMENT AND THE PARTICIPATING ADDENDUM ENTERED INTO BY THE STATE OF OREGON, CONTRACT NO. 6454 AND THEIR TERMS AND CONDITIONS APPLY TO THIS PURCHASE AND SUPERSEDE ALL CONFLICTING TERMS AND CONDITIONS, EXPRESS OR IMPLIED.  


4. Software End User Licensing Agreement (EULA) 
 Attached is the EULA that will need to be incorporated by reference on the purchase order. 


QUESTIONS CONTRACT ADMINISTRATOR:
DAS PS – Debbie Davis, IT Procurement Strategist
Phone: (971) 707-1100
Email: debbie.m.davis@das.oregon.gov
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SHI Quote-21713223.pdf
“SHI

OR DAS Technology Services Center

Debbie Davis

Accounts Payable

1225 Ferry St SE

Suite B

Salem, OR 97301

United States

Phone:

Fax:

Email: Debbie.M.Davis@oregon.gov

All Prices are in US Dollar (USD)
Product

1 LYNXENTERPRISE SW,NO 0S,2000 SEATS,100 LKP,10 LMP,10 IP
LYNX - Part#: LYNXE-SW-02
Contract Name: NASPO Software VAR
Contract #: ADSPO16-130651
Subcontract #: 6454

2 SFTWR,LYNXKEYPRO,25 CLIENTS
Micro Technology Services, Inc. - Part#: LYNX-KEYPRO
Contract Name: NASPO Software VAR
Contract #: ADSPO16-130651
Subcontract #: 6454

3 LYNX,NETWORK,POE,PANIC BUTTON
LYNX - Part#: LYNX-N-P2-M
Contract Name: NASPO Software VAR
Contract #: ADSPO16-130651
Subcontract #: 6454

4 SERVICES,LYNX,REMOTE - A
LYNX - Part#: LYNX-REMT-A
Contract Name: NASPO Software VAR
Contract #: ADSP0O16-130651
Subcontract #: 6454

5 SSALYNX,ENTERPRISE SERVER,1 YEAR
LYNX - Part#: LYNXE-SSA-1
Contract Name: NASPO Software VAR
Contract #: ADSPO16-130651
Subcontract #: 6454

Additional Comments

Pricing Proposal
Quotation #: 21713223
Created On: 3/8/2022
Valid Until:  3/31/2022

Inside Account Manager

Kristin Blackburn

290 Davidson Ave

Somerset, NJ, 08873

Phone: 732-537-7232

Fax:

Email: Kristin_Blackburn@SHI.com

Qty  Your Price Total
1 $22,646.40 $22,646.40

1 $382.20 $382.20

1 $651.00 $651.00

1 $2,247.00 $2,247.00

1 $5,497.80 $5,497.80
Total $31,424.40





Purchase orders and inquiries can be sent to the team at TeamOregon@shi.com.

Please note, if Emergency Connectivity Funds (ECF) will be used to pay for all or part of this quote, please let us know as we will
need to ensure compliance with the funding program.

Hardware items on this quote may be updated to reflect changes due to industry wide constraints and fluctuations.

Thank you for choosing SHI International Corp! The pricing offered on this quote proposal is valid through the expiration date listed
above. To ensure the best level of service, please provide End User Name, Phone Number, Email Address and applicable Contract
Number when submitting a Purchase Order. For any additional information including Hardware, Software and Services Contracts,
please contact an SHI Inside Sales Representative at (888) 744-4084. SHI International Corp. is 100% Minority Owned, Woman
Owned Business. TAX ID# 22-3009648; DUNS# 61-1429481; CCR# 61-243957G; CAGE 1HTFO

The products offered under this proposal are resold in accordance with the terms and conditions of the Contract referenced under
that applicable line item.
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Oregon Contact Information:

NASPO Cloud Contract # AR2488 - 9404

NASPO SVAR Contract # ADSPO16 – 130651 - 6454

Oregon Support Contacts

· Oregon Account Executive: Greg George-Adis

· Field Sales Representatives responsible the overall relationship with Oregon: Customer Visits, Customer Business Reviews, RFPs and Contracts. First point of contact for SHI Resource engagement.

Greg George-Adis | 503-805-5442 | Gregory_George-Adis@SHI.com



· Oregon Inside Sales Team:

· Responsible for all daily quotes, orders and customer service requests.

· Email:  TeamOregon@shi.com  Phone: 888‐711‐2613

· Kristin_Blackburn@shi.com  – Inside Account Manager - Team Lead

Thomas_Walsh@shi.com – Inside Account Manager

· Kylie_Carrion@shi.com – Inside Account Manager

· Rob_Rubin@shi.com - Inside Account Manager

· Bryan_Sanchez@shi.com - Inside Account Manager







· [bookmark: _Hlk92799871]Microsoft Team:

Ben Callahan| SHI Microsoft Account Executive| Ben_callahan@shi.com

· Primary point of contact for all things Microsoft related.





Technical Account Manager



SHI Field Solutions Architect: Ken Oldham| 206-880-3653| Ken_Oldham@shi.com





Path of Escalation





· All new Requests/Issues  Call 888‐711‐2613 or email TeamOregon@shi.com

· Requests must be answered within 4 hours

· Orders must be entered within 24 hours

· For Follow‐Up on existing requests within 24 hours of initial contact, email TeamOregon@shi.com  AND copy Kristin Blackburn Kristin_Blackburn@shi.com   and Scott Kent Scott_Kent@shi.com





SHI Escalation Contacts for Oregon



Any additional escalations may also be sent to the Northwest_Management@shi.com alias. This alias includes the following Management Team. Please also feel free to reach out to any of these members of the management team directly for escalations:



· Scott_Kent@shi.com – Team Oregon Inside Sales Team Manager 732‐652-3048

· Robert_Petrucelli@shi.com – Senior Inside Sales Manager 732‐868‐6072

· Andrea_Keno@shi.com – District Manager – West Region 425‐457‐2462

· Darron_Gross@shi.com – Vice President SLG – West Region 512-423-1159







Please contact SHI’s Management Team above for any unresolved issues within 72 hours
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BuyersGuide6454.04.12.2022.pdf
BUYERS GUIDE h‘

Y o FOR PA 6454
IT'SVAR (IT Software Value Added Reseller)

Version 2.1 dated 7/21/201 7 - (Before ordering, check for the latest version)

WHAT IS COVERED UNDER THIS PRICE AGREEMENT?

The IT SVAR Price Agreement is for the purchase of COTS software, and the specific
cloud or software as a service products that have been recently added by way of an
Amendment to the Participating Addendum (PA). The price agreement is also for the
renewal or support of already purchased software. (Services are limited to installation,
training, and maintenance.)

Except for the products specified below, the PA is not intended for the acquisition of
Cloud software or services, and Authorized Purchaser may not acquire any Cloud
software or services under the PA other than those specified below. To the extent any
other particular software product includes a Cloud component, the product must be
capable of prohibiting use of the Cloud functions. The Cloud products and services
available under the Amendment are as follows:

o Microsoft cloud services and hybrid on/off premises software and services,
including without limitation: Office 365 Pro-plus, OneDrive for Business,
Exchange Online, Skype for Business, SharePoint Online, with Exchange Online
Archiving, Exchange Online Protection, Advanced Threat Protection, Enterprise
Mobility and Security, Secure Productive Enterprise, Yammer, Intune, Power BI,
Dynamics 365, and Azure premium products.

e  Adobe cloud services and hybrid on/off premises software and services,
including without limitation: Creative Cloud applications (whether licensed as a
suite or individually), Acrobat Pro DC, and Adobe Sign.

APPROVAL, SELECTION, AND ORDERING PROCESS:

1. IT REVIEW AND APPROVAL

Authorized Purchasers must obtain and document all required approvals prior to
placing an order. Agencies that are state entities under the authority of the Office of the
State Chief Information Officer (“OSCIO”) must ensure all OSCIO requirements (e.g. IRR,
stagegate, Cloud Workbook, etc.) are complete prior to any acquisition under IT SVAR
price agreement.
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2. MICROSOFT OFFICE 365 CLOUD SERVICES:

Before purchasing these services, Authorized Purchasers(AP) who are State Agencies
must complete the Cloud Policy Worksheet (http://www.oregon.gov/das/Policies/107-
004-150.pdf) as well as review, understand, and address as necessary the following
concerns as prepared by the Enterprise Security Office(ESO):

¢ Only information categorized as Classificaton Level 1 and 2 security may be stored
or transmitted through the product or service. Please review NIST SP 800-60
which can help identify what that means. Also, please find a link below to the
Statewide Information Security Standards document that will give you more detail
about the security classification levels:
http://www.oregon.gov/das/0SCIO/Documents/2017%201S0%20Standards%200regon.pdf

e The State Agency must understand what it is they are responsible for. For
example: the State Agency (not Microsoft) may be responsible for applications,
managing firewalls, antivirus, log monitoring, and intrusion detection. Refer to
the System Security Plan (SSP) for current terms.

e The State Agency must ensure its security policies, procedures, applications, and
controls are assessed separately and authorized. Refer to the ESO System
Security Plan (SSP) for current terms.

e Itisrecommended that the State Agency designate a small number of highly
skilled individuals to administer their Azure subscription. Refer to the System
Security Plan (SSP) for current terms.

e The State Agency should review the Microsoft Customer Access to Portal and the
key points that need to be considered. Refer to 9.2.1.1.13 of the System Security
Plan (SSP) for current terms.

3. DETERMINING THE PRODUCT and BEST VALUE ANALYSIS

Purchases over $10,000 require either a documented brand name justification or the
completion of a best value analysis (renewals, maintenance and support, or purchasing
additional licenses of owned software does not require a brand name justification or a
best value analysis).

a. Brand Name Justification: Complete a Brand Name Justification in accordance
with applicable statutes and rules.

b. Best Value Analysis: Submit the minimum specifications of the need to the IT SVAR

requesting quote(s) for the available options. Determine best value based on, but not
limited to, a comparison of the following criteria:

e Price e Compatibility
o Availability e Other considerations

e Past performance
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4. DETERMINE LICENSE NEEDS

Ensure an acceptable License Agreement is in place prior to purchase. Check the DAS
software license agreement site to see if one exists. If none exists, the IT SVAR may
assist AP in establishing an acceptable License agreement prior to purchase. Work with
DASPS if you feel that there needs to be a master license in place.

5. MICROSOFT CLOUD SERVICES

An Authorized Purchaser will need to amend its Enterprise Enrollment to add the
approved Online Services terms and conditions prior to using Microsoft Cloud Services.
This is true regardless of whether they are starting a new Microsoft Enterprise
Enrollment, renewing an existing one, or in the middle of a current term.

SHI will proactively reach out to Authorized Purchasers in need of the Amendment. If
they have an immediate need to utilize Microsoft Cloud Services and they have not yet
been approached with the Amendment then they are asked to reach out to SHI to
prioritize their Enterprise Enrollment.

For assistance with your Enterprise Enrollment and the required Amendment,
please contact Brandon Barkley (SHI Account Executive, State of Oregon, Public
Sector) at 503.510.4813 or Brandon Barkley@shi.com

6. ADOBE CLOUD SERVICES

Authorized Purchasers will need to contact Brandon Barkely, as noted above, for
assistance in dertermining the correct agreement to use to purchase Adobe Cloud
Services.

7. ISSUE PURCHASE ORDER

Submit your purchase order referencing the quote and using the following mandatory
purchase order language.

THIS PURCHASE IS PLACED AGAINST THE STATE OF ARIZONA MASTER
AGREEMENT NO. ADSP016-130651 THE TERMS AND CONDITIONS OF THE
MASTER AGREEMENT AND THE PARTICIPATING ADDENDUM ENTERED
INTO BY THE STATE OF OREGON, CONTRACT NO. 6454 AND THEIR TERMS
AND CONDITIONS APPLY TO THIS PURCHASE AND SUPERSEDE ALL
CONFLICTING TERMS AND CONDITIONS, EXPRESS OR IMPLIED.

8. DOCUMENT FILE

Include in the Agency procurement file any applicable brand name justification, best
value analysis, license agreement, or reference to existing license agreement.

PRIMARY CONTACTS:

SHI DASPS
Gregory George-Adis Debbie Davis
(503) 805-5442 (971) 707-1100
Gregory.George-Adis@shi.com debbie.m.davis@das.oregon.gov
TeamOregon@shi.com should be used to submit purchase orders and request quotes.
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LICENSING:

The use of all software is subject to a license agreement. This license agreement may have
many different names (EULA, ELA, EA, CLP, etc.); it may even appear as a click-through on a
web site. At a high level, a license agreement sets forth the terms and conditions related to
the use of the software program; it is the list of what the end user can or cannot do with
the software, and often sets forth the consequences for violating the agreement.

Each Authorized Purchaser (AP) is responsible for ensuring it has a license agreement that
meets the State’s (or for non-state agencies, the AP’s) requirements for all software that is
in use by its employees, contractors or agents. If a software manufacturer refuses to
negotiate or accept revised terms, as set forth in an approved Rider to its EULA or license
agreement, then the AP has a business decision to accept the risk of entering into a license
agreement with terms that may not meet the AP’s requirements. The AP must follow its
own internal policies or practices.

While the IT SVAR is contractually obligated to assist APs in establishing acceptable license
agreements, the IT SVAR is not required to ensure agreements are in place prior to
accepting and processing a purchase order (whether for a new purchase or a renewal). Itis
the responsibility of the AP to ensure the licensing agreement(s) are in place before the
purchase.

DOJ REVIEW:

For State Agency Authorized Purchasers, License agreements must be reviewed and
approved by DOJ if the value exceeds the threshold for legal sufficiency review and
approval, if not otherwise exempt, or if the license agreement will become a master
agreement whose terms will apply to any license of the software under the IT SVAR Price
Agreement.

SPECIAL NOTE: While the Business Associate Agreement(BAA) incorporated into the
Microsoft Online Services Terms, a part of the Enterprise Agreement, is legally sufficient it
may or may not be acceptable for certain agencies. Ifit is not, a solution will need to be
worked out. HIPAA covered entities will need to review the BAA to determine if it is
appropriate for their use.

For State Agencies, Purchase Orders issued pursuant to the provisions of the Participating
Addendum (Price Agreement) together with a master/statewide license agreement that
has been previously legally approved, are exempt from legal sufficiency review and
approval pursuant to OAR 137-045-0050(15).

HELPFUL LINKS:

e JT SVAR site

e Software License Agreements website

e Vendor Feedback Form
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DEFINITIONS:

Cloud: has the meaning established by the International Standards Organization (ISO)
standard 17788:2014; and is defined as a paradigm for enabling network access to a
scalable and elastic pool of shareable physical or virtual resources with self-service
provisioning and administration on demand. Basically, Cloud computing is the
practice of using a network of remote servers hosted on the Internet to store, manage,
and process data, rather than a local server or a personal computer.

COTS (Commercial Off The Shelf): Software sold in the commercial marketplace and
made available to the general public, not requiring custom development or special
modification or maintenance over its life cycle. Software that is available for purchase
and is not custom built for a specific customer.

Microsoft Specific Definitions:

Enrolled Affiliate: An entity, either Customer or any one of Customer’s Affiliates, which
has entered into an Enrollment under the State of Oregon’s Master Microsoft Enterprise
Agreement.

Enrollment: The document that an Enrolled Affiliate submits under the State of
Oregon’s Master Microsoft Enterprise Agreement to place its initial order;

Enterprise: means an Enrolled Affiliate and other entities for which it is responsible
and chooses on its Enrollment to include in its enterprise

Off Premise: Software licensed by a user; installed and running on a server not at the
user’s location, but owned or leased by the user; and implemented by the user not the
provider.

On Premise: The software and data reside on AP or state-owned equipment.

Perpetual: Software that is purchased once and is owned and can be used with no end
date. Updates/upgrades must be purchased separately or through a maintenance and
support agreement.

Software as a Service: (SaaS; pronounced /sas/) is a software licensing and delivery
model in which software is licensed on a subscription basis and is centrally hosted. It is
sometimes referred to as "on-demand software".

Software Subscription: Software that is “leased” and can only be used as long as the
subscription is paid. Typically new versions are pushed out to users as they are made
available. Usage stops when the subscription reaches its expiration date without having
been renewed.
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		STATE OF OREGON

		PURCHASE ORDER (PO) NO.  

		PAGE



		Agency




		PO Date




		Delivery Date




		Bid Number




		Requisition No.






		Contractor Name and Address

SHI International Corp


Attn:  Greg George-Adis


290 Davidson Avenue


Somerset, NJ  08873




		Bill To






		Contractor FEIN



		BPO/Contract Number

PA #6454

		Agency Contact/Phone






		Ship To




		FOB






		   

		Terms





		Item

		Description

		Quantity

		U/M

		Unit Price

		Extended Amt.



		

		

		

		

		

		



		THIS PURCHASE IS PLACED AGAINST THE STATE OF ARIZONA MASTER AGREEMENT NO. ADSPI16-130651 THE TERMS AND CONDITIONS OF THE MASTER AGREEMENT AND THE PARTICIPATING ADDENDUM ENTERED INTO BY THE STATE OF OREGON, CONTRACT NO. 6454 AND THEIR TERMS AND CONDITIONS APPLY TO THIS PURCHASE AND SUPERSEDE ALL CONFLICTING TERMS AND CONDITIONS, EXPRESS OR IMPLIED.



		Sub Total

		



		Authorized Agent/Approved Date

		Total
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Revised_Lynx Software_Rider_Executed_04.25.2023.pdf
Agreement and Rider to Terms and Conditions

This rider (Rider) to the MTSI Terms and Conditions, the End User License Agreement, and the SSA
Service Level Agreement (collectively, the “TOS”) is between Micro Technology Services, Inc., a
corporation (Licensor) and the State of Oregon, acting through the Department of Administrative
Services, Procurement Services on behalf of state agencies (Licensee). This Rider, together with all
exhibits, constitutes the complete agreement between the parties (Agreement).

Licensor and Licensee agree:

1. Applicability and Authority. This Agreement pertains to the (Services), including related
intellectual property (such as documentation) and support to be provided as a service by Licensor
to Licensee under this Agreement. Licensor shall deliver Services in accordance with this
Agreement, inclusive of Licensor’s Terms of Service.

2. Complete Agreement; Order of Precedence. This Agreement consists of:
i.  thisRider
ii.  Micro Technology Services, Inc. Terms and Conditions (Exhibit A)
iii.  End User License Agreement (Exhibit B)
iv.  SSA Service Level Agreement (Exhibit C)
v.  Order.

Exhibits A, B, C and D and the executed Order are incorporated into this Agreement by this
reference. This Rider amends and supersedes any provision to the contrary in the TOS and the
Order. This Agreement merges all prior and contemporaneous communications with respect to
the matters described in this Agreement.

In the event of any conflict between (i) the Rider, (ii) the executed Order, (iii) the TOS pursuant
to its order of precedence, (iv) insurance requirements, (v) any terms and conditions published
by Licensor on or after the Effective Date of this Agreement (including updates to any policy
referenced in the TOS), and (vi) any terms presented to an end user in a ‘click wrap’ or similar
end user agreement, the conflict will be resolved in that order.

3. Effective Date and Term. This Agreement is effective when it is fully executed and approved
according to applicable laws, rules and regulations, whichever date is later (Effective Date). This
Agreement continues in effect unless terminated by either party by providing notice in the
manner specified in the TOS or specified in this Rider. There is no automatic renewal for the
services. Licensee may renew its subscription for an agreed upon term as of the anniversary date.

3.1. Licensor may terminate or suspend the Services but not access to Licensee Data held as
part of the Services if Licensee fails to pay an undisputed past-due invoice for a renewal
term within 30 calendar days of Licensee’s receipt of written notice from Licensor of such
failure.

3.2. If Licensee wishes to reinstate the Services, Licensee will pay the fee(s) due for the
current term at then-current prices available to similar-sized government clients in good
standing. Licensee will not pay a penalty or be obligated to pay for additional
subscription terms.
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4. Purchase and Payment. Licensee is acquiring these products and issuing Order(s) pursuant to the
provisions of a statewide price agreement, Participating Addendum No. 6454 between DAS PS
and SHI, Inc. Licensee’s obligation to pay is set forth in the Order. All payments, if any, to
Licensor are subject to ORS 293.462 and the limitations of the Statewide Travel Policy, currently
found online at: http://www.oregon.gov/das/Financial/Acctng/Documents/40.10.00.pdf.

5. Confidentiality of Licensor Information. Any obligation of Licensee to maintain the
confidentiality of Licensor’s proprietary information provided to Licensee is conditioned by and
subject to Licensee’s obligations under the Oregon Public Records Law, ORS 192.311 to 192.478
which may require disclosure of proprietary information as a “public record” unless exempt
under ORS 192.345 or ORS 192.355.

6. Licensee Data.

6.1.

6.2.

Ownership of Licensee Data. Any information Licensor or its employees or agents receives
or creates relating to Licensee or Licensee’s clients (Licensee Data) is owned by Licensee.
Licensee hereby grants Licensor a license to use Licensee Data to fulfill the purposes of this
Agreement, and otherwise only as specifically described in this Agreement. Licensor hereby
irrevocably assigns, transfers and conveys, and will cause its employees, subcontractors
and agents to assign, transfer and convey without further consideration all right, title, and
interest in Licensee Data to Licensee. Upon request by Licensee, Licensor will or will cause
the execution and delivery of any documents that may be necessary to preserve, or enable
Licensee to enforce, its rights with respect to Licensee Data.

Confidentiality Generally. Licensor acknowledges that, it and its employees, subcontractors
or agents in the course of this Agreement may be exposed to or acquire information that is
confidential to Licensee or Licensee’s clients. Licensee Data is confidential information.
Licensor shall maintain the confidentiality of Licensee’s confidential information.
Confidential information does not include:

e Information that becomes part of the public domain through lawful means and
without breach of any confidentiality obligation by Licensor;

e Information subsequently and rightfully received from third parties who have the
necessary rights to transfer the information without any obligation of confidentiality;

e Information that was known to Licensor prior to the Effective Date of the Agreement
without obligation of confidentiality;

e Information that is independently developed by Licensor and documented in writing
without use of, or reference to, any confidential information of Licensee; and

e Subject to Licensor’s obligation to provide notice under Section 7, Notifications,
information required to be disclosed by compulsory judicial or administrative process
or by law or regulation.

6.3. Privacy and Security Training. Licensor shall ensure its employees, agents, and

contractors receive periodic training on privacy and security obligations relating to this
Agreement.

6.4. Limited Purposes. Licensor shall limit the use or disclosure of Licensee Data to persons

directly connected with the administration of this Agreement.
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6.5. No Overseas Access, Storage, or Transmission. Licensee Data will not be accessed from,
transmitted, or stored outside of the United States or its territories, including for any
maintenance, support, disaster recovery, or data backup.

6.6. Prohibition on Data Mining. Licensor shall not capture, maintain, scan, index, share or
use Licensee Data, or otherwise use any data-mining technology, for any non-authorized
activity, and shall not permit its agents or subcontractors to do so. For purposes of this
requirement, “non-authorized activity” means data mining or processing of data, stored
or transmitted by the service, for unrelated commercial purposes, advertising or
advertising-related purposes, or for any other purpose other than security analysis that is
not explicitly authorized in this Agreement.

6.7. Privacy Protections. The information exchanged between the parties may include
Licensee Data subject to specific confidentiality protections under state or federal law,
and the implementing regulations of those laws. Licensor, its employees, agents, and
contractors shall comply with laws and regulations applicable to the information,
including as those laws and regulations may be updated from time to time. Licensor shall
maintain protections required by law or this Agreement for any retained Licensee Data
for so long as Licensor (including through any third party) retains Licensee Data.

6.8. Access. Licensor shall not suspend Licensee’s access to Licensee Data at any time during
the term of this Agreement or the post-termination access period.

6.9. Post-Termination Access to Licensee Data. Upon Agreement termination (including by
expiration), Licensor shall, at Licensee’s discretion, either return all Licensee Data to
Licensee (or delegate) in an agreed-upon format, or ensure Licensee has access and the
ability to retrieve Licensee Data for at least a 90 calendar day period following
termination. This 90 day period will be at no additional charge to Licensee. Licensor shall
not retain any copies of Licensee Data following Licensee’s written verification that
Licensee no longer requires post-termination access, except as necessary for audit
verification purposes.

6.10. Transition Services. Licensor shall at Licensee’s option provide transition services to
support a responsible and secure transition of Services and Licensee Data to another
service provider or to Licensee.

6.11. Sanitization. Subject to Section 8.10, Records Retention, Licensor shall not retain any
copies of Licensee Data following the post-termination access period referenced in
Section 6.9. Licensor shall not destroy Licensee Data without Licensee’s written
authorization. Licensor shall notify Licensee of any conditions that make returning all
Licensee Data not feasible. Upon Licensee’s written acknowledgement that returning all
Licensee Data is not feasible and consent, Licensor shall purge or destroy retained
Licensee Data in all its forms (including copies of returned data) in accordance with the
most current version of NIST SP 800-88 and provide Licensee with written certification of
sanitization.

7. Notifications.

7.1. Incidents and Breaches. In the event Licensor or its subcontractor or agents discover or
are notified of a security incident, or a breach or potential breach of security or privacy,
Licensor shall notify Licensee’s point of contact (or delegate) of the incident, breach, or
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potential breach immediately, and in no event more than 24 hours following discovery or
notification. An incident is an observable, measurable occurrence that is a deviation from
expected operations or activities. Breaches include a failure to comply with Licensor’s
confidentiality obligations. If Licensee determines that a breach requires notification of
its clients, or other notification required by law, Licensee will have sole control over the
notification content, timing, and method, subject to Licensor’s obligations under
applicable law.

7.2. Response to Public Records Request for Agency Data. The Services are the system of record for
Licensee Data. Licensee, as an executive department agency of the State of Oregon, must
respond to requests for Licensee Data and other public records under Oregon’s Public Records
laws, including ORS 192.311 to 192.478, within set timeframes. Licensor shall support the ability
of Licensee to respond to public records requests for Licensee Data in accordance with applicable
law.

7.3. Other Requests for Licensee Data. In the event Licensor receives a third party request
for Licensee Data, including any electronic discovery, litigation hold, or discovery
searches, Licensor shall first give Licensee notice and provide such information as may
reasonably be necessary to enable Licensee to take action to protect its interests.

7.4. Changes in Law. Each party will provide notice to the other of any change in law, or any
other legal development, which may significantly affect its ability to perform its
obligations.

8. Security. Licensor shall not be hosting any Licensee Data or systems through the Services.

8.1. Compliance with Laws, Regulations, and Policies. Licensor shall comply with all
applicable state and federal laws and regulations, and State of Oregon policies governing
use and disclosure of Licensee Data and access to State of Oregon information assets, as
adopted or modified from time to time. Applicable laws, regulations, and policies include
but are not limited to:

8.1.1. Oregon’s Statewide Information Security Standards:
https://www.oregon.gov/das/OSCIO/Documents/2019StatewidelnformationAndCyberS
ecurityStandardsV1.0.

8.1.2. Oregon’s Statewide Information Security Plan,
https://www.oregon.gov/das/OSCIO/Pages/SecurityGuidance.aspx.

8.1.3. Oregon’s Statewide Information Technology Policies:
www.oregon.gov/das/Pages/policies.aspx#IT.

8.1.4. The Oregon Consumer Information Protection Act (OCIPA), ORS 646A.600 through
646A.628. For purposes of OCIPA, Licensor is a vendor.

8.2. Privacy and Security Measures. Licensor represents and warrants it has established and
will maintain privacy and security measures that meet or exceed the standards set in
laws, rules, and regulations applicable to the safeguarding, security, and privacy of
Licensee Data. Licensor shall monitor, periodically assess, and update its physical,
technical, and logical security controls and risk to ensure continued effectiveness of
those controls. This is an on prem solution, so there will not be any hosting or is this a
licensing agreement for hosting.
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8.3. Security Risk Management Plan. Licensor shall ensure the level of security and privacy
protection required by this Agreement or for the Services is documented in a security risk
This is an on prem solution, so there will not be any hosting management plan. Licensor
will make its plan available to Licensee for review upon request.

8.4. Testing. Licensee reserves the right to conduct periodic security testing upon reasonable
advanced notice to Licensee of the Services.

8.5. Security Logs and Reports. Licensor shall allow Licensee access to system security logs
that affect the Services, Licensee Data, or processes. This includes the ability for Licensee

to request a report of the records that a specific user accessed over a specified period of
time.

8.6. Licensee Audit Rights and Access. Licensor shall maintain records in such a manner as to
clearly document its compliance with and performance under this Agreement, and
provide Licensee, the Oregon Secretary of State, the federal government, and their duly
authorized representatives access to Licensor’s officers, agents, contractors,
subcontractors, employees, facilities and records to:

e Determine Licensor’s compliance with this Agreement,
e Validate Licensor’s written security risk management plan, or

e Gather or verify any additional information Licensee may require to meet any state or
federal laws, rules, or orders, including those regarding Licensee Data.

8.6.1. Notice. Except as stated below for security logs, access to facilities, systems, and
records under this section will be granted following reasonable notice to Licensor.
Records include paper or electronic form, and related system components and tools
(including hardware and software), required to perform examinations and audits, and to
make excerpts and transcripts, including for data forensics.

8.6.2. System Security Logs. Licensor shall provide designated Licensee staff on-demand
access to system security logs in a form as agreed upon by the parties for the Services,
including user-level access logs for both Licensee and Licensor users.

8.7. Record Retention. LicensorDsﬁath(!%iPa%“?ebp!lcggggygpgggg; f§rt£%1tlﬁng1l§r¥1 of six

years, or such longer period as may be required by applicable law, following termination of
this Agreement, or until conclusion of any audit, controversy, or litigation arising out of or
related to this Agreement, whichever data is later.

Licensor Access and Audit rights. Licensor may audit Licensee’s use of the Services, provided:

9.1. Any onsite audit will take place no more than once every 12 months, upon not fewer than
30 calendar days’ written notice, during normal business hours and in a manner that does
not interfere unreasonably with Licensee’s operations. Licensee will provide Licensor or the
independent auditor with information reasonably requested in furtherance of the
verification; however, Licensor has no right of access to any locations, servers, computers,
records, data, accounts, or other information protected by law from disclosure. As an
alternative, Licensor can request Licensee complete a self-audit questionnaire.

9.2. If an agreed-upon compliance or audit report reveals that Licensee does not have sufficient
subscriptions to meet its actual use, Licensee will order sufficient subscriptions at
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10.

11.

12.

13.

14.

15.

Licensee’s then-current prices, or at prices available to similar-sized government clients in
good standing, whichever is lower. Licensee will not pay a penalty. Licensee may at its
option purchase additional Services or subscriptions.

9.3. Each party will bear its own costs of any audit or compliance verification activity conducted.

Licensee Liabilities and Indemnification. Licensee’s liabilities under this Agreement and any
Licensee obligation under the TOS to indemnify or hold Licensor harmless against claims brought
by third parties against Licensor, including any payment of attorneys’ fees, are subject to the
limitations of Article XI, Section 7 of the Oregon Constitution and the Oregon Tort Claims Act,
ORS 30.260 through 30.300. Licensee has no obligation to defend Licensor.

Insurance and Notice of Actions.
11.1. Section 13 of the TOS is deleted in its entirety.

11.2. Licensee will timely notify Licensor in writing of any action, claim or demand of which
Licensee becomes aware and which Licensee reasonably expects to result in an
indemnifiable loss. Licensor’s indemnification obligations are not subject to any limitation
of liability in the TOS. Licensor’s obligation under this section does not extend to any
indemnifiable loss to the extent caused by: (i) the negligence or willful misconduct of
Licensee, the State of Oregon, or their agents, officials or employees; or (ii) Licensee’s
modification of Licensor’s software where the unmodified version of the software would
not cause an indemnifiable loss.

11.3. Except for claims and expenses relating to Licensor’s indemnification obligations, defense
obligations, breach of Licensee Data, or claims and penalties arising from Licensee’s
obligations under laws and regulations in Section 9.1 (Compliance with Laws, Regulations,
and Policies), Licensor’s liability under this Agreement is limited to one and one half times
the maximum amount payable under this Agreement.

Governing Law; Jurisdiction; Venue.-Section 18 of the TOS is deleted in its entirety. In no way
may this section or any other term of this Agreement be construed as (i) a waiver by the State of
Oregon of any form of defense or immunity, whether it is sovereign immunity, governmental
immunity, immunity based on the Eleventh Amendment to the Constitution of the United States,
or otherwise, or (ii) consent by the State of Oregon to the jurisdiction of any court.

Attorneys’ Fees. Neither party to this Agreement is entitled to obtain judgment from the other
party for attorneys’ fees incurred in any litigation between the parties. Except as allowable under
Section 10 (Licensee Liabilities and Indemnification) and Section 11 (Licensor Indemnification) of
this Rider, neither party may obtain judgment from the other party for attorneys’ fees incurred in
the defense of any claim asserted by a third party.

Dispute Resolution. Any dispute between the parties under this Agreement that is not resolved
through informal discussions may be submitted to mediation upon the consent of both parties. If
informal discussions or mediation are unsuccessful, either party may initiate litigation to resolve
the dispute. The parties specifically disclaim any right to arbitration of disputes. Neither party
waives its right to a jury trial or right to participate in class, collective, or representative claims.

Termination.

15.1. Licensee’s Rights to Terminate.
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15.1.1. Termination for Lack of Funding. Nothing in this Agreement may be construed to
permit any violation of Article XI, Section 7 of the Oregon Constitution or any other law
regulating liabilities or monetary obligations of the State of Oregon. Licensee’s payment
for fees due after the last calendar day of the current State of Oregon biennium is
contingent upon Licensee receiving funding, appropriations, limitations, allotments or
other expenditure authority from the Oregon Legislative Assembly (including its
Emergency Board) sufficient to allow Licensee, in the exercise of its reasonable
administrative discretion, to continue to compensate Licensor. Licensee may
immediately terminate this Agreement upon written notice if Licensee fails to receive
funding, appropriations, limitations, allotments, or other expenditure authority as
contemplated by Licensee’s budget or spending plan and Licensee determines, in its
assessment and ranking of the policy objectives explicit or implicit in its budget or
spending plan, that it is necessary to terminate this Agreement.

15.1.2. EIS Authorization. Licensee may terminate this Agreement if it does not receive
authorization from the Enterprise Information Services (EIS) to continue the Services, or
EIS authorization is withdrawn or modified in a way that performance of the Services
under this Agreement is prohibited or no longer in the best interest of the State.

15.1.3. Licensee’s Right to Terminate for No Cause. Licensee may terminate this Agreement
upon at least 30 calendar days’ prior written notice to Licensor.

15.1.4. Licensee’s Right to Terminate for Cause. In addition to any other rights and remedies
Licensee may have under this Agreement, Licensee may terminate this Agreement, in
whole or in part, upon written notice to Licensor of Licensor’s default. Licensor will be in
default under this Agreement if:

15.1.4.1. Licensor institutes or has instituted against it insolvency, receivership or
bankruptcy proceedings which are not dismissed within 60 calendar days of their
commencement, makes an assignment for the benefit of creditors, or ceases doing
business on a regular basis; or

15.1.4.2. Licensor no longer holds a license or certificate that is required to provide the
Services and Licensor has not obtained such license or certificate within 30
business days after delivery of Licensee’s notice or such longer period as Licensee
may specify in such notice; or

15.1.4.3. Licensor commits any material breach of any covenant, warranty, obligation or
certification under this Agreement, fails to provide or perform the Services in
conformance with the specifications and warranties provided herein, or clearly
manifests an intent not to perform future obligations under this Agreement, and
such breach or default is not cured, or such manifestation of an intent not to
perform is not corrected by reasonable written assurances of performance within
30 business days after delivery of Licensee’s notice or such longer period as
Licensee may specify in such notice.

15.1.5. Licensee’s Right to Terminate for Services Issues. Licensee may terminate this
Agreement upon at least 30 calendar days’ advance written notice if the Services are not
in material conformance with the Service documentation, including if Licensor materially
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16.

17.

18.

19.

20.

21.

fails to meet service level agreements. A “material failure” includes consecutive or
excessive failures.

15.2. Licensor’s Right to Terminate for Cause. Licensor may, subject to a minimum 60
calendar days’ prior written notice to Licensee, terminate this Agreement for cause.

15.3. Mutual Termination. The parties may agree to terminate this Agreement upon at
least 30 calendar days’ prior written agreement.

Publicity. Licensor may disclose the form and existence of this Agreement in advertising, press
releases or other materials distributed to prospective customers, but shall not otherwise attempt
to obtain publicity from its association with Licensee or the State of Oregon, whether or not such
disclosure, publicity or association implies an endorsement by Licensee or the State of Oregon of
Licensor’s products and services, without the prior written consent of Licensee.

Counterparts. This Rider may be executed in two or more counterparts, by facsimile or
otherwise, each of which is an original, and all of which together constitute one and the same
instrument, notwithstanding that all parties are not signatories to the same counterpart.

Amendments. This Agreement may be amended, modified, or supplemented only by a written
amendment that, if required by applicable law, has been approved according to applicable laws,
rules and regulations, and for legal sufficiency by DOJ. No amendment will be effective until all
requisite signatures and approvals are obtained from both parties.

No Third Party Beneficiaries. Licensee and Licensor are the only parties to this Agreement and
are the only parties entitled to enforce its terms.

Subcontractors. Licensor shall disclose its subcontractors under this Agreement and ensure all
subcontractors providing services related to this Agreement comply with its applicable
provisions.

Notices. Except as otherwise expressly provided in this Agreement, any communications
between the parties or notices to be given under this Agreement must be given in writing to
Licensor at the address or number set forth below, and to DAS PS at the address or number set
forth in below, or to such other addresses or numbers as either party may hereafter indicate

pursuant to this Agreement. Licelyxglppiis! Bra wis! rpmrpbpdjwi—ép(féhﬂosﬂg\té‘gigfder.

e Any communication or notice delivered by United States Postal Service, first class mail
postage prepaid, will be deemed given five calendar days after mailing.

e Any communication or notice delivered by email will be deemed given when the recipient
responds with a receipt, which may be auto-generated. To be effective against Licensee,
such email transmission must be confirmed by telephone notice to the Licensee
Authorized Representative (or delegate).

e Any communication or notice by personal delivery will be deemed given when actually
received by the appropriate Authorized Representative (or delegate).
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LICENSOR, BY EXECUTION OF THIS AGREEMENT, HEREBY ACKNOWLEDGES THAT IT HAS READ THIS
AGREEMENT, UNDERSTANDS IT, AND AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS.

Licensor: %f Lf: ~ Z 5, B Z/’/%

Signature & Date

Printed Name and Title of

_ _ : / - —
Authorized Representative /(C’ Ui "3 ?E’ _7»/7>/ /” res /pc‘/ﬂ/ /
/

Services Manager or Other Point of Contact:

Printed N d Titl : , & vy
rinted Name and Tile jjﬁ/f/f //////m 5 Z:/ﬂfa/ / 2L of 7 //1/77/ el

Mailing Address

Physical Address o ( 5, e . S S
99 Erman dr. Ste 27 Richdson 0 75 %94

Teleph 7 Y P 4
elephone 772 -27/~6879 x+ 40
E .I Ve ' '

mal //th &M com

State of Oregon acting by and through Department of Administrative Services

Signature & Date p@ééé@ DW

Printed Name and Title of

Debbie Davis, IT Procurement Strategist

Authorized Representative

DAS PS Point of Contact:

Printed Name and Title Debbie Davis, IT Procurement Strategist
Mailing Address 595 Ferry St SE., Salem, OR 97302

Physical Address

Telephone 971 -707-1 1 OO
Email Debbie.M.Davis@das.oregon.gov

APPROVED PURSUANT TO ORS291.047 BY THE DEPARTMENT OF JUSTICE:

By: _Karen Johnson via email dated 4/25/2023

Senior Assistant Attorney General
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EXHIBIT A
TERMS AND CONDITIONS

The following terms and conditions (“Terms and Conditions”) effective as of
O~ b 2.5 90 Z3(“Effective Date”) apply to the relationship between
sATEe ol Oreqg or> ("Customer") and
Micro Technology Services Inc. ("Company*‘).

These Terms and Conditions are hereby mutually acknowledged by these parties, and intending to
be legally bound by the agreement (“Agreement”), Company and Customer covenant and agree as
follows:

1. Scope of Services and Controlling Nature and Effect of These Terms and Conditions.
Company agrees to provide to Customer the goods (“Goods”) and/or services (“Services”) as set
forth in any and all written documents (“Written Documents”) pertaining to this transaction.
Anything to the contrary contained in the Written Documents notwithstanding, in the event that
there shall be any conflict or inconsistency relating to the subject matter of the Agreement
between any term or condition of these Terms and Conditions and any term or condition of the
Written Documents or any attachment or exhibit to the Written Documents, the term or
condition of these Terms and Conditions shall govern and control. All exhibits, schedules, and
attachments to this Agreement referred to in this Agreement are incorporated into this
Agreement by reference and made part of this Agreement.

2. Term. The Initial Term of this Agreement shall commence on the date of Company receipt of a
purchase order from Customer and continue for a period of one year. At the conclusion of the
Initial Term, this Agreement shall automatically extend for successive terms equal to the Initial
Term, each and together a "Term" of this Agreement, unless either party gives written notice to
the other party at least thirty (30) days prior to the end of the then-current term. This agreement
shall apply to any extended term.

3. Payment. Payments shall be invoiced and due in accordance with the terms

and conditions set forth in this Agreement. Customer will pay Company in full on or before the 30"
calendar day of when the goods or services were dispatched by the Company.

Customer’s failure to make payment when due is a material breach of this Agreement.

4. Pricing. Company may increase prices upon notice to Customer or annually to reflect increases
in material and labor costs at Companies discretion. Customer agrees to pay all taxes, permits,
and other charges, including but not limited to state and local sales

and excise taxes, and any charges imposed by any government body, based on the service charges
pursuant to this Agreement. Prices in any quotation or proposal from Company are subject to
change upon notice sent to Customer at any time before the quotation or proposal has been
accepted at Companies discretion.

5. Independent Contractor. Each party shall act solely as an independent contractor. Nothing in
the Agreement shall give either party the power or authority to act for or bind the other party in
any way. Nothing herein shall be construed to create the relationship of partners, principal and
agent, or joint venture partners between the parties.
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6. Limitation of Liability; Limitations of Remedy. Customer releases and waives all right of
recovery against Company arising by way of subrogation. Company makes no guaranty or
warranty, including any implied warranty of merchantability or fitness for a particular purpose
that equipment or services supplied by Company will detect or alert occurrences or the
consequences therefrom that the equipment or service was designed to detect or alert. Should
Company be found liable for any loss, damage or injury arising from a failure of the equipment
or service in any respect, Company's liability shall be limited to an amount equal to the
Agreement price.

7. Indemnity. Customer agrees to indemnify, hold harmless and defend Company against any and
all losses, damages, costs, including expert fees and costs, and expenses including reasonable
defense costs, arising from any and all third party claims for personal injury, death, property
damage or economic loss, arising in any way from any act or omission of Customer or Company
relating in any way to this Agreement.

Company reserves the right to select counsel to represent it in any such action.

8. Confidentiality. Company agrees to maintain strict confidentiality concerning

Customer’s confidential information, including but not limited to all Protected Health

Information (“PHI”) as defined by the Health Insurance Portability and Accountability Act of 1996
(“HIPAA”) 42 U.S.C. 1171 et seq., the Health Information Technology for Economic and Clinical
Health Act of 2009 (“HITECH"”) and regulations promulgated thereunder, as well as all business
planning, financial information, trade secret or other proprietary information, written or oral,
acquired, shared, provided or developed under this Agreement (the "Confidential Information”),
and shall not use, disclose or allow access to such Confidential Information by any other person or
organization, other than those who have a need to know the information in order to perform their
obligations under this Agreement, without Customer’s prior written consent. The foregoing
obligations regarding Confidential Information do not apply to information which is: (a) known to
the recipient at the time of its disclosure; (b) in the public domain at the time of disclosure to
recipient, or subsequently thereafter becomes part of the public domain without the fault of
recipient; or (c) acquired by recipient from a third party having no obligation of confidentiality
with respect to such information.

9. Customer Responsibilities. Customer shall regularly test the System(s) in accordance with
applicable law and manufacturers' and Company's recommendations. Customer shall promptly
notify Company of any malfunction in the Covered System(s) which comes to Customer's
attention. This Agreement assumes any existing system(s) are in operational and maintainable
condition as of the Agreement date.

10. System Equipment. The purchase of equipment or peripheral devices, from Company shall be
subject to the terms of this Agreement. If, in Company's sole judgment, any peripheral device or
other system equipment, which is attached to the Covered System(s), whether provided by
Company, Customer, or a third party, interferes with the proper operation of the Covered
System(s), Customer shall remove or replace such device or equipment promptly upon notice from
Company. Failure of Customer to remove or replace the device shall constitute a material breach
of this Agreement. If Customer adds any third party device or equipment to the Covered System(s),
Company shall not be responsible for
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any damage to or failure of the Covered System(s) caused in whole or in part by such device or
equipment.

11. Limited Warranty. Company warrants that its workmanship and material, furnished under
this agreement will be free from defects for a period of one year from the date of furnishing.
Where company provides product or equipment of others, company will warrant the product
or equipment only to the extent warranted by such third party.

12. Outside Charges. Customer understands and accepts that Company specifically disclaims
any responsibility for charges associated with the notification or dispatching of anyone,
including but not limited to fire department, police department, paramedics, doctors, or any
other emergency personnel, and if there are any charges incurred as a result of said
notification or dispatch, said charges shall be the responsibility of Customer.

13. Delays. Company shall have no responsibility or liability to Customer or any other
person for delays in the installation or repair of the System or the performance of our
Services regardless of the reason, or for any resulting consequences.

14. Termination. Company may terminate this Agreement immediately at its sole discretion
upon the occurrence of any Event of Default as hereinafter defined. Company may also
terminate this Agreement at its sole discretion upon notice to Customer if Company's
performance of its obligations under this Agreement becomes impracticable due to
obsolescence of equipment at Customer's premises or unavailability of parts. Either party may
terminate the Agreement, in whole or in part, at any time without cause after providing the
other party with thirty (30) days prior written notice. Notice may be sent to address below:
Micro Technology Services, Inc. 1819

Firman Dr. Suite 137

Richardson, 75081

15. Default. An Event of Default shall include, but not be limited to:

e Any full or partial termination of this Agreement by Customer before the expiration

e Failure of Customer to pay any amount within ten days after the amount is due and
payable

e Abuse of the System

e Failure by Customer to observe, keep or perform any term of this Agreement

e Dissolution, termination, discontinuance, insolvency or business failure of
Customer.

Upon the occurrence of an Event of Default, Company may pursue one or more of the
following remedies, 1) discontinue furnishing Services, 2) proceed at law or equity to enforce
performance by Customer or recover damages for breach of this Agreement, and

3) recover all costs and expenses, including without limitation reasonable attorneys' fees, in
connection with enforcing or attempting to enforce this Agreement.

16. One-Year Limitation on Actions. It is agreed that no suit, or cause of action or other
proceeding shall be brought against either party more than one (1) year after the accrual of the

cause of action or one (1) year after the claim arises, whichever is shorter, whether known or
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unknown when the claim arises or whether based on tort, Agreement, or any other legal
theory.

17. Assignment. Customer may not assign this Agreement without Company's prior
written consent. Company may assign this Agreement without obtaining Customer's
consent.

18. Entire Agreement. The parties intend this Agreement, together with any attachments or
Riders (collectively the "Agreement) to be the final, complete and exclusive expression of
their Agreement and the terms and conditions thereof. This Agreement supersedes all prior
representations, understandings or agreements between the parties, written or oral, and
shall constitute the sole terms and conditions relating to the Services. No waiver, change, or
modification of any terms or conditions of this Agreement shall be binding on Company
unless made in writing and signed by an Authorized Representative of Company.

19. Severability. If any provision of this Agreement is held by any court or other competent
authority to be void or unenforceable in whole or in part, this Agreement will continue to be
valid as to the other provisions and the remainder of the affected provision.

20. Electronic Media. Customer agrees that Company may scan, image or otherwise convert
this Agreement into an electronic format of any nature. Customer agrees that a copy of this
Agreement produced from such electronic format is legally equivalent to the original for any
and all purposes, including litigation. Customer agrees that Company's receipt by fax of the
Agreement signed by Customer legally binds Customer and such fax copy is legally equivalent
to the original for any and all purposes, including litigation.

21. Legal Fees. Company shall be entitled to recover from Customer all reasonable legal fees
incurred in connection with Company enforcing the terms and conditions of this Agreement.

22. Survival. All provisions of this Agreement which by nature are reasonably intended to have
effect after termination of this Agreement, shall survive such termination. In witness thereof
the parties herby execute this agreement.

23. Exhibits. The following exhibits are attached and made a part of this Agreement:

24. Approval and Signature. By signing below, all Approvers agree to all terms apd
conditions outlined in this Agreement. T7 H \/’(

Micro TechnologywServices, Inc. ?ljéﬁl.-p&:’/\) ( pr & : _;, P )
DATE V -15-2° TITLE_ PRINT SIGN
Customer

DATE

TITLE PRINT SIGN
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EXHIBIT B
END USER LICENSE AGREEMENT

NOTICE: THIS SOFTWARE IS LICENSED TO THE USER SUBJECT TO THE TERMS AND CONDITIONS OF THE
FOLLOWING LEGALLY BINDING LICENSE AGREEMENT. PLEASE READ THE AGREEMENT CAREFULLY
BEFORE USING THE SOFTWARE. BY EXERCISING THIS OPTION, THE USER AGREE TO BE BOUND BY THE
TERMS AND CONDITIONS OF THIS AGREEMENT. IF THE USER DOES NOT SO AGREE THE USER SHOULD
DISCONTINUE USE OF THE SOFTWARE. THE EFFECTIVE DATE OF THIS CONTRACT SHALL BE OCTOBER
16%, 2019.

1 OWNERSHIP AND LICENSE GRANT

1.1 Micro Technology Services, Inc. ("Licensor” or “MTSI”) retains ownership of the software
("Software") including without limitation all copyright and other intellectual property rights, anywhere
in the world.

1.2 The Software is defined as the Lynx server code and Lynx client code, including binary, object, source
code, and scripts.

1.3 The Customer (“User”) are granted a non-exclusive, revocable, license to use the software as
intended, exclusively for the intended purpose, and licensor use of the software.

1.4 The Customer may make one (1) archival copy of the Software provided Customer retains all
copyright, confidentiality, and proprietary notices that appear on the original.

1.5 This license is personal to the user or the user’s corporation, and the user may not sell, sub-license,
rent, lend or lease the Software to anyone else.

1.6 This license grants the user the right to use the software at a single campus or facility. Use outside
the customer’s campus or facility is prohibited unless a separate multi-site license agreement is signed.

1.7 This software uses libraries from the FFmpeg (https://ffmpeg.org) and LibVLC
(https://www.videolan.org) projects, each used under the LGPLv2.1 license
(https://www.gnu.org/licenses/old-licenses/lgpl-2.1.txt). Micro Technology Services, Inc. does not own
FFmpeg or LibVLC.

1.8 This software uses libraries from Sencha Ext JS 3.0 and 3.4.1. Micro Technology Services, Inc. does
not own Sencha Ext JS. The Customer (“User”) is not permitted to use the included Sencha Ext JS 3.0 or
3.4.1 software independently of the Lynx Software. The Customer (“User”) is not permitted reuse the
included Sencha Ext JS 3.0 or 3.4.1 software with any other applications.

2 FEES

2.1 In consideration of the grant of this License the customer agree to pay to the Licensor per system for
goods or services placed upon the customer or the customers using the Software within 30 days of
invoice.
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3 SOFTWARE WARRANTY AND LIMITATION

3.1 The Licensor shall provide technical and software support services in relation to the use and
operation of the Software as defined in the Service License Agreement. Such support shall include email,
phone, and online help during normal business hours, any updates, patches, and changes posted by
Licensor from time to time. Support is for one year from the date of purchase, and may be extended
from year to year for an annual fee.

3.2 If the customer discovers a material error in the Software which substantially affects use of the
Software and the customer notifies the Licensor of such error during the warranty period of 30 days
from the date of purchase, the customers sole and exclusive remedies will be to cease to use it in order
for the customer to get a refund, less shipping and restocking charges, or to use an updated copy of the
software which shall be subject to the terms and conditions set out herein. Customer's exclusive remedy
and the entire liability of Licensor and its suppliers under this limited warranty will be, at Licensor or its
service center's option, repair, replacement, or refund of the Software if reported (or, upon request,
returned) to the party supplying the software to Customer. In no event does Licensor warrant that the
software is error free or that Customer will be able to operate the Software without problems or
interruptions.

3.3 The Software is provided AS IS. Licensor warrants that for a period of one year from the date of
shipment: (i) the media on which the Software is furnished will be free of defects in materials and
workmanship under normal use; and (ii) the Software substantially conforms to its published
specifications. This limited warranty extends only to Customer as the original licensee.

3.4 The user recognizes that a properly installed and maintained system does not ensure or guarantee
that there will be no death, personal damage and/or damage to property as a result. Micro Technology
Services Inc. does not claim that the product may not be compromised and/or circumvented, or that the
product will prevent any death, personal and/or bodily injury and/or damage to property resulting from
burglary, robbery, fire or otherwise, or that the product will in all cases provide adequate warning or
protection.

3.5 Micro Technology Services Inc. shall have no liability for any death, injury, or damage, however
incurred, based on a claim that Micro Technology Services Inc. products failed to function. However, if
Micro Technology Services Inc. is held liable, directly or indirectly, for any loss or damage arising under
this limited warranty or otherwise, regardless of cause or origin, Micro Technology Services Inc.
maximum liability will not in any case exceed the purchase price of the product, which will be fixed as
liguidated damages and not as a penalty, and will be the complete and exclusive remedy against Micro
Technology Services Inc.

3.6 The user acknowledges that in order for the Software to operate and perform, the Licensor's server
has to be able to record and track all messages. The user agrees that, subject to providing evidence to
the contrary, the records of the Licensor's server shall be deemed to be an accurate record of messages
placed using the Software.
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3.7 EXCEPT AS SPECIFIED IN THIS WARRANTY, ALL EXPRESS OR IMPLIED CONDITIONS,

REPRESENTATIONS, AND WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT OR ARISING FROM A
COURSE OF DEALING, USAGE, OR TRADE PRACTICE, ARE HEREBY EXCLUDED TO THE EXTENT ALLOWED BY
APPLICABLE LAW. IN NO EVENT WILL LICENSOR OR ITS SUPPLIERS BE LIABLE FOR ANY LOST REVENUE,
PROFIT, OR DATA, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL, OR PUNITIVE DAMAGES
HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY ARISING OUT OF THE USE OF OR
INABILITY TO USE THE SOFTWARE EVEN IF LICENSOR OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

3.8 In no event shall Licensor or its suppliers' liability to Customer, whether in contract, tort (including
negligence), or otherwise, exceed the price paid by Customer. The foregoing limitations shall apply even
if the above-stated warranty fails of its essential purpose. SOME STATES DO NOT ALLOW LIMITATION OR
EXCLUSION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES.

3.9 Licensor does not undertake, warrant, or guarantee that the services (including the Lynx Alerts App
and associated hosted systems) will be uninterrupted, continuous or error free. The Customer
acknowledges and agrees that the Customers use of the services and software is dependent on, and
affected by, environmental and other factors outside of the control of MTSI, including the Customers
hardware (mobile devices or any other platforms) and other software or services provided by the
Customer. (Operating Systems, third party applications or services) MTSI will have no liability
whatsoever relating to any failure of, or interruption in the performance of, the software and services
resulting from any external factors.

3.10 Customer acknowledges that L@@Mvi@%e location information to all

devices, software, hardware products, and services. Location information is subject to but, but not
limited to, the following external factors: Cellular service provider, local network, satellite coverage,
mobile device settings, mobile device permissions, other mobile device limitations, non-existent location
data, misconfigured systems, outdated location data, or incorrect location data.

4 CONFIDENTIAL INFORMATION

4.1 All proprietary information we provide will be marked as proprietary. Such proprietary information,
data, drawings, specifications, documentation, software listings, source or object code which the
Licensor may have imparted and may from time to time impart to the customer relating to the Software
(other than the ideas and principles which underlie the Software) and marked as such, is proprietary and
confidential.

4.2 The Licensee hereby agrees that it shall use the proprietary information solely in accordance with
the provisions of this Agreement and that it shall not at any time during or after expiry or termination of
this Agreement, disclose the same, whether directly or indirectly, to any third party without the
Licensor's prior written consent.

4.3 The user agrees that the user shall not directly or through any subsidiary, agent or third party sell,
lease, license, sub-license or otherwise deal with the Software or any part or parts or variations,
modifications, copies, releases, versions or enhancements thereof.

4.4 Software, including technical data, is subject to U.S. export control laws, including the U.S. Export
Administration Act and its associated regulations, and may be subject to export or import regulations in
other countries. Customer agrees to comply strictly with all such regulations and acknowledges that it
has the responsibility to obtain licenses to export, re-export, or import Software.
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5 FORCE MAJEURE

5.1 The Licensor shall be under no liability to the user in respect of anything which, apart from this
provision, may constitute breach of this Agreement arising by reason of any matter outside the
reasonable control of the Licensor, including but not limited to, any network outages, power
interruptions, acts of God, or failures of or interruptions to any communications equipment, software,
or hardware.

6 INDEMNIFICATION

6.1 The user shall indemnify and hold harmless MTSI, its directors, officers, employees and agents from
and against any claim, action, or demands alleging that the software infringes any patent copyright or
other intellectual property. The user shall indemnify and hold harmless MTSI, its directors, officers,
employees and agents from and against any liabilities, losses, costs, expenses (including reasonable
attorneys' fees), and damages arising out of or occurred in connection with use of the software pursuant
to this agreement resulting from any negligent acts, omissions or willful misconduct by customer,
customer's use of the services and any breach of the terms and conditions of this agreement by the
user, including any violation of this agreement by the user or any other person using the software,
including but not limited to any violation of any federal or state laws or regulations. Should any claim
subject to indemnity be named against licensor or licensee, the party who made the claim is made
agreed to provide the other party with prompt written notice of the claim.

7 HARDWARE WARRANTY AND GUARANTEE

7.1 MTSI warrants that its products are free from defects in material or manufacture for a period of 12
months from original date of end-user receipt. During the first year after the original date of receipt, if
defective, MTSI will repair or replace the unit, with no charge to customer for parts and labor. This
warranty does not apply to failure of the unit resulting from misuse, abuse, accident, and neglect or
mishandling.

7.2 If hardware products should become defective within the warranty period, MTSI will elect to repair
or replace it free of charge at our option, including free return transportation, provided it is delivered
prepaid and insured to MTSI. Parts and/or replacement product supplied under this warranty may be
new or reconditioned at MTSI’s option.

7.3 The consumer's sole remedy shall be such repair or replacement as is expressly provided above, and
MTSI shall in no event be liable for any incidental or consequential damages arising out of the use or
inability to use this product for any purpose whatsoever. Some states do not allow the exclusion or
limitation of incidental or consequential damages, so the above limitation or exclusion may not apply.

7.4 We proudly stand behind every product we sell with our 30-day return guarantee. If the customer is
not completely satisfied with the product and MTSI cannot provide a solution, the customer may return
any hardware within 30 days. The customer must return the product in new condition in its original
packaging with its original packing slip to verify proof of delivery date. Upon receipt of the unit, MTSI will
issue the customer a refund, less shipping costs and restocking fees.

8 HEADINGS

8.1 The headings of the terms and conditions herein contained are inserted for convenience of
reference only and are not intended to be part of or to affect the meaning or interpretation of any of
the terms and conditions of this Agreement.

Page 17 of 23





9 GENERAL

9.1 The unenforceability or invalidity of any part of this Agreement will not affect the enforceability or
validity of any remaining part.

9.2 The user agrees with all the terms and conditions in the SOFTWARE LICENSE AGREEMENT above.

9.3 THE WARRANTIES SET FORTH IN SECTION 3, ABOVE, ARE IN LIEU OF, AND THIS AGREEMENT
EXPRESSLY EXCLUDES, ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, ORAL OR WRITTEN, INCLUDING,
WITHOUT LIMITATION, (a) ANY WARRANTY THAT THE SOFTWARE IS ERROR FREE, WILL OPERATE
WITHOUT INTERRUPTION, OR IS COMPATIBLE WITH ALL EQUIPMENT AND SOFTWARE
CONFIGURATIONS; (b) ANY AND ALL IMPLIED WARRANTIES OF MERCHANTABILITY; AND (c) ANY AND
ALL WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE.

9.4 By using the Software, you represent that you are at least 18 years of age or that you are
the parent or guardian of such a minor and consent to such minor dependent’s use of the
Software.
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1. Agreement Overview

This Agreement represents a Service Level Agreement (“SLA” or “Agreement”) between
Micro Technology Services, Inc. (“Technical Support Service Provider” or “Provider” or
“Service Provider”) and the Lynx customer (“Lynx System Owner” or (“Customer”) for the
provisioning of technical support services required to support and sustain the Lynx
system.

This Agreement remains valid until superseded by a revised agreement mutually
endorsed by the stakeholders.

This Agreement outlines the parameters of all technical support services covered as they
are mutually understood by the primary stakeholders. This Agreement does not
supersede current processes and procedures unless explicitly stated herein.

2. Objectives

The purpose of this Agreement is to ensure that the proper understandings and
commitments are in place to provide consistent technical support service to the Lynx
Customer by Micro Technology Services, Inc.

The objectives of this Agreement are to:

« Provide clear reference to service accountability and responsibilities.
» Match perceptions of expected service provision with actual service support &
delivery.

3. Service Agreement

The following detailed service parameters are the responsibility of the Service Provider
in the ongoing support of this Agreement.

3.1 Service Scope

This Agreement covers technical support for the Lynx system, LynxGuide server
application updates, and training for the Lynx system. The Lynx system covered
by this Agreement includes:

. LynxGuide server application
. LynxClient PC and Mac application
. LynxNet hardware devices which are not older than 5 years

The following Services are covered by this Agreement;

. Manned telephone support

- Monitored email support

. Remote assistance using web conference software
. Emergency after-hours support

3.2 Customer Requirements
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Customer responsibilities and/or requirements in support of this Agreement
include:

. Payment for all support costs at the agreed interval.

. Ensuring that Lynx software is deployed in a manner that meets or
exceeds the Lynx System Requirements.

. Compliance with any and all laws of the United States.

The Customer acknowledges that the Service Provider is currently providing
services of the same or similar nature to other parties. The Customer agrees that
the Service Provider is not barred from rendering services of the same or a
similar nature to any other individual or entity.

The Customer may not copy, modify, upload, reproduce, or distribute any Lynx
software or intellectual property without written permission from the Service
Provider.

The Customer agrees to indemnify, defend, and hold harmless the Service
Provider from and against any loss, cost, or damage of any kind (including
reasonable outside attorneys’ fees) to the extent arising out of its breach of this
Agreement, and/or its negligence or willful misconduct.”

3.3 Service Provider Requirements

Service Provider responsibilities and/or requirements in support of this
Agreement include:

. Provide remote technical support for the Lynx system

. Meeting response times associated with service related incidents.

. Appropriate notification to Customer for all scheduled maintenance.
4 Duration

The duration of this agreement is 1 year from the date that the Service Provider

invoices for a Purchase Order of a Lynx Software Support Agreement. Before the end
of the agreement duration, the customer must place a PO for an additional year of
service in order to receive uninterrupted service and access to Lynx software and
functionality.

5 Service Availability

The following section provides relevant details on service availability.

Technical Support

Telephone support: 8:00 A.M. to 5:00 P.M. Central Time, Monday through Friday,

excluding holidays.

.1 Calls received out of office hours will be forwarded to a voice mail system
and responded to on the next business day.

Email support: Monitored 8:00 A.M. to 5:00 P.M. Central Time, Monday through
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Friday, excluding holidays.
.1 Emails received outside of office hours will be collected and replied to on
the next business day.
e Remote assistance using web conference software: 8:00 A.M. to 5:00 P.M.
Central Time, Monday through Friday, excluding holidays.
.1 Schedule hour long training sessions 24 hours in advance.
e After-hours emergency support: An engineer is on call for emergency outages
that occur after regular service windows.
.1 Emergency support does not cover training, making changes to
configuration, or outages due to configuration mistakes.
.2 Toreceive the emergency after hours support number, call technical
support and it will be provided by the voice mail recording.

Holidays are defined as New Year’'s Day, Good Friday, Memorial Day, July 4th, Labor
Day, Thanksgiving, Black Friday, and Christmas.

6 Hardware Warranty Commitment

All Lynx hardware provided by the Micro Technology Services, Inc. is supplied with a 1
year limited warranty from the Service Provider.

6.2 Limited Warranty coverage

The limited warranty covers any defects in material or workmanship under normal use
during the warranty period.

The limited warranty does not cover any problem caused by conditions or damage not
resulting from defects in material or workmanship.

The limited warranty period is 365 days from the day of purchase.

6.3 Limited Warranty Repair and Replacement

During the warranty period, at the Service Providers discretion, the Service
Provider will repair or replace products or parts of a product that proves defective and
is covered by the terms in section 6.2. The Service Provider will either repair or
replace the product at no charge, using new or refurbished replacement parts.

The Customer will contact Lynx technical support to troubleshoot and verify that the
Lynx hardware device is covered by the limited warranty. At that time Lynx technical
support will issue a RMA (return merchandise authorization) number and provide
shipping instructions.
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7 Approval and Signature

Approval
(By signing below, all Approvers agree to all terms and conditions outlined in this Agreement.)

Micro Technology Services, Inc.

f-25-2
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Lynx Customer
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