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Supplier (Vendor Management)



Complete Vendor Management

Full functionality:

Vendor registration

RFx distribution and response
Electronic PO delivery

PO flip

Electronic invoice

Payment information

Catalog management

« Self Registration and Self Maintenance of certificates and
licenses.

- Classify vendors leveraging Agency-defined categories.

 BuySpeed SBE: combines the process of registering and

certifying as a particular business category into one seamless
process.

* Bl and reporting platform giving the insight needed to drive
business and fully leverage Diversity Program.

Periscope
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DAILY SOLICITATION
NOTIFICATIONS

ln

SOLICITATIONS
& RFPs

&

PERISCOPE SUPPLIER
NETWORK

Connects Public Sector Buyers & Suppliers

90,000 PUBLIC
SECTOR BUYERS

Matches solicitation requirements to supplier
profiles

1 MILLION
SUPPLIERS

Increases the visibility of matched solicitations

Makes it easier for suppliers to respond

RESPONSE TO
SOLICITATIONS

RESPONSES TO
SOLICITATIONS

/4R AL
BUYER BENEFITS ‘i SUPPLIER BENEFITS ﬂﬁf[\

« Access To Almost 1 Million Suppliers From A + Access To Solicitations From 90,000 Public Sector
Single Location Organizations

* Increase Competition For Improved Pricing And + Build Better Relationships & Joint Solution
Services Offerings

* Promote The Growth Of Local Businesses By + Manage Solicitation Tracking & Certification In
Providing More Business Opportunities One Place

« Ease Solicitation Tracking And Online Response « Education, Tools & Support To Win More Contracts

For Existing Suppliers




Requisitions & Workflow



Requisition Creation & Management

Users can requisition from
Catalogs / Release from Contract
Open Market
Punch-outs
Inventory
Request for Payment Reimbursements

QuickBuy Capability

Proceeds through established workflow and approval
engine

« Convert to Bid or PO

Periscope



Solicitation / Sourcing



Solicitation Management

Accommodate both formal and informal bids
* Request for Proposals
* Request for Qualifications
« Request for Information
 Request for Offer
« Request for Response
 Invitation for Bid
« Reverse Auctions

* Vendor Q&A and Addendums
* Electronic submission of bids/proposals & attachments

« Time stamp, encryption and lock boxing responses
- Bid tabulations & evaluations
« Subcontractor participation

Periscope
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Ordering

» Streamlined search & ordering from
Statewide contracts

* QuickBuy

* Punch-outs

- P Card

* PO electronically transmitted to vendor
» Reoccurring, split, multiple payments

Periscope
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Contract Management



Contract/Catalog Management

Periscope

Term Contracts
Hosted Catalog Maintenance
Milestone / Expiration Reminders

Track Spend & Order
Management

Bonding, Certificates, etc.
Searchable Attachments
Vendor Performance Tracking

Demand Aggregation “Polling”



Purchase Orders



Purchase Order Management

Periscope

Convert requisitions or
solicitation awards to POs

Electronic delivery of POs to
vendors (reducing manual
delivery costs)

Vendor Acknowledgement
Change order management
Subcontractors

Vendor Distributor / Reseller
Support



Invoicing
Recelpt & Settlement



Settlement & Recelipt

Central & Desktop Receiving

Quantity & Dollar-Based Recelpts

2 & 3-way Match

PO
Receipt of Goods
Invoice

Invoicing
Standard Invoicing
PO Flip
elnvoicing

Voucher creation

Periscope



Business Intelligence



Business Intelligence Enabling Spend Analytics

- Standard Reports

« Ad Hoc Reporting

- Dashboards & Drilldowns

« Report Scheduling & Distribution
« Document Printing

« Data Access Management

Periscope



KPIs Driving Cost Reduction

Transforming performance data into actionable data

Spend By State

Total:

$ 518,283,862.78

Under 100,000
= 100,000 to 1,000,000
= 1,000,000 to 5,000,000
5,000,000 to 10,000,000
= 10,000,000 to 50,000,000
= More than 50,000,000

Spend by Vendor Category
Vendors may exist in multiple categories.

466.63M

802.66K
440
10.11M

2087M

Z¢ NotMinority or

Woman Owned

Periscope

29 WomanOwned o Minorityowned VetBus 2§ Other |

Less than 100,000
= 100,000 to 1,000,000
= 1 Million ta 3 Million

3 Millien to & Million
= & Millien to 10 Million
= More than 10 Million

"

Arizona >tate >pend Fact Sheet

Total Spend in State: $ 409,308,216.09

Spend Not Associated with a 3 418,567.42

County:

Top Ten Vendors in the State
Maricopa County Public Health $24,592,463.62
Gordon-Darby Arizona Testing, Inc. $22,149,097.74
Trinity Services Group formerly % 16,366,011.90
COMPASS GROUF USA INC
HAYDON BUILDING CORP $15,252,000.00
University of Arizona (Grants & $11,810,384.35
Contracts)
STATE OF ARIZONA $9,972,821.07
ARIZOMA PUBLIC SERVICE CO $6,741,812.35
RIESTER SONORAN LLC $5,859,171.00
HEWLETT PACKARD COMPANY $5,239,714.21
COURTESY CHEVROLET $4,993533.76




KPIs Driving Cost Reduction
What is the Quality of Your Pricing?

Spend By Org
FY to Date $ 518,283,862.78
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Workflow Management
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Periscope

General Overview

Data & System security
System architecture

Business continuity plan
Hosting information

Employee background checks
Interface approach & capability

Audit logs




Data & System Security - BuySpeed

= OWASP Top 10 Web Methodology Adoption

Web Application Firewall

Protection against SQL Injection

Black and Whitelist filtering on all inbound requests
Built-in logging and alerts

= Encryption of Confidential Data

Periscope

AES with client by client public/private key generation
configuration

SSL enabled to protect data in transit

Use of data encrypted drives to protect data at rest
Lockbox encryption of vendor quotes

Password encryption

P-Card data encryption with masking

FID/SSN encryption with masking



Data & System Security - Environment

rackspace.
Filz name:
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Hosting Security

A

rackspace.

HOSTING
« Keycard protocols
* Biometric scanning

 Around-the-clock interior and exterior
survelillance

 Limited access without escort

Periscope



Hosting Security

« Alert Logic Threat Management

ALERT LOGIC THREAT [Groi001010 —ACTIVE
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100013199519
=03 7 2
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EXPERT ANALYSIS
DAILY LOG REVIEW
LOG STORAGE

Periscope




Disaster Recovery & Business Continuity

u RTO 72 / RPO 24 E‘F{’[‘,FE“E'IE'J;",';T; Prog;(gilof Ell:(v(i;rzzlvr:ent DR Si::,ine, . m:u:mj:;i
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= Annual DR Testing
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Periscope



Employee Background Checks

« All Periscope employees are subject to stringent
pre-employment screening

 |ndustry standard seven year criminal conviction check
« Past employment verification

« Credit history examination prior to completing the hiring
process

- Upon termination, security badges must be returned and
all access is discontinued.

Periscope



Unified Procurement

One Sourcing & eProcurement Solution to Many Financials

Homegrown/
Mainframe

BuySpeed

POWERED BY Per IrECDFIIE!

Periscope



Standard Interface Approach

Requisitions & Purchase Orders Vendor Data Invoices Issues, Transfers,
Approvals & Change Orders Adjustments

BuySpeed

« Account Code/Budget Validation * Vendor Data
« Payment Confirmation and Detalils * Preencumbrance/
Encumbrance/
Expenditure Transactions
* Vouchers Payable
» Assets/Credits

Periscope



Integration Framework

Built on Apache ActiveMQ Architecture

Periscope

Asynchronous Messaging
Decouples BuySpeed from interfaced system

Supports a variety of Cross Language Client and
Protocols (Java, C, C++, C#, Ruby, Perl, Python, PHP)

Support pluggable transport protocols such as TCP,
SSL, NIO, UDP, multicast etc.

REST API to provide technology agnostic and language
neutral web based API to messaging

Support for Enterprise Integration Patterns



Interface to Mainframe Financials

BuySpeed
Environment

‘..; Requisitions &
Approvals

End Users

®
H ) Purchase Orders &
‘/& Change Orders

Buyers

Vendor Data

Vendors

)

S 7“ Invoices
EJ Credit Memos

Accounts
Payable

Periscope

XML

Pre-encumbrance/
Encumbrance/
Transactions
Vendor Data
Vouchers Payable
Assets/Credits

Account Code/
Budget Validation
Vendor Add/Update
Validation

Data
Center

http://www.treasurer.state.md.us/cics

Server ESA/VSA
R*STARS/FAMIS

TCPIPSERVICE
(Middleware)

R
4

& U s

Web Business CICS
Support Logic Service
Interface




System Audit Procedures and Reports

Our hosting partner Rackspace provides Operational Security in
their infrastructure with the following;

« 1SO17799-based policies and procedures, regularly reviewed as part
of Rackspace’'s SAS70 Type Il audit process

« All employees trained on documented information security and
privacy procedures

« Access to confidential information restricted to authorized personnel
only, according to documented processes

« Systems access logged and tracked for auditing purposes
« Secure document-destruction policies for all sensitive information
« Fully documented change-management procedures

* Independently audited disaster recovery and business continuity
plans for Rackspace headquarters and support services

Periscope



Database Audit Tool

Additional auditing with DB audit tool
« Enables selection of any table and field in the DB to monitor
« Before and after images taken each time changes detected
« Creates a separate DB with changes accessible within B

« Standard reports available for most vendor profile changes

Periscope



Unique identifiers & foreign key relationships

= Ability to automatically generate and assign unique identifiers throughout the
procurement process;

e Supplier

» Requisition

» Opportunity
» Bid/Proposal

e Contract
* Qrder

= Ability to manage and maintain foreign key relationships throughout the
procurement process;

« Supplier

* Requisition

* Opportunity
» Bid/Proposal

« Contract
 Order

Periscope



Multi-level hierarchies & siloed agency data

= Ability to support multi-level hierarchies.

= Ability for data and documents between Agencies to be siloed when used
as an Enterprise Solution.

= Ability for the Solution to support additional data entry fields at the
Organization and Enterprise level.

= Ability to be deployed Enterprise-wide following individual Organization
deployment(s) without disrupting existing Organization processes.

Periscope



Date designations

= Ability to have date designations (e.g., order date, due date, receive date,
created date, transaction date, shipping date, payment date, post date).

Periscope



Inactivate table data & disable unnecessary
services

= Ability for a System Administrator to add, change, and inactivate table
data.

= Ability for unnecessary services, protocols, and functionality to be
disabled or removed.

Periscope



Ability to control access

= Ability to lock Users out of Solution during maintenance windows.
= Ability for System Administrator to control access to Solution tables.

= Ability to limit access and update ability to the Supplier tables and
Supplier registrations based on User Role.

Periscope



Secure communication, access, & interface

= Ability to support secure communication between the Solution and other
applications (e.g., public key infrastructure).

= Ability to prevent backdoor access to Solution.
= Ability to interface with Organization and Enterprise data systems.
» |Interface must allow for data from any data table native in the Solution
or subsequently client added data elements to be exported to the

external data system or imported from the external data system
utilizing standard formats (e.g., .csv, .xIs, .ASCII text, .pdf, .txt)

Periscope



Audit & report user activity

= Ability to audit and report User activity (e.g., detection of suspicious

online activity spiders and robots, non-human generated traffic,
duplication).

« The audit report will contain a variety of data (e.g., Internal IP
addresses, date and time stamp, URL served, IP address of
requestor, user agent or browser, File types or status codes, specific

URLSs as such pop-ups and auto-refresh, spiders and robots,
cookies).

Periscope



Redundancy & load balancing

= Ability to provide redundancy and load balancing services for firewalls
and other security-critical elements.

Periscope



Record archiving

= Ability to provide a record archiving solution or interface with any existing
solution for data archiving services.

Periscope



Multiple environments & browser support

= Ability to provide a testing environment, training environment, and
production environment.

Ability to function and display properly in the two most recent versions of

the top four industry standard web browsers (Chrome, Firefox, Internet
Explorer, Safari).

Periscope



Attachment support & password management

= Ability for User to attach multiple types, versions and sizes of documents
(e.g., docx, xIsx, pdf, pptx) to an Opportunity.

= Ability for Solution to utilize industry standards for user id and password

management (e.g., password strength, password changes, lock out users
after too many unsuccessful attempts, log out idle workstations).

Periscope



