	[image: ]
	Attachment B: Privileged Access Agreement





	[image: DAS_ETS_h_logo_tif]
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INTRODUCTION 
Privileged access to Enterprise Technology Services (ETS) managed infrastructure enables the individual to take actions that may affect computing systems, network communication, or the accounts, files, data, or processes of other users. Privileged access is typically granted to system administrators, network administrators, staff who perform computing account administration, or other staff whose job duties require special privileges over a computing system or network. A user should use the minimum amount of access required to perform assigned job duties.
No one other than the customer CIO shall be considered to be an authorized approver for privileged access requests unless this form is used to identify them as such. Any time this form is submitted it must contain the complete list of then current authorized approvers.

AGREEMENT
· I have read this Privileged Access Customer CIO Agreement and the state policy on Privileged Access (#107-004-140).
· I certify that the persons that I appoint to be authorized approvers have read the state policy on Privileged Access (#107-004-140) and the ETS Individual’s Privileged Access Agreement.
· I agree that I am responsible for the actions taken by those persons who are approved for privileged access by me or my appointed authorized approvers.

DEFINITION (S)
Authorized Approver – A person appointed by a customer CIO who is authorized to approve and submit privileged access requests.
 
	[bookmark: Text2][bookmark: _GoBack]Customer CIO or Delegate Name      
[bookmark: Text3]Organization      
[bookmark: Text4]Customer CIO or Delegate Signature X_________________________________    Date       

	Authorized Approver (s):
(Fill the names of all additional Authorized Approvers.
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	[bookmark: Text7]ETS Authorizer (Print Name)      
[bookmark: Text8]ETS Receipt Date       


Send the filled form to sdc.servicedesk@oregon.gov. Paper or scanned forms are not required.
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