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PURPOSE
This procedure outlines the course of action that must be followed in order to implement the Independent
Quality Management Services for Information Technology State Policy, 107-004-030 PO.

EXHIBITS
The below Exhibits are attached at the end of this Procedure.

Exhibit A — Excerpts from Chapter 77, A 2014 ACT HB4122 (“Independent QA Act”)
Exhibit B — Independent QA Statement of Work

Exhibit C — Stage Gate Review Process

Exhibit D — Quality Assurance Rating Criteria

Exhibit E — Quality Assurance Reporting Templates

Exhibit F — Quality Standards

DEFINITIONS
The following important definitions from the State Policy, 107-004-030 PO, Independent Quality Management
Services for Information Technology, are included here for reading convenience.

“Covered organization” means an organization required to comply with the Policy by statute, administrative
rule or voluntarily, to support the underlying legislative purpose to ensure successful investment of state
resources in IT Initiatives.

“Independent QA Program” means the program that uses the group of pre-qualified IT quality management
services providers under statewide contracts for delivery of diverse, Independent quality management
services. DAS Procurement Services and the OSCIO cooperatively administer the program. Each Independent
QA Program contractor has executed a master agreement with the State that includes negotiated provisions,
such as standard contract terms and conditions, established hourly rate cards, and the Independent QA
Program enterprise statement of work (SOW) that identifies, defines and describes the five quality
management services task areas that comprise the State’s required IV&V scope: (1) Independent Quality
Management Planning; (2) Independent Quality Control; (3) Independent Quality Assurance; (4) Independent
Testing; and (5) Independent Risk Assessment and Management.
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“Information Technology Initiative” or “IT Initiative” has the meaning set out in the Independent QA Act
(see Exhibit A). An Information Technology Initiative is composed of a project or project portfolio, and is subject
to DAS and OSCIO review and oversight responsibilities as discussed in this Procedure’s companion Policy
and other statewide IT policies.

“JWMIT" means Joint Ways and Means Subcommittee on Information Technology.
“OSCIO” means the Office of the State CIO.

“Stage Gate Review Process” means the evaluation process by which a Project is authorized to progress
from one part of the Project life cycle to the next. The process is a collaborative practice in which all
participants play an important role in assessing a Project’s overall health and quality of execution; and the
intention of the process is to increase the likelihood of success, reduce risk, and achieve efficient and effective
allocation of resources (see Exhibit C).

PROCEDURE

RESPONSIBILITY STEP ACTION

Covered Organization 1 Contacts the OSCIO to determine the appropriate scope of and timing for
Independent quality management services for IT Initiatives that meet or
exceed the criteria identified within the Policy, or as otherwise deemed
necessary by the OSCIO.

OSCIO 2 Assigns OSCIO resources to properly analyze the IT Initiative and to help
determine the appropriate scope of and timing for quality management
services required.

Covered Organization 3 Submits required documents for concept / origination phase (Stage 1) to
the assigned OSCIO resource, in accordance with Stage Gate Review
Process (see Exhibit C).

OSCIO 4 Analyzes the IT Initiative through the review of Covered Organization
submitted documents. Decides whether: the IT Initiative should move
forward into the initiation, planning, or execution phase (as applicable); the
initiative needs more work; or the initiative should not move forward in
alignment with the Stage Gate Review Process.

OSCIO and Covered 5 OSCIO determines the scope of and timing for Independent quality
Organization management services delivery, including Independent testing, required for
the IT Initiative.

OSCIO and Covered Organization agree to the Quality Standards for the
IT Initiative (see Exhibit F).

OSCIO defines the reporting standards and report formats to be used by
the IT Initiative and distributed by the Independent Quality Management
Services contractor. These standards will also define the format for
Covered Organization and State CIO reporting to the JWMIT or other
legislative committees, as required (see Exhibits D and E).
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RESPONSIBILITY STEP

ACTION

OSCIO or designee 6
Independent Quality 7
Management Services
Contractors

Covered Organization works with OSCIO to produce a written document
defining the roles of the Covered Organization project sponsor and project
manager, the OSCIO, and Independent quality management services
contractor to be included in the quality management plan (QMP) for the
Project.

OSCIO and Covered Organization ensure that executed contracts require
Independent Quality Management Services Contractors to:

o Document Independence in accordance with the Policy.

e Utilize an Independent and objective approach to review the Project’s
purpose, documentation, governance, plans, estimates, resources,
methodologies, change processes, deliverables and risks during the
life of the IT Initiative; and compare this information to the quality
standards defined for the Project and industry best practices.

e Report omissions and gaps in the Project’s planning, execution,
control, methodologies, reporting and closing to the required parties as
identified in the Policy.

¢ Review identified risks and risk mitigation plans developed by the
contracting Covered Organization. Document and quantify any major
risks not identified by the contracting Covered Organization and identify
any major concerns related to the contracting Covered Organization’s
risk mitigation plans.

e Perform their work in alignment with the Independent QA Statement of
Work and Stage Gate Review Process, and any applicable Quality
Assurance Rating Criteria, report formats, templates and reporting
schedules (see Exhibits B, C, D, E and F).

Will reasonably comply with its obligations in Quality Management
Services contract(s) related to deliverables authorization and acceptance.
All such contracts shall be sourced from the Independent QA Program
unless otherwise directed by the OSCIO.

The Policy assumes that Independent Quality Management Services
Contractors will meet their contractual obligations that relate to:

e Documenting Independence.

e Utilizing an Independent and objective approach to review the Project’s
purpose, documentation, governance, plans, estimates, resources,
methodologies, change processes, deliverables and risks during the
life of the IT Initiative; and comparing this information to the quality
standards defined for the Project and industry best practices.

¢ Reporting omissions and gaps in the Project’s planning, execution,
control, methodologies, reporting and closing to the required parties
identified in the applicable Independent quality management services
contracts.

¢ Reviewing identified risks and risk mitigation plans developed by the
contracting Covered Organization. Documenting and quantifying any
major risks not identified by the contracting Covered Organization and
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RESPONSIBILITY STEP ACTION

identifying any major concerns related to the contracting Covered
Organization’s risk mitigation plans.

e Performing their work in alignment with the Independent QA Statement
of Work and Stage Gate Review Process, and any applicable Quality
Assurance Rating Criteria, report formats, templates and reporting
schedules.

Covered Organization 8 Takes appropriate steps to address risks and issues associated with
omissions, gaps, defects, and other quality concerns identified by the
Independent quality management services contractor or document
business reasons for not doing so.

Reports steps taken and progress made in addressing these risks and
issues to parties identified for report distribution within this Policy and
within the applicable Independent quality management services contract,
and the appropriate legislative committees (e.g. JWMIT) if so instructed.

Schedules quarterly meetings with OSCIO.

OSCIO 9 During the life of the Project, works with the Covered Organization to
address Project omissions, gaps and risk issues raised by the Independent
guality management services contractor and make recommendations that
can assist the Covered Organization in the successful completion of the
Project. If necessary, assign additional OSCIO resources to the Project or,
alternatively, delay, stop, or terminate the IT Initiative, as the OSCIO
reasonably deems appropriate.

OSCIO 10 Prepares regular reports on the status and health of Agency IT Initiatives
requiring Independent quality management services. Reports shall be
distributed to the appropriate legislative committees (e.g. JWMIT) and
other parties deemed necessary by the OSCIO.

OSCIO 11 Monitors the status of IT Initiatives and provide assistance and governance
from OSCIO and other DAS divisions as required to ensure the successful
implementation of the IT Initiatives subject to this Policy.
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Office of the State CIO

Statewide Policy on
Independent Quality Management Services for
Information Technology
Policy #: 107-004-030

Exhibits A thru F

Contents:

Exhibit A — Excerpts from Chapter 77, A 2014 ACT HB4122 (“Independent QA Act”)
Exhibit B — Independent QA Statement of Work

Exhibit C — Stage Gate Review Process

Exhibit D — Quality Assurance Rating Criteria

Exhibit E — Quality Assurance Reporting Templates

Exhibit F — Quality Standards
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Exhibit A
Excerpts from Chapter 77, A 2014 ACT HB4122

e https://olis.leq.state.or.us/liz/2014R1/Measures/Text/HB4122/Enrolled
e https://www.oregonleqislature.gov/bills laws/lawsstatutes/2014R1orLaw0077ss.pdf

SECTION 1 OF EXHIBIT A
EXCERPTS FROM ENROLLED HOUSE BILL 4122, SECTION 1. (1),

DEFINITIONS

Oregon Legislative Assembly, 2014 Regular Session

SECTION 1. (1) As used in this section:

(@)

(A) “Information technology initiative” means a project to develop or provide, with the
state contracting agency’s or public corporation’s own personnel and resources, or to
obtain by means of a procurement or set of related procurements:

(i) New hardware, software or services for data processing, office automation or
telecommunications;

(i) An overhaul, upgrade or replacement of a substantial portion of the hardware or
software in an existing data processing, office automation or telecommunications system;
or

(iii) A substantial expansion of existing data processing, office automation or
telecommunications services.

(B) “Information technology initiative” does not include:

(i) A procurement for preliminary quality assurance services or quality management
services;

(if) A routine update to or purchase of hardware or software within an existing data
processing, office automation or telecommunications system;

(i) A renewal of an existing contract for data processing, office automation or
telecommunications services under terms and conditions that are substantially the same
as in the existing contract; or

(iv) A replacement of a component of an existing data processing, office automation or
telecommunications system that is not essential for the system to function as designed or
that occurs at the end of the component’s anticipated life cycle.

(b)

“Preliminary quality assurance services” means a set of services in which a contractor
provides an independent and objective review of a state contracting agency’s or a public
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corporation’s plans, specifications, estimates, documentation, available resources and
overall purpose for an information technology initiative, including services in which the
contractor evaluates a proposed information technology initiative against applicable
quality standards and best practices from private industry and other sources.

(d)

(A) “Public corporation” means a corporation:

(i) The operations of which are subject to control by this state or by an agency or
instrumentality of this state, or by officers of this state or of an agency or instrumentality
of this state;

(if) That is organized, at least in part, to serve a public purpose; and (iii) That receives
public funds or other support from an entity described in sub-subparagraph (i) of this
subparagraph.

(B) “Public corporation” does not include:

(i) A person or entity described in ORS 174.108 (3); (ii) A city, county, local service
district, school district, education service district, community college district or
community college service district or a university with a governing board listed in ORS
352.054; or

(iii) An administrative subdivision of an entity described in sub-subparagraph (ii) of this
subparagraph.

(€)

“Quality management services” means a set of services in which a contractor provides
an independent and objective review and evaluation of a state contracting agency’s, a
public corporation’s or another contractor’s performance with respect to an information
technology initiative, such as services in which the contractor:

(A) Identifies quality standards that apply or should apply to the information technology
initiative;

(B) Suggests methods and means by which the state contracting agency, the public
corporation or the other contractor may meet quality standards identified in subparagraph
(A) of this paragraph;

(C) Reviews and evaluates the state contracting agency’s, the public corporation’s or the
other contractor’s performance regularly as the information technology initiative
progresses from start to finish;

(D) Identifies omissions or gaps in the state contracting agency’s, the public
corporation’s or the other contractor’s planning, execution, control, methodology,
communication or reporting as the information technology initiative progresses from start
to finish;
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(E) ldentifies risks in the state contracting agency’s, the public corporation’s or the other
contractor’s plans or approach to designing, developing or implementing the information
technology initiative and suggests methods to reduce, mitigate or eliminate the risks;

(F) Assists the state contracting agency or the public corporation in testing or otherwise
evaluating the hardware, software or services that are developed, provided or obtained as
part of an information technology initiative to determine whether the hardware, software
or services conform with the quality standards identified in subparagraph (A) of this
paragraph;

(G) Advises the state contracting agency or the public corporation as to whether the
hardware, software or services that are developed, provided or obtained as part of an
information technology initiative meet the contracting agency’s or the public
corporation’s needs, specifications or expectations and otherwise enable the state
contracting agency or the public corporation to achieve the objectives for the information
technology initiative; or

(H) Identifies unsatisfactory performance and suggests methods the state contracting

agency, the public corporation or the other contractor might use to eliminate the causes of
unsatisfactory performance.

(f)

“State contracting agency” has the meaning given that term in ORS 279A.010.

(Section 2 of Exhibit A continued on next page)
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SECTION 2 OF EXHIBIT A

EXCERPTS FROM ENROLLED HOUSE BILL 4122, SECTION 1. (5)(a) and (b),
REPORT DISTRIBUTION

Oregon Legislative Assembly, 2014 Regular Session

General Policy Guidance on Report Distribution

Chapter 77, A 2014 ACT HBA4122 identifies specific parties that must receive
preliminary and final reports produced by Preliminary Quality Assurance and Quality
Management Services contractors.

Section 1: (5)
(a)

If a state contracting agency or a public corporation awards a contract for preliminary
quality assurance services or quality management services, the contract must provide that
at the same time a contractor provides a preliminary or final report to the contract
administrator, the contractor shall also provide a copy of the report to:

(A) The State Chief Information Officer;
(B) The Director of the Oregon Department of Administrative Services; and
(C) As appropriate for the specific information technology initiative, to:

(i) The director of the state contracting agency or, if a board or commission sets policy
for the state contracting agency, to the board or commission; or
(if) The governing body of the public corporation.

(b)

The state contracting agency or public corporation shall provide the contractor with
names, addresses and other contact information the contractor needs to comply with
paragraph (a) of this subsection.

Office of the State C1O (OSCIQO) Explanation

Not all Projects will require the same level of Quality Management Services. Therefore,
the types of preliminary (draft) reports and final reports produced by the Independent
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Quality Management Services contractors will depend on the scope of Quality
Management Services that OSCIO requires for a particular Project.

OSCIO is expected to establish rules, policies, procedures, criteria and standards related
to Quality Management Services. As HB4122 does not include definitions or
descriptions of relevant reports and does not make a distinction between the types of
reports that need to be shared with parties identified within HB4122 or with other parties
identified within this Policy, OSCIO provides the following policy & procedure guidance
on reports distribution.

Guidance on Reports Distribution. As part of normal project governance, the Project’s
project manager, the Project’s executive sponsor, and other parties designated by the
Covered Organization or the OSCIO would likely receive Quality Management Services
contractor deliverables. Regardless of the specific details of the Project’s governance
processes and consistent with Requirement 12 of this Policy, Covered Organization’s
contract administrators for Quality Management Services must distribute reports as
directed in the table below:
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Director Director of

Reports [Note 1] State CIO Covered

of DAS

Organization
QA Reports [Note 2]
Preliminary (draft)
Final
QC Reports [Note 3]
Preliminary (draft)
Final
Initial Risk Assessment
Report [Note 4]
Preliminary (draft) X
Final X X X

XX
X
X

x| X

Independent Test
Reports [Note 5]
Preliminary (draft)
Final
Lessons Learned Report
— Project Evaluation
[Note 6]
Preliminary (draft) X
Final X

x| X

Special Requests
Reports [Note 7]
Preliminary (draft) X
Final X

Notes:

“Preliminary” Reports mean draft versions of Reports before state acceptance.
Quality Assurance (QA) Report: Deliverable 3.1 in QA SOW.

Quiality Control (QC) Report: Deliverable 2.1 in QA SOW.

Initial Risk Assessment Report: Deliverable 5.1 in QA SOW.

Independent Test Reports: Deliverable 4.2 in QA SOW.

Lessons Learned Report - Project Evaluation: Deliverable 1.5 in QA SOW.
Special Requests Reports: Deliverable 1.6 in QA SOW.

NogakowdnpE
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Exhibit B:

INDEPENDENT QA PROGRAM STATEMENT OF WORK

See the following URL:
PSA Attachment 1 (QA Enterprise SOW) (pdf)
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Exhibit C: Stage Gate Review Process

Background

There are four (4) Stage Endorsements in the OSCIO Stage Gate Review Process. A
Covered Organization (e.g. an executive branch agency) has latitude in interpreting the
stage gate process with the prior consent of the OSCIO. The purpose of this document is
to provide guidance to support the development of agency-specific and/or project-specific
policies and procedures. Contents of this document include:

e Narrative Guidance on the Stage Gate Review Process. See narrative below.

e Graphics that depict the Stage Gate Review Process; as presented by the OSCIO
and the Legislative Fiscal Office to the Joint Committee on Legislative Audits,
Information and Technology (JCLAIMT) on May 2014. See Figure 1 below.

e Table identifying artifacts required to support the Stage Gate Review Process, as
jointly developed by OSCIO and the Legislative Fiscal Office (LFO). See Table 1
below.

Narrative Guidance on Stage Gate Review Process

Stage Gate 1: Stage 1 is performed during the budgeting process and corresponds to a
project’s Concept / Origination Phase. Stage 1 ends with Stage Gate 1 and Stage
Endorsement 1 if OSCIO approves.

- Artifacts that support this Stage Gate are expected to be high level.

- Agencies are free to produce/submit more detailed artifacts that would normally be
expected to be produced/delivered by Stage Endorsement 2 or Stage Endorsement 3.

- From the perspective of a project's authorized budget, the goal in Stage 1 is to secure
funding for the preparation of a detailed Business Case and to perform project planning.

Stage Gate 2: Stage 2 is performed during preparation of a detailed Business Case / IRR
and corresponds to a project’s Initiation Phase. Stage 2 ends with Stage Gate 2 and Stage
Endorsement 2 if OSCIO approves.

- The goal in Stage 2 is State ClO approval of a project’s preferred solution approach
(part of the project's business case), requirements that can support a formal RFP, and a
"+/- 50% plan" with respect to scope, schedule, budget, resources, and quality.

- This Stage is expected to occur substantially before the release of a formal Request for
Proposals (RFP) process to procure the project's Prime Contractor (also known as the
System Integrator, Implementation Contractor, Design-Development-Implementation
(DDI) Contractor, etc.).

- Prior to Stage 2 Endorsement, the agency should assign or obtain project management
resources and obtain independent Quality Assurance (QA) services (i.e. Preliminary QA
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and other Quality Management Services).

- Independent Quality Control review of important foundational planning artifacts needs
to occur before Stage 2 Endorsement; including review of the Requirements and
Statement of Work that support the RFP process to procure the project's Prime
Contractor.

- Agencies are free to produce/submit more detailed artifacts that would normally be
expected to be produced/delivered by Stage Endorsement 3.

- From the perspective of a project's authorized budget, the goal in Stage 2 is to secure
funding for Detailed Planning.

Stage Gate 3: Stage 3 is performed during preparation of a project’s Detailed Plan and
corresponds to a project’s Planning Phase. Stage 3 ends with Stage Gate 3 and Stage
Endorsement 3 if OSCIO approves.

- This is the period when a project has substantial details about the specific
implementation approach to be adopted; usually just prior to or around the release of the
RFP(s) for the Prime Contractor.

- During this period, a re-baseline of the Project’s plan to achieve a "+/- 10% plan" and
an IRR Update (to be approved by the State CIO) are expected.

- The Detailed Plan is expected to be updated once the Prime Contractor has been
procured and, as appropriate, throughout the project lifecycle.

- Agencies and their contractors may not begin Stage 4 work before receiving Stage
Endorsement 3.

- From the perspective of a project's authorized budget, the goal in Stage 3 is to secure
funding for Execution.

Status Reviews during Execution & Stage Gate 4: Stage 4 covers a project's main
implementation work and corresponds to a project’s Execution Phase and Closing Phase.
Stage 4 ends with Stage Gate 4 and Stage Endorsement 4 if OSCIO approves.

- Status Reviews depend on the specific software development lifecycle adopted by a
project; and the size, complexity, and risk of the project.

- During this period and for projects with an Independent QA contractor, OSCIO expects:
a. Independent Quality Management Services that cover quality planning, quality control
(QC) reviews of important project work products and V&YV testing, quality assurance,
and risk assessment;

b. the scope of independent quality control (QC) reviews mentioned in (a) must include
items identified under General Requirement No. 8 in the State Policy;

c. an appropriate level of IV&V testing (also known as independent testing), as
determined by the OSCIO, must be done by a qualified independent contractor, e.g. the
project's Independent QA contractor or its authorized subcontractors.

d. Stage Gate 4 (or status reviews prior to Stage Gate 4) will use end-of-phase lessons
learned reports and test reports from all sources as a basis for ascertaining system launch
and production worthiness. Unless the OSCIO indicates otherwise, test reports must
document testing results in accordance with applicable IT industry standards to ensure
efficient, timely Independent review.
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Figure 1. Stage Gates Process as Presented on May 29, 2014 to JCLAIMT

This figure and related materials are available online at:
https://www.oregonlegislature.gov/Ifo/Documents/Stage_Gate Review.pdf
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Table 1. Artifacts Required to Support Stage Gate Review Process, as jointly

developed by the OSCIO & the LFO. [Notes 1, 2, and 3]

Minimum Documents/Artifacts Stage Project Phase (s)
Initial Plan Documentation

Business Case — High Level 1 Concept/Origination
Project Risk Assessment — High Level 1 Concept/Origination
Project Plan — High Level 1 Concept/Origination
Policy Option Package 1 Concept/Origination
Business Case & Foundational Project

Management/Procurement Documentation

Project charter 2 Initiation
Business Case — Detailed 2 Initiation

A scope statement that broadly defines the 2 Initiation
distinguishing characteristics of the Project.

Project budget and schedule estimate. 2 Initiation
Project Risk Assessment — Detailed 2 Initiation
Solution Requirements 20r3 Initiation/Planning
Procurement Statements of Work

- Project Management (as needed) 20r3 Initiation/Planning

- Quality Assurance (Depends on whether 20r3 Initiation/Planning
Preliminary Quality Assurance and other Quality
Management Services are required)

- Design, Development & Implementation 3 Planning
Any other documentation deemed necessary by the 20r3 Initiation/Planning
OSCIO or the LFO.

Project management plan — Detailed : (or separate 3 Planning
plans) that includes but is not limited to the following
sections:

- Governance, Oversight and Accountability 3 Planning

- Change/Scope Management 3 Planning

- Schedule Management 3 Planning

- Project Staffing 3 Planning

- Project Procurement Management 3 Planning

- Risk and Issue Management 3 Planning

- Quality Management 3 Planning

- Budget Management 3 Planning

- Communication 3 Planning

- Change Leadership 3 Planning
Independent Risk Assessment and Independent QC 3 Planning
Reports
Design, Development, Implementation
Documentation
Copy of Executed Contracts & Amendments 4 Execution
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Updated IRR/Business Case for Re-baseline of scope, 4 Execution

schedule or budget

Updated Foundational Project Management Documents 4 Execution

(as needed/appropriate)

Project Status Reports & Risks Logs (scope, schedule, 4 Execution

budget, risks)

Independent Quality Management Plan, Independent 4 Execution

QC Reports, Independent Test Reports, Special
Requests Reports

Monthly and Quarterly Independent QA Reports 4 Execution

End of Phase Project Lessons Learned / Project 4 Execution

Evaluation Reports

Contingency Plans, “Off Ramp” Plans, Fall Back 4 Execution

Strategy, etc.

Other artifacts as required by OSCIO or the LFO with 4 Execution

advice/recommendations from the Agency & QA
contractor [Note 4]

Closing Documentation

Post Implementation Reviews End of 4 Closing
Lessons Learned / Project Evaluation Reports End of 4 Closing
Benefits Realization Reports End of 4 Closing
Closing Report and other documentation deemed End of 4 Closing

relevant by the OSCIO or the LFO [Note 5]

Notes to Table 1:
1. “LFO” denotes Legislative Fiscal Office.
2. Reports referred to in the table that are deliverables of the Independent quality
service management contractor include:

mP Qo0 o

g.

Quality Management Plan (QMP): Deliverables 1.1 thru 1.3 in QA SOW.
Quality Assurance (QA) Report: Deliverable 3.1 in QA SOW.

Quiality Control (QC) Report: Deliverable 2.1 in QA SOW.

Risk Assessment Report: Deliverables 5.1 in QA SOW.

Independent Test Reports: Deliverable 4.2 in QA SOW.

Lessons Learned / Project Evaluation Report: Deliverable 1.5 in QA
SOW.

Special Requests Reports: Deliverable 1.6 in QA SOW.

3. The terms “Quality Management Services contractor”, “Independent QA
contractor*, and “QA contractor” are used interchangeably.

4. Required artifacts include items identified under General Requirement No. 8 in
the State Policy. Other artifacts may be required. Required artifacts must be in a
format that enables efficient, timely independent review.

5. At the discretion of the OSCIO, a Lessons Learned / Project Evaluation Report
prepared by the quality services management contractor may fulfill the
requirement for a project’s Closing Report.
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Exhibit D: Quality Assurance Rating Criteria

Key Schedule Budget Risk Business Case
Color
Project Actual budget | Projects are rated | On Track - No
completion is is (or is on eleven risk reason to think
(is expected to | expected to be) | metrics in three that the
be) at or before | at or under categories: business case
approved approved and ROI
schedule budget baseline | Project Health targets that
baseline Total Cost exist cannot
(Budget) be achieved.
Schedule
Scope
Resources
Yellow | Project Actual budget | Deliverables Uncertain -
completion is is (oris Quality Some reason
(is expected to | expected to be) to think that
be) delayed within 0 to Delivery Risk the business
with project 15% above Technology case and ROI
duration 0 to approved Financial & targets that
15% above budget baseline | Business Case exist cannot
approved Business be achieved
schedule Transition OR business
baseline Funding case revision
underway
Operations and
Maintenance
Long Term
Project Actual budget | Maintainability Off Track -
completion is is (or is Long Term Many reasons
(is expected to | expected to be) | Supportability to think that
be) delayed more than 15% the business

with project
duration more
than 15% above
approved
schedule
baseline

above
approved
budget baseline

Level of risk is
qualitatively rated
Low

Medium (Yellow),
or High for
each risk metric

case and ROI
targets that
exist cannot
be achieved
AND business
case revision
has not yet
been initiated
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Exhibit E: Quality Assurance Reporting Templates?!

e OCIO Project Update Report (v2.0); see the following URL: Project Update
Report (doc)

e OCIO Project Assessment Report (v 3.0); see the following URL.: Project
Assessment Report (xIs)

e OCIO Project Variance Report (v 2.0); see the following URL.: Project Variance
Report (xIs)

e OCIO Project Variance Report Definitions (v2.0); see the following URL:
Project Variance Report Definitions (doc)

! Formats of these reports are subject to revision by the Office of the State CIO alone. Please use
the latest versions of these reports. The version numbers indicated are as of July 2014.
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http://www.oregon.gov/DAS/CIO/ITIP/docs/oversight/project_update_2007.doc
http://www.oregon.gov/DAS/CIO/ITIP/docs/oversight/project_update_2007.doc
http://www.oregon.gov/DAS/CIO/ITIP/docs/Oversight/Project_Assessment_Report_V2.0.xls
http://www.oregon.gov/DAS/CIO/ITIP/docs/Oversight/Project_Assessment_Report_V2.0.xls
http://www.oregon.gov/DAS/CIO/ITIP/docs/oversight/projects_variance_report_v1.0.xls
http://www.oregon.gov/DAS/CIO/ITIP/docs/oversight/projects_variance_report_v1.0.xls
http://www.oregon.gov/DAS/CIO/ITIP/docs/oversight/project_variance_report_definitionsv1.0.doc

Exhibit F: Quality Standards

See Appendix A at the following URL.:
PSA Attachment 2 (QA Enterprise SOW Appendices A — E) (doc)

Page 16 of 29


http://www.oregon.gov/DAS/CIO/ITIP/docs/oversight/qa_2009/psaattachmenta2_qa_esow_appendices.doc

The following table identifies Quality Standards for quality management and risk
assessment purposes. On a Project-by-Project basis, additional standards may be added,
and standards identified as unnecessary can be deleted. However, there are specific
Quality Standards, identified herein with an asterisk (*), and that may be specified in the
Independent quality management services contract statement of work, that must be
reported on.

The Quality Standards in this table are organized with the following headers:

1

2

QS# - A sequentially assigned number for quality standards

Quality Category — Header that names the category in which the following Quality
standards belong

Quality Standard — Named areas of potential quality standards. “*” indicates
recommended minimums

Low Risk Cues — Characteristics of this quality standard when it can be considered
low risk to the project

Medium Risk Cues — Characteristics of this quality standard when it should be
considered high risk to the project

High Risk Cues — Characteristics of this quality standards when it should be
considered high risk to the project

Rating — Level of quality risk you think is true of this project

a. Low — This project exhibits the low risk cue, or appears to have no risks in this
area

b. Medium — This project exhibits the medium risk cue, or something similar in
threat

c. High - This project exhibits the high risk cue, or something similar in threat

N/ A — This factor is not applicable to this project

e. Need Info — The Contractor needs information from someone else (perhaps an
expert) to make a judgment

f. TBD - The project is not far enough along to make a rating; the Contractor needs
to review the quality standard at a later time

o

Risk Rank — The numerical rating for risk as it ranks with other identified. For
example the quality standard may have high risk cues, but for the project may be of
low risk

Page 17 of 29



Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
e c
5 = Rank
*+ = é %_;; < 2|0
& 5 sz 2R
Process Standards
Business Mission and Goals
1 |Project Fit to Customer directly supports customer indirectly impacts one or more|does not support or relate to
Organization organization mission and/or  |goals of customer customer organization mission

goals or goals

2 |Project Fit to Provider directly supports provider indirectly impacts one or more|does not support or relate to
Organization organization mission and/or  |goals of provider provider organization mission

goals or goals
3 |Customer Perception customer expects this organization is working on project is mismatch with prior

organization to provide this  [project in area not expected |products or services of this

product by customer organization
4 |Work Flow little or no change to work will change some aspect or  [significantly changes the work

flow have small affect on work flow or method of

flow organization

5 |Goals Conflict goals of projects within the  [goals of projects do not goals of projects are in

organization are supportive of |conflict, but provide little conflict, either directly or

or complimentary to each direct support indirectly

other

Decision Drivers

6 [*Political Influences no particular politically-driven|project has several politically [project has a variety of

choices being made

motivated decisions, such as
using a vendor selected for
political reasons, rather than
qualifications

political influences or most
decisions are made behind
closed doors
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
e c
5 = Rank
** = é %_;; < ?a
8 SlsitIz|2E
Process Standards
Decision Drivers - Continued
7 |Convenient Date date for delivery has been set |date is being partially driven |date is being totally driven by
by reasonable project by need to meet marketing need to meet marketing demo,
commitment process demo, trade show, or other trade show, or other mandate;
mandate not related to little consideration of project
technical estimate team estimates
8 |Attractive Technology technology selected has been |[project is being done in a sub- [project is being done as a way
in use for some time optimal way, to leverage the [to show a new technology or
purchase or development of  |as an excuse to bring a new
new technology technology into the
organization
9 |Short Term Solution project meets short term need |project is focused on short-  |project team has been
without serious compromise |term solution to a problem, explicitly directed to ignore
to long term outlook with little understanding of the long term outlook and
what is needed in the long focus on completing the short
term term deliverable
Project Management
10 [|*Definition of the Project |project is well-defined, with a |project is well-defined, but  |project is not well-defined or
scope that is manageable by [unlikely to be handled by this |carries conflicting objectives
this organization organization in the scope
11 |*Project Objectives verifiable project objectives, [some project objectives, no established project

reasonable requirements

measures may be questionable

objectives or objectives are
not measurable
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
e c
5 = Rank
** = § %_;; < ?a
& S5 sz 2R
Process Standards
Project Management - Continued
12 |*Leadership project has active sponsor project has sponsor project has no sponsor, or
responsible for project, but  [project manager concept is not
unable to spend enough time |in use
to direct effectively
13 |*PM Approach product and process planning [planning and controls need  |weak or nonexistent planning
and controls in place enhancement and controls
14 |PM Communication clearly communicates goals  [communicates some of the rarely communicates clearly to
and status between the team  [information some of the time |the team or to others who
and rest of organization need to be informed of team
status
15 |PM Experience PM very experienced with PM has moderate experience |PM has no experience with
similar projects or has experience with this type of project or is new
different types of projects to project management
16 |PM Attitude strongly committed to success |willing to do what it takes cares very little about project
17 |*PM Authority has line management or is able to influence those has little authority from
official authority that enables [elsewhere in the organization, |location in the organization
project leadership based on personal structure and little personal
effectiveness relationships power to influence decision-
making and resources
18 |Support of the PM complete support by team and [support by most of team, with |no visible support; manager in

of management

some reservations

name only
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
e c
5 = Rank
*+ = § %_;; < 2|0
& S5 sz 2R
Process Standards
Project Parameters
19 |Project Size small, non-complex, or easily [medium, moderate large, highly complex, or not
decomposed complexity, decomposable decomposable
20 [Hardware Constraints little or no hardware-imposed |some hardware-imposed significant hardware-imposed
constraints or single platform [constraints; several platforms [constraints; multiple platforms
21 |Reusable Components components available and components available, but components identified, need
compatible with approach need some revision serious modification for use
22 |Supplied Components components available and components work under most |components known to fail in
directly usable circumstances certain cases, likely to be late,
or incompatible with parts of
approach
23 [*Budget & Resource Size |sufficient budget and questionable budget and doubtful budget and resouces
resources allocated resouces allocated are sufficient
24 |Budget Constraints funds allocated without some questions about allocation in doubt or subject
constraints availability of funds to change without notice
25 |*Cost Controls well established, in place system in place, weak in areas [system lacking or nonexistent
26 |*Delivery Commitment stable commitment dates some uncertain commitments |unstable, fluctuating
commitments
27 |*Development Schedule  |team agrees that schedule is  |team finds one phase of the  [team agrees that two or more

acceptable and can be met

plan to have a schedule that is
too aggressive

phases of schedule are
unlikely to be met
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
S - E Rank
“ S S A
3 HEEEE
Process Standards
Project Team
28 |*Team Member in place, little turnover available, some turnover high turnover, not available;
Availability expected; few interrupts for  |expected; some fire fighting |team spends most of time
fire fighting fighting fires
29 [Mix of Team Skills good mix of disciplines some disciplines inadequately [some disciplines not
represented represented at all
30 |Application Experience extensive experience in team [some experience with similar |little or no experience with
with projects like this projects similar projects
31 |Experience with Project high experience average experience low experience
Hardware and Software
32 |Experience with Process  |extensive experience with this [some experience with this little or no experience with a
process process or extensive defined process
experience with another
33 |Training of Team training plan in place, training |training for some areas not no training plan or training not|
ongoing available or training planned |readily available
for future
34 |Team Spirit and Attitude |strongly committed to success (willing to do what it takes to [little or no commitment to the
of project; cooperative get the job done project; not a cohesive team
35 |*Team Productivity all milestones met, milestones met, some delays |[productivity low, milestones
deliverables on time, in deliverables, productivity [not met, delays in deliverables
productivity high acceptable
36 |Expertise with Application [good background with some experience with domain [no expertise in domain in

Area (Domain)

application domain within
development team

in team or able to call on

experts as needed

team, no availability of
experts
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
e c
5 = Rank
*+ = § %_;; < 2|0
& S5 sz 2R
Process Standards
Organization Management
37 [*Organization Stability little or no change in some management change or |management or organization
management or structure reorganization expected structure is continually or
expected rapidly changing
38 |Organization Roles and individuals throughout the individuals understand their  |many in the organization are
Responsibilities organization understand their [own roles and responsibilities, funsure or unaware of who is
own roles and responsibilities [but are unsure who is responsible for many of the
and those of others responsible for work outside [activities of the organization
their immediate group
39 |Policies and Standards development policies and development policies and no policies or standards, or
standards are defined and standards are in place, but are |they are ill-defined and
carefully followed weak or not carefully followed|unused
40 |Management Support strongly committed to success [some commitment, not total [little or no support
of project
41 |*Executive Involvement  |visible and strong support occasional support, provides |no visible support; no help on
help on issues when asked unresolved issues
42 |Resource Conflict projects within the projects within the projects within the

organization share resources
without any conflict

organization schedule
resources carefully to avoid
conflict

organization often need the
same resources at the same
time (or compete for the same
budaet)
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
£ = Rank
S £
*+ = é %_;; < 2|0
& 5 sz 2R
Process Standards
Organization Management - Continued

43 |Customer Conflict multiple customers of the multiple customers of the multiple customers of the

project have common needs |project have different needs, |project are trying to drive it in

but do not conflict very different directions
Customer/User

44 |*User Involvement users highly involved with users play minor roles, minimal or no user

project team, provide moderate impact on system  |involvement; little user input

significant input
45 |User Experience users highly experienced in  |users have experience with users have no previous

similar projects; have specific |similar projects and have experience with similar

ideas of how needs can be met|needs in mind projects; unsure of how needs

can be met

46 |[*User Acceptance users accept concepts and users accept most of concepts |users do not accept any

details of system; process is in|and details of system; process |concepts or design details of

place for user approvals in place for user approvals system
47 |User Training Needs user training needs user training needs requirements not identified or

considered; training in considered; no training yet or [not addressed

progress or plan in place training plan is in

development

48 |User Justification user justification complete,  |user justification provided, no satisfactory justification for

accurate, sound

complete with some questions
about applicability

system
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
e c
5 = Rank
*+ = é %_;; < 2|0
o S s 3 2R
Product Standards
Product Content

49 |Requirements Stability little or no change expected to [some change expected against |rapidly changing or no agreed-

approved set (baseline) approved set upon baseline
50 |*Requirements Complete |all completely specified and |some requirements incomplete|some requirements only in the

and Clear clearly written or unclear head of the customer

51 |*Testability product requirements easy to |parts of product hard to test, |most of product hard to test,

test, plans underway or minimal planning being or no test plans being made

done

52 |Design Difficulty well defined interfaces; designjunclear how to design, or interfaces not well defined or

well understood aspects of design yet to be controlled; subject to change

decided

53 |*Implementation Difficulty |algorithms and design are algorithms and/or design have [algorithms and/or design have

reasonable for this team to elements somewhat difficult [components this team will

implement for this team to implement find very difficult to

implement

54 |System Dependencies clearly defined dependencies [some elements of the system |no clear plan or schedule for

of the software effort and
other parts of system
(hardware, process changes,
documentation, ...)

are well understood and
planned; others are not yet
comprehended

how the whole system will
come together
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues Ke) Risk
S - E Rank
“ S =ila)
3 I
Product Standards
Development Process
55 |Alternatives Analysis analysis of alternatives analysis of alternatives analysis not completed, not all
complete, all considered, complete, some assumptions |alternatives considered, or
assumptions verifiable questionable or alternatives  |assumptions faulty
not fully considered
56 |Commitment Process changes to commitments in  |[changes to commitments are |changes to commitments are
scope, content, schedule are  [communicated to all involved |made without review or
reviewed and approved by all involvement of the team
involved
57 |Quality Assurance QA system established, procedures established, but  |no QA process or established
Approach followed, effective not well followed or effective |procedures
58 |*Development correct and available some deficiencies, but nonexistent
Documentation available
59 |Use of Defined development process in place, [process established, but not  |no formal process used
Engineering Process established, effective, followed or is ineffective
followed by team
60 |Early Identification of peer reviews are incorporated |peer reviews are used team expects to find all
Defects throughout sporadically defects with testing
61 |Defect Tracking defect tracking defined, defect tracking process no process in place to track
consistent, effective defined, but inconsistently defects
used
62 [Change Control for Work |formal change control process |change control process in no change control process

Products

in place, followed, effective

place, not followed or is
ineffective

used
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
£ = Rank
S £
*+ = é %_n < 2|0
& S5 sz 2 F
Product Standards
Development Process - Continued

63 |Lessons Learned Lessons learned and Lessons learned conducted, |No lessons learned conducted,

improvements made at improvements not improvements not

milestones or phases incorporatated incorporated

Development Environment

64 [Physical Facilities little or no modification some modifications needed; [major modifications needed,

needed some existent or facilities nonexistent
65 [Hardware Platform stable, no changes expected, [some changes under platform under development

capacity is sufficient evolution, but controlled along with software
66 |[Tools Availability in place, documented, available, validated, some unvalidated, proprietary or

validated development needed (or major development needed;

minimal documentation) no documentation

67 |Vendor Support complete support at adequate support at contracted|little or no support, high cost,

reasonable price and in price, reasonable response and/or poor response time

needed time frame time
68 [Contract Fit contract with customer has contract has some open issues |contract has burdensome

good terms, communication
with team is good

which could interrupt team
work efforts

document requirements or
causes extra work to comply
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Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
e c
5 = Rank
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o SHHEEIE=
Product Standards
Development Environment - Continued
69 [Disaster Recovery all areas following security ~ [some security measures in no security measures in place;
guidelines; data backed up;  [place; backups done; disaster |backup lacking; disaster
disaster recovery systemin  [recovery considered, but recovery not considered
place; procedures followed  [procedures lacking or not
followed
Technology
70 |Technology Match to technology planned for some of the planned selected technology is a poor
Project project is good match to technology is not well-suited |match to the problem or
customers and problem to the problem or customer  [customer
71 |Technology Experience of |good level of experience with |some experience with the no experience with the
Project Team technology technology technology
72 |Availability of Technology [technology support and experts available elsewhere in |will need to acquire help from
Expertise experts readily available organization outside the organization
73 |Maturity of Technology technology has been in use in |technology is well understood [technology is leading edge, if

the organization for quite
some time

in the organization

not "bleeding edge" in nature

Page 28 of 29




Rating (check one)

Quality Standards Low Risk Cues Medium Risk Cues High Risk Cues o Risk
£ = Rank
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& S5 sz 2R
Product Standards
Deployment
74 |Hardware Resources for  |mature, growth capacity in available, some growth no growth capacity, inflexible
Deliverables system, flexible capacity
75 |Response or other readily fits boundaries needed;|operates occasionally at operates continuously at
Performance Factors analysis has been done boundaries boundary levels
76 [*Customer Service Impact |requires little change to requires minor changes to requires major changes to
customer service customer service customer service approach or
offerings

77 |Data Migration Required |little or no data to migrate much data to migrate, but much data to migrate; several

good descriptions available of |types of databases or no good

structure and use descriptions of what is where
78 |Pilot Approach pilot site (or team) available ([pilot needs to be done with  [only available pilot sites are

and interested in participating [several sites (who are willing) Juncooperative or in crisis

or with one who needs much |mode already

help
79 |External Hardware or little or no integration or some integration or interfaces |extensive interfaces required

Software Interfaces

interfaces needed

needed
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