




[bookmark: Offshore_updates]Offshore updates
Cinnamon Albin Deputy CISO
Shirlene Gonzalez Legislative Director

DPO Council August 26, 2026



Cyber and Information Security 107-004-052
Definition:
Offshore or foreign computing services: services performed or hosted wholly or in-part outside of the United States, or services performed or hosted by companies in the United States using employees or contractors for State of Oregon work who are not United States citizens or who are not otherwise authorized to work in the United States.
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Cyber and Information Security 107-004-052








Policy:
Agencies may not utilize offshore or foreign computing services, such as for cloud/hosting, application development, systems/service maintenance and support services, unless authorized by EIS. Any services involving sanctioned countries or covered vendors (statewide policy 107-004-155) is prohibited.
Effective with the date of this policy (October 1, 2026), the proposed use of offshore or foreign computing services must be fully disclosed and reviewed by EIS in accordance with statewide Information Technology Investment Oversight policy 107-004-130 prior to any authorization by EIS for the use of offshore or foreign computing services. EIS may request additional information as part of its review. Reference 107-004-052_PR Attachment C for additional information that may be requested.
Agencies currently utilizing any offshore or foreign computing services as of the effective date of this policy must jointly verify with EIS that such use is authorized by EIS, by submitting information on the services to the State Chief Information Officer within 90 days of the effective date of this policy. Submission requirements are detailed in statewide procedure 107-004-052_PR. Agencies will cooperate in any further reviews deemed necessary by the State Chief Information Security Officer. Agencies may request additional time to submit the information by emailing eso.info@das.oregon.gov. Extensions are only valid if signed by the State Chief Information Security Officer.
Sanctions Programs and Country Information | Office of Foreign Assets Control: https://ofac.treasury.gov/sanctions-programs-and-country-information
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· Background
· CSS has historically reviewed uses of offshore
· CSS has historically reviewed geolocation

· What’s new
· A more clearly documented, structured process
· CSS will maintain a registry of offshore in use
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