State of Oregon
Rider to the Software Transaction Agreement

This rider (Rider) to the Software Transaction Agreement (STA) between One Identity LL.C
(Provider) and the State of Oregon, acting through its Department of Administrative Services
(DAS), on behalf of the State of Oregon, its agencies as defined in ORS 174.11 1, boards,

commissions, and ORCPP members (each a Customer), a copy of which is attached as Exhibit A,
amends and supersedes any provision to the contrary in the STA. This Rider and STA, together

with any exhibits, constitutes the entire agreement (collectively the “Agreement”) between the
parties and merges all prior and contemporanecus communications with respect to the maiters
described in this Agreement. Capitalized terms are defined in this Rider or the STA.

Notwithstanding any language in the STA to the cdntrary, Provider and Customer agree as
follows: . '

1. Effective Date and Term. This Agreement is effective when fully executed and approved

according to applicable laws, rules, and regulations, and Provider accepts an Order placed by

Customer. This Agreement continues in effect for the duration of the term stated in the
applicable Order, unless terminated by either party by providing notice in the manner
specified in Section 8 of the STA or as specified in this Rider.

2. Products and Services Available.

2.1. Software. This Rider pertains to all on premises Software and related intellectual
property, such as Documentation, licensed by Provider to Customer under this

Agreement, and related Maintenance Services. This Agreement sets forth the terms and

conditions that apply to all future purchases by a Customer of Software licenses and

Maintenance Services (both as defined in the STA) either directly or through a Provider-

‘authorized reseller (a “Reseller™).

2.2. Appliances. This Rider pertains to all on premises Appliances (hardware) and related
intellectual property, such as Documentation, provided by Provider to Customer under

this Agreement, and related Maintenance Services. This Agreement sets forth the terms

and conditions that apply to all future purchases by a Customer of an Appliance and

Maintenance Services (both as defined in the STA) either directly or through a Provider-

authorized reseller (a “Reseller™).

2.3. No Provider-hosted or Software as a Service is available under this Agreerﬁent.

3. Statewide Price Agreement; Direct Purchases. The Software, Appliances, and Maintenance

Services may be available through a price agreement with a Reseller. Such price agreement

is held by DAS under applicable Oregon law. DAS is not a party to the purchase or this

Agreement unless it is a Customer that is the purchaser on an Order. A Customer may place
an Order via a purchase order (PO) issued to Provider or a Reseller as described in the STA,

and upon issuance of such PO, Customer agrees to be bound to this Agreement. Any
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conflicting or additional terms in or accompanying a PO will not be binding on Provider
unless Provider accepts such terms in writing.

4. Confidentiality.

4.1. Any obligation of Customer to maintain the confidentiality of Provider’s proprietary
information provided to Customer under the STA is conditioned by and subject to
Customer’s obligations under the Oregon Public Records Law, Oregon Revised Statutes
(ORS) 192.410 to 192.505, which may require disclosure of proprietary information as a
“public record” unless exempt under ORS 192.501 or ORS 192.502.

4.2. Provider acknowledges that, it and its employees, subcontractors or agents in the course
of performing the services under this Agreement may be exposed to or acquire
information that is confidential to Customer or Customer’s clients. Any information
Provider or its employees or agents receive or acquire relating to Customer or
Customer’s clients in the performance of this Contract is deemed to be confidential
information of Customer (“Confidential Information™), with the exception of:

(i) information that becomes part of the public domain through lawful means
and without breach of any confidentiality obligation by Provider;

(i)  information subsequently and rightfully received from third parties who
have the necessary rights to transfer the information without any
obligation of confidentiality;

(i)  information that was known to Provider prior to the effective date of the
STA without obligation of confidentiality;

(iv)  information that is independently developed by Provider and documented
in writing without use of, or reference to, any confidential information of
Customer; and

) information required to be disclosed by compulsory judicial or
administrative process or by law or regulation.

4.3. If Provider is required to disclose confidential information under clause 4.2(v), Provider
shall first give Customer notice and shall provide such information as may reasonably be
necessary to enable Customer to take action to protect its interests.

4.4. Provider shall comply with the Oregon Consumer Identity Theft Protection Act, ORS
646A.600 through 606A.628, to the extent applicable to this Agreement.

5. Indemnification.

5.1. To the extent Customer is required under the STA to indemnify or hold Provider
harmless against claims brought by third parties against Provider, or for fees, costs and
- expenses under STA Section 18(1), Customer’s obligation to indemnify is subject to the
limitations of Article X1, section 7 of the Oregon Constitution and the Oregon Tort
Claims Act, ORS 30.260 through 30.300.
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5.2. Provider shall defend, indemnify and hold Customer, the State of Oregon, and their
agents, officials and employees harmless from all claims, demands, suits, actions,
proceedings, losses, liabilities, damages, awards and costs (including reasonable
attorneys’ fees and expenses at trial, on appeal and in connection with any petition for
review), which may be brought or made against Customer, the State of Oregon, or their
agents, officials or employees and arising out of or related to any of the following (each,
an “indemnifiable loss™): ' ‘

(vi)  any personal injury, death or property damage caused by any alleged act,
omission, error, fault, mistake or negligence of Provider, its employees,
agents, or representatives in connection with or incident to Provider’s
performance under or related to the STA;

(vii) ~ any act or omission by Provider that constitutes a material breach of the
STA including any breach of warranty; or

(viii) the infringement of any patent, copyright, trademark, trade secret or other
proprietary right of any third party by Provider’s delivery or Customer’s
use of the license provided under the STA.

5.3. Customer shall promptly notify Provider in writing of any action, claim or demand of
which Customer becomes aware and which Customer reasonably expects to result in an
indemnifiable loss. Provider’s-obligation under this section does not extend to any
indemnifiable loss to the extent caused by:

1 the negligence or willful misconduct of Customer, the State of Oregon, or
their agents, officials or employees; or

(i)  Customer’s Modification of Provider’s software without Provider’s
approval and in a manner inconsistent with the purpose or proper usage of
the license as evidenced by the terms of the STA.

6. Defense of Claims. To the extent Provider is required under this Agreement to defend
Customer against claims asserted by third parties, Customer shall reasonably cooperate in
good faith, at Provider’s reasonable expense, in the defense of the claim and Provider shall

“select counsel reasonably acceptable to the Oregon Attorney General to defend the claim and
shall bear all costs of counsel. The Oregon Attorney General’s acceptance of counsel may -
not be unreasonably withheld, conditioned or delayed. Counsel must accept appointment as
a Special Assistant Attorney Gerleral under ORS Chapter 180 before counsel may act in the
name of, or represent the interests of, the State of Oregon, Customer, its officers, employees
or agents, Customer may elect to assume its own defense with an attorney of its own choice
and its own expense at any time Customer determines important governmental interests are at
stake. Customer shall promptly provide notice to Provider of any claim that may result in an
obligation on the part of Provider to defend. Subject to these limitations, Provider may
defend a claim with counsel of its own choosing, on the condition that no settlement or
compromise of any claim may occur without the consent of Customer, which consent must
not be unreasonably withheld, conditioned or delayed.

7. Goveming Law; Jurisdiction; Venue. This Agreement is to be construed and enforced in

accordance with the laws of the State of Oregon, without giving effect to its conflict of law S8,
principles, and applicable federal law. Any action or suit brought by the parties relating to & “;'
v
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this Agreement must be brought and conducted exclusively in the Circuit Court of Marion
County for the State of Oregon in Salem, Oregon, unless the claim must be brought in a
federal forum, in which case it must be brought and adjudicated exclusively within the
United States District Court for the District of Oregon. PROVIDER HEREBY CONSENTS
TO THE PERSONAL JURISDICTION OF THESE COURTS, WAIVES ANY
OBJECTION TO VENUE IN THESE COURTS, AND WAIVES ANY CLAIM THAT
EITHER OF THESE COURTS IS AN INCONVENIENT FORUM. In no way may this
section or any other term of this Agreement be construed as a waiver by the State of Oregon
of any form of defense or immunity, whether it is sovereign immunity, governmental
immunity, immunity based on the Eleventh Amendment to the Constitution of the United
States, or otherwise, from any Claim or from the jurisdiction of any court.

8. Attorney Fecs. Neither party to this Agreement is entitled to obtain judgment from the other
party for attorney fees it has incurred in any litigation between the parties or, except as
specified in Section 5.2, in defense of any claim asserted by a third party.

9. Access and Audit Rights. Section 16 of the STA is modified to provide:

9.1. Any audit will take place no more than once every 12 months, upon not fewer than 30
days’ written notice, during normal business hours and in a manner that does not
interfere unreasonably with Customer’s operations. Customer will provide Provider or
the independent auditor with information reasonably requested in furtherance of the
verification. '

9.2. If the agreed-upon final verification or audit report reveals that Customer does not have
sufficient licenses to meet its actual use, Customer will order sufficient license(s) at
Providers then-current list prices as well as any applicable past maintenance and support
and back interest.

10. Dispute Resolution. Any dispute between the parties that is not resolved through informal
discussions may be submitted to mediation upon the consent of both parties. If informal
discussions or mediation are unsuccessful, either party may initiate litigation to resolve the
dispute. The parties specifically disclaim any right to arbitration of disputes.

11. Termination for Lack of Funding. Nothing in this Agreement may be construed to permit
any violation of Article X1, Section 7 of the Oregon Constitution or any other law regulating
liabilities or monetary obligations of the State of Oregon. Customer’s payment for services
performed or license fees due after the last day of the current biennium is contingent upon
Customer receiving funding, appropriations, limitations, allotments or other expenditure
authority from the Oregon Legislative Assembly (including its Emergency Board) sufficient
to allow Customer, in the exercise of its reasonable administrative discretion, to continue to
compensate Provider. Customer may immediately terminate this Agreement upon written
notice if Customer fails to receive funding, appropriations, limitations, allotments, or other
expenditure authority as contemplated by Customer’s budget or spending plan and Customer
determines, in its assessment and ranking of the policy objectives explicit or implicit in its
budget or spending plan, that it is necessary to terminate this Agreement.
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12. Records Maintenance; Access. Provider shall maintain all financial records relating to the
subject matter of this Agreement in accordance with Generally Accepied Accounting
Principles (GAAP). Provider shall also maintain any other records pertinent to this
Agreement in such a manner as to document clearly Provider’s performance of its duties
under this Agreement. Provider shall retain and keep accessible all financial records, books,
documents, papers, plans, and writings for a minimum of six years, or such longer period as
may be required under applicable law, following final payment and termination of this
Agreement, or until the conclusion of any audit, coniroversy, or litigation arising out of or
rclated to this Agreement, whichever date is later. Provider shall permit Customer, the
Oregon Secretary of State’s Office, and the federal government, and their duly authorized

- representatives access to Provider’s financial records and other books, documents, papers,
plans, and examinations and audits and make excerpts and transcripts when requested.

13. Independent Contractor. Provider shall act at all times as an independent contractor and not
as an agent or employee of Customer. Provider has no right or authority to incur or create
any obligation for or legally bind Customer in any way. Although Customer reserves the
right to evaluate the quality of Provider’s completed performance, Customer cannot and will
not control the means or manner by which Provider performs its obligations under this
Agreement, except to the extent the means and manner in which these obligations are to be
performed is specifically set forth in this Agreement. Provider shall determine the
appropriate means and manner of performing its obligations. Provider is not an “officer”,
“employee” or “agent” of Customer or any other agency, office, or department of the State of
Oregon, as those terms are used in ORS 30.263, and Provider shall make no representations
to third parties to the contrary. Neither party shall make any statements, representations, or
commitments of any kind or to take any action binding on the other except as provided for in
this Agreement or authorized in writing by the party to be bound.

14. Incorporation of Oregon Statutes. ORS 279B.220, 279B.230 and 279B 235 are incorporated
into this Agreement by reference.

15. Counterparts. This Rider may be executed in two or more counterparts, by facsimile or
otherwise, each of which is an original, and all of which together constitute one and the same
instrument, notwithstanding that all parties are not signatories to the same counterpart.

16. Compliance with Tax Laws.

16.1. Provider represents and warrants Provider’s knowledge, after due inquiry, for a
period of no fewer than six (6) calendar years preceding the Effective Date, faithfully
has complied with: ‘

(iy  Alltax laws of the State, including but not limited to ORS 305.620 and ORS
chapters 316, 317, and 318;Any tax provisions imposed by a political subdivision
of the State that applied to Provider, to Provider’s property, operations, receipts,
or income, or to Provider’s performance of or compensation for any work

performed by Provider;
(i)  Any tax provisions imposed by a pelitical subdivision of the State that applied or
apply to Provider, or to goods, services, or property, whether tangible or s “’“%ﬂ
intangible, provided by Provider; and, & O W/'ﬁf:,
. : | \
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(iii)-  Any rules, regulations, charter provisions, or ordinances that implemented or
enforced any of the foregoing tax laws or provisions.

16.2. Provider shall, throughout the duration of this License, comply with all tax laws
of the State and all applicable tax laws of any political subdivision of the State. Any
violation of this section or of Provider’s warranty in Section 12 constitutes a material
breach of the License. Any violation of this Section 12 entitles Customer to terminate
this License, to pursue and recover damages that arise from the breach and the
termination of this License, and to pursue all other remedies available under this
License, at law, or in equity. :

(i)  This Agreement will be reported to the Oregon Department of Revenue. The
Department of Revenue may take any and all actions permitted by law relative to
the collection of taxes due to the State of Oregon or a political subdivision,
including (i) garnishing Provider’s compensation under this Agreement or (i1)
exercising a right of setoff against Provider’s compensation under this
Agreement for any amounts that may be due and unpaid to the State of Oregon or
its political subdivisions for which the Department of Revenue collects debts.

17. Tax Compliance Certificate. By executing this rider, the undersigned certifies under penalty

of perjury that he or she is authorized to act on behalf of Provider and that, to the best of the

_undersigned’s knowledge, Provider is not in violation of any Oregon Tax Laws. For
purposes of this certification, “Oregon Tax Laws™ means a state tax imposed by ORS
401.792 1o 401.816 (Tax For Emergency Communications), chapters 118 (Inheritance Tax),
314 (Incomé Tax), 316 (Personal Income Tax), 317 (Corporation Excise Tax), 318
(Cotporation Income Tax), and 323 (Cigarettes And Tobacco Products Tax), and the elderly
rental assistance program under ORS 310.630 to 310.706; and any local taxes administered
by the Department of Revenue under ORS 305.620.

18. Payment. Customer’s obligation to pay late charges is subject to ORS 293.462.

19. Order of Precedence; Amendments. In the event of any conflict between the Rider, the STA,
policies and agreements referenced in the STA, and any terms and conditions published by
Provider on or after the Effective Date of this Agreement and any terms presented to an end
user in a ‘click wrap” or end user agreement, the conflict will be resolved in that order. This
Agreement may only be amended in writing executed by Provider and DAS.

20. Publicity. Provider may disclose the form and existence of this Agreement in advertising,
press releases or other materials distributed to prospective customers, but shall not otherwise
attermpt to obtain publicity from its association with Customer or the State of Oregon,
whether or not such disclosure, publicity or association implies an endorsement by Customer
or the State of Oregon of Provider’s Software and Services, without the prior written consent
of Customer. '
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PROVIDER:
One Identity [

The State of Oregon, acting through its
Department of Administrative Services

By: By: ;%;M Vi / NEZMZU&J
Sl | i v

As:w As: | ’ﬂ /WW’@@’%{ ’ &ﬁm”@%a

Date: Wt | Date: __. ] g/ 2/ f/j 7

Approved by DOJ, AAG, Ellen Flint
via email 7/26/2017

Aftachments: .
Exhibit A — One Identity LLC Software Transaction Agreement
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Exhibit A
Software Transaction Agreement

Software Transaction Agreement

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY DOWNLOADING, INSTALLING OR USING THIS
PRODUCT, YOU ACCEPT AND AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT FOR ORDERS PLACED OUTSIOE THE
UNITED STATES OF AMERICA, PLEASE GO TO http-lioneidentity. TO VIEW THE APPLICABLE VERSICN OF THIS
AGREEMENT FOR YOUR REGION. fF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT OR THE
APPLICASIE VERSICN OF THIS AGREEMENT FOR YR REGION, DO NOT DOWNLOAD, INSTALL OR USE THIS PRODUCT. IF YOU HAVE
A BIGRED AGREEMENT WITH PROVIDER THAT IS SPECIFICALLY REFERENCED IN AN CRDER THAT IS EXECUTED BETWEEN YOU AND
PROVIDER, THEN THAT SIGNED AGREEMENT WILL SUPERSEDE THIS AGREEMENT. :

This Software Transaction Agresment jthe “Agreement™) is made beewesn you, the Customer {"Customen” o “You") and the Provider, as defined

1. Definitions. leimdtmm&ﬁmmmnshaﬂmﬂmmnmmimedwmwm
&) ‘“Aiﬁiam'_"mnsmy}ega{enﬁtycmtrdting,ccrmﬁedby,crundymmnwmmmapztytaﬂasm&rminmasmmd
redstionship exists.

(b} “Appliance™means a computer hardware produst upon which the Sofwan: 5 pre-instaled and delivered,

(e} “Documenzation” means the user manuais and documentation tha Frovider makes avaiable for the Software. and 38 copies of the foregoing.
{di  “pSrore™ mears Provider's online Software ordering system,

%WE Type" miaans the model by which the Scftware is licensed le.g.. by server, by mailbax, by munaged eserd as indicated in the applicabie

ifi  Maintenznce Servives” means Providsr's maintenance and support offering for the Froducts as identfied in the Marterance Senvices Seetion
ig MWiseimen:ijmmdequawmrnsimed by Customer and Provider 1" Signed Crder’), {i1) aam order placed H'ngz. the eZtorz, or i)
a Custotrer purchase order PO subimitted to Prosider, ﬁaom“mgm@dsddymmwﬁywwsﬁmmaumymgr
varying berms stated on (3) a Signed Crder or b) 2 Provider quotation referenced on a PO that states that & is govemned exclusively by such quotation
[ Governing Quotation’). Each Trder shall be Customer's imevocable corpitment to purchase and pay for the Prodiscts andior Mamtenance
Sennces stated inthe Ortler and sach Crder placed with Prowitier shall be sublect bo approval by Provider in waiting o by perfermance.

1) “FPartres' means 3 reselier or distibuioe thar is under contrct with Provider or ancther Partrer and is authorieed via soch cortract to resell the
Praducts andior Maimtenance Senvices.

(i1 “Produer Guide™ means the document lucated 2 hitp:fonsidentity nomidocs/Product Suine pof m cotains the Product Teems.

(ji Wﬂfm"mh@mmﬁm’m%ethmTwemdaqmmmm&mninﬁmaPmm The Product
Ten*rsfoerdwasinaSig\ﬁd&deraraﬁwa‘ning&smmimshaﬂbeassamdinéne&medﬂrﬁeerﬁvﬁningﬂmeaﬁnn.rfm.PmduﬁTm
aesmedmmsgmum«mmmm&mmmwmmwom.ﬁ&nmsmﬁm@meesmm.aum
Pmduxaa'eptmhasedﬁwn_apzm.smnmParoductTemxsfﬂrsud’;Hmmshﬁbeasmhﬂwﬁummﬁuﬂeasdm@euﬁmm
o punchase.

k) “Provider” means One luensty LLC. I an Order is placed through and approved by an Af¥izte of Frovider, then that Afflliste shall be the
Pressder under this Agreemant. i the Prowider & renamed, then fhe renamed eribty shall becoms the Frovider under this Agreement.

I “Products™ means the Software and Apgliance|s}) provided to Customer Lnder this Agreament,

{m} “Software™ maarns the obisct sode version dmmmismﬂdWMMimw&mﬁrmmmmﬂnﬂaasweaasmy
wwbn&aﬁm,aﬁ%m%%ﬁmmnn&%sb&mmmm%@wnﬂﬂuupiesnfme
Wm.mmdmmﬁmmwmemdmmmmw in the Soffware License Section), along with sofware that is
defvered on an Applance.

2. Software License.

{a) General. Subpect to the tems of this Agreement, Prowvider grants to Customer, and Customer aocepts from Provider, 3 mon-ssdusie, ron.
ta-nsﬁrable{emmasnﬁmmforﬁherem]arﬂmutﬁbasaﬂeliwammmmdmﬂmmmweachitemuFSuﬁmw%ased
fmmPaw%deraaParmwﬂt'ninhpmﬁmEMTamamw%hWimmmmdMﬁTm fthe ‘License.
Exvept for MSP Licenses (¢ defined below), Customer shall andy use the Software 3o support the mtemal tusiness operations of dself and its
worivede Afiliabes,

(b} On-Premise Soltware. If Soferre s deliverad 1 Customer for Customer's installation snd wse on its own equiprment | “On-Premise Software™),
the License shall be parpetus (uriess ommseslzhedmh&dajands)didsoindudeﬂnmmmmammaﬂemmofaﬂﬁmﬁ
copies of the Un-Fremise Sofware 1o be used sdety&xnm—pnducﬁiwamhiva!mpassivedisasﬁermeymoses. prowided such copies are
&epxkaaseureIncae'mmdxemtusedferpmducﬁmmmsesﬁessﬁwpmmmpyofmﬂanﬁomnm i5 not being used for
Fev 3015 B T COMFIDENTIAL Fage 1010
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production pl.u'poses.:md{ii)mainewusampéesnﬂreWmsmﬂynmwmmCmWsmﬂmmdwinm&
Lsedﬂleﬂn-ﬁmiseﬁﬂﬂvm.&dmmnsefm&mmisam&mmMlmﬂybeins&dbymmmnﬂuemmthmmwm
Scfware & initially delivered to Custorner.

(6} Software 2 a Service, Hmmm&smw;ﬁgmmmﬁwﬁﬁmm&dmeqdpmaﬂnperanedbyﬁwidernr
its supplliers {*Saa5 Soffware”}, {f) the License for such 3aal Sofware shall be granted for the Suration of e tarm stated in the Order (the “SaaS
Tmn”j;asmsmemybemwm=Ma§cwmmmnmh.aﬁ[ﬁ;&emmmmmSaﬁPmﬁmSmng( .
this Agreament shall apply to 2 access i and use of such Sofware., if amy hemafsmmmtobeimu[edm&mnmfsemimismdedm
mvecton with 5335 Sofiware, the ﬁwsemﬁﬁmmmﬁaﬁmshdlhefxﬂamm S35 Termn, and Customer shall promptly
install any updates 1o such Software s may be provided by Provider, . .

(d) IIEPLiwnsgﬁm%.tﬁic&smmmIsmmmwmmaammmwmw.mmmegmmda

Mmmmmmmmmmmmmwmmm "M5P Licenza™}, ‘Managemen Services™

include, withou fimitation, application, operaling systemn, and database implementation, performance tuning, and maintenance services provided by

Wwf&mmmaﬁc&m.mmPLmsmmwmemmmwmmmmm;nmem
ida,

mmlb?iﬁemmhhﬁmmandnrrissiunscfitsCtimsincmnecﬁmrdﬁﬂre&useufmes'uﬁwaewl}mmemﬁmwﬂul.aﬁls
expensa, defend ider against ary acton, sul, or claitn brosght against Provider by 2 Client in connaction with or relsted to Customer's
Mmmm&wmmﬁmyﬁmijummwse&Mas quu%inmmmmmﬂgwdm.

pius 3y extensitns gramted by Provider i writing [the “Evaluation Period™). ﬂmismfeefmrmEvduaﬁonﬁw:sedmmEﬁuaﬁon Perind,

. &ﬁmsremﬂﬂeﬁrmapﬂﬂﬂeshimngdimum wdich may te incurmed, and any fees which may be associated with
usage beyand the scope permittad harein, memhmmwuﬁmemmﬁmmdmﬂm Natwithstanding
amything otherwise set fovth in this Agreament, Customer understands and agheas that Evalugtion Licenses are provided “AS 15" and Providet
does nod provide warranties or Mainvtananoa Services for Evaluation Licenses.

{f} Frompwars License. Eaﬁemmmshndsmaeisdmn#nadedby&ﬂnmmammiﬂ.ﬁwm&mdmm
MIbegovemby&eamimbIeFmdeﬁniﬁmsetmmhummwde(a “Freeware License™). Notwithstanding anything offenvise

set forth in this Agreatiernt, Customer understands and agrees that Freeyae Livenses are provided “AS 157 and that Provider does not provide
warTamhes or Mainienance Services for Freewars Licenses,

i@ UﬂbyThidPaﬁts.&Mmmaﬂwih%césmﬂmmdwwgemh.a'ThirdFartyUsm"'}ﬁuamessalduseﬂ:eSamﬁre
ari Documentation provided 1o &mwlwamarsﬂe&yﬁrwmamufpwmﬁngmm Cum.wﬁedmmemmm
the Third Party User's acoess to or use of the Softwane and Docementation is subjeet in the restrictions and fmitations contained i this Agreement,
irduding, but not fimited o teese in the' Export Section, and the applicabie Order(s), (i) the Thér Panty User cooperates with Provider dixing any
Wﬁmmmﬁmwhm&m&d'wpmahdsimwmd {iit} the Third Party Users prompily removes any Softwars instalied
on its comperier equipment Upon the completion of the Thind Party's nead 1o acoess or yse the Software as permitted by this Section. Customer
agrees that i shal heliﬂemﬁwiﬂrﬁrﬂmseadswaﬁsmwhsﬁ?dmugaswhﬂ. if thone er not done by Cuestomar, winfd be 3
breaich of this Agreement or an Order. : .

3. Restrictions. Custormer may not reverse engineer, decomipile, disassemble, or attermpt 1o disoover or modfy in any way the underlying source
podeaiﬂmsm'ae, o smy part theroof unkgss ;andwﬁwem(a}sudmmk;ﬁmsmpmhiﬁmd by appiicable law and {0} Customer has

rigfts 0 any open sourte software that may be contained &mwdeﬁwmmmmmwmmamimmmm
licenses which shall b= either indudes with the Products or mate svaiable io Customer ot request, Castomer may not use any livense keys or
other lioerse access devices nat provided by Provider, including but riot limded t “pirate keys™, to mstall or access e Soiware.

R BT CONFIDENTAL FagS T OTE
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4. Proprietay '-m.-tmmrmdasmdsandws&m[i}ﬂﬁﬁmmmwwwmmmﬁlmdmmw
freaties, {if) Prwcﬁ?:as Afifliates and'or s licensors cwen the copyright, and other imtedectual property nghts in the Produets, (i) the Software is
livensed, and not sold, () this Agreement does not grant Customer & rights o Provider’s trademanks or senica riarks, and (v) Provider reserves
anty and 3l rights, irrgiied or othersise, which sre not expressly g'anbgm Customer in this Agresmaest.

3. Title, Risk of Loss and Delivery. va:’des:.-iis.ﬁﬁfﬁaﬂesand.‘arigsé'mwmmm&ﬁawﬁsm-ﬁueandrisﬁ&hnsbmﬂppﬁm
shall pass from Provider to Customer upan shipnmfﬂrﬁeﬁsﬁteﬁp;&immeismﬁeasedabmedwmml Diedivery of Products shai be
by slectronic dowricad or FOB Shipping Point.

B Paymemnt Customer agnees to pay to Provides (or, # applicable, the Pariner) the faes specified in each Order, induding any appécable shipping
fees. Customer witl be fvoiced Wh%&imd@mﬁﬁ%mﬂmﬂmmmmdwﬁmaﬁ%ﬁmm?aiw and
Cusenmershailm&eﬁpmamdnm?mﬁderhmuminmqw;dapﬁnmﬂu date of each irvoice or such otiver perisd (if any) stated in a
Signed Order. Provider reserves meziwtmdmgec:usmai&epmdwu?!_ﬂWM{amemmmmwm. whithever
ismelessajﬁm‘amammm&eﬁ%@r@Cmermmﬂmmammdismmdmatmain unpaid aiter the due date
urtil swch amount is paid.

7. Taxes Thetfees skatedin mﬂden\aymindudems_ﬁfﬁwiwismdmdmpzysm use, property, value-added or other taves based
on the Products or Maintenance Services provided ander this Agreernent of on Customer’s use of Products or Maimenance Senees, then suoh
taves shall be billed to and paid by Custormer. This Section does not apply 10 taxes based on Provider's ncome.

8. Termination.

mismmmmumgmmmmybemmmbymmaweementhrmid@rmd Customer or (i) by either
mhamam&mmwmmm(uammpm User]ﬂ:stlhebreaehimpartyfzismmetaﬁembmam‘ng parfy’s
reasonable satisfaction withen thirty {30) days folfowing its receipt of notice of the breach,

LPpmjmmina;imdm&mwmmnummﬁaﬁmbmymm.aﬂ' grartet to Customer for the applicable Software
shall mmediately coase and Customer shall Tremediately () cease using the apoficable 5 and Documentation, i) mmove all coples,
irstallations, and instances of the applicable Software from 2 ﬂmmmmsaﬁawmmwgesmwhﬂlﬁummhﬂaﬁe&m
ensure that all applicable Third Party Users and Dlients do the same. gsii)mmwmmmmmmm all Documernzation
amat?mrnm;mdeMQﬁomeaﬁdlmesdwofzheﬁmim or desiroy such tems, v} cease usng the Mairtenance
Mmﬂm&#mﬂaapﬁmmemMMWMmemﬁmﬁemﬂmmmm payable up tothe date of tesmvnation,
an fvi) give Prowider 2 writhen certification, within ten (10) days, that Customer, Third Pasty Users, and Cliertts, as applicable, have conplied with
all of the foregoing sbligations,

Arry provision dﬁdsﬂgwmthamuamﬁmwaﬁmmﬁimmwﬁsm {ii} 2 termination or expiration of 3
License, or i} the expiration of 3 Saas Term, is enforcaable agains! the oiher party and their respective suctessons and assigness notwithstanding
such testrenation or expiration. including, without limitation, the Restristions. Payment, Taxes, Termination, Warranty Disclaimer, Infri
dderrrity, Liméation of Liahiify. Confidential lnformafion, Compliance Verifeation, ard General Sections of this Agreement. Testrination of this
: uraticenseshallbmﬁﬂmpmjﬁcemmyuﬂhermnedisﬁtameMnaﬁngpnymayhmemdalm,smgemmmlimuﬁms
and esclusions set forth it this Agreemen, :

8. Export Customer acinowdedges tat the Products and Maintenanos Services are subgee! to e export conrol laws, nules, regulations,
mmmmmmmmwwmmmmmwimmmam'Expor:t;nm;ak')wmestoabmeby
the Expart Controls. Custormer heraby agrees to uses the Producks and Maimtenance Services in accondance with the Export Controls, and shall not
expm‘i,re-expm.seﬂ.leaseorwm#msfymeﬁodmsm’myww,mm«dmmmﬁmemwngmmaémdmmmw:tﬂa
Custpmer is solely :Espmsﬁlefarubﬁim‘ng‘éﬂ necessary fioanses or authorizzations retating o the export, Te-¢: sale, lease or Fansfer of the
Producis and for ensurng comphance with B requirements of such livenses o maherizations. Costorner hereby () represesss that Customer 15 not
an enity or to which sh of Proghcts, or ision of Maintenance Services, is prohibited by the Controls; and {ii that 2
shalmmmmm amemwmpmwﬁ% (aﬁwmmmmwa&m m@ tiadeEmerrbargo. hia o o resident
nfmy'murmysuhjeﬁmath‘aedﬁ&atesnadeanbago.{c]3nyp§rsannremiywMv&dashipmmuf?wdudsisprnh’bfﬁedhymeEmmcm,
or {d) anyone who 15 engaged in actities related to the design, developmend, production, o use of nucdlear materials, mudear faciities, nuchear
weapons, missles or chemioal or bivkegical weapons. Customer shall, at is expanse, defend Provider and #s AFiliates from: any thind party cdaim or
mmimm&mimummmmwmmmmmmmmdm expodt license, Custormer's faliure o provide
inforrmation fo Proviger to obiain an export license, or any aBegation made sgainst Provider due to Customer's vinkation or 2fleged visation of the
Export Comsols {an mmmwmdswmampmummmmmmmmm@mmmawm Provider's
costs of responcing to the Export Claim.

10, Musintenance Services, .

() Description. Except as otherwise stated 1t a Signed Order er Goverring Ciuctation. or an amendment to this dgreement, during any
airtenance Period and for the appieatle foes, Prosider shaill:

i) Make available io Cstomer new versions and releases of tie Softvae, nichuding Softrene comections, enfiancermens and wpgrades, if
- anad when Provider makes them gensrally avalable without thtarge as part of Mantenance Sensices. i

jii}  Respond to communications fom Customer that report Softwars failures no previously reported to Provider by Customer. Nuthing in the
foregring shall operate to limét or restriet foliow Lo commumication by Customer regarding Software failures,

Fey J0170EDT 2 CORPDENTRAL Pagadofs

. Page 10 of 16: Rider to §TA
QUEST 20170731




4t} Fespond i requests fram Custorner's techitical aoordinatons for assistance with the sperationalfechnizal sspects of the Schware urredzed
1o 3 Sofbwzne Tailune. Provider shall have the right 1o limit euch responses if Prosider reasonably datenmines that the wolime of suth non-earor related
requests for assistance is excecsive or overly repetitive in naape,

fiv} Provide 3coess to Provider's softwars support web site (the “Supporr Sie™,

W For the Priviteged Acoouni™ family of produces | “PA Software”) wihere Customer has purthased Maintenanos Services for the BA Softwans |
continupusly since the purchase of such License, provide Bie Fdw'!egedAccuunrAppfiameRepi;oememﬁagmm {as described in the Product |
~ Guide) for the Appliance on which the PA Sefwane is delivensd {the “PA Appliance™, |

Maintensnos Services re availabis suring regional business suppart hows § “Business Hours") s indissted on the Support Site, unless Customer |
has purchased 2457 Support. The list of Sofwvare for which 247 Support is avaitable andler rouired is listed in the Giobal Support Guide on the |
Support Site, |

The Maintenance Services for Sofvweare that Provider has cbtained through an avquisition ar mesger may, for a period of ime follwing the effoctia:
gamme acquisiBon or merger, be governed by terms other than those i this Section, The applicalie different terms, if ary, shall be stated on the
Ste. ‘

date of the initiat delivery of tre Scfvware fllowing an Order and ends twelve {12) montis thereafter wnless offenise set forth below or in the
applicable Sigred Order or Gowerming Quotation (the “itial Maintaiance Feriod™). Following the Intiel Maintenance Period, Maittenance Services
hr&rﬁaﬂseﬂaﬁmmmﬂtMmhaﬁiﬁmdﬁmdm&e“%%{m.a “Renewsl Maintenance Perfod™) at the prices
stated on the Maintenance renewal Qustafion uriess tha renewal has been cancelied by sither party giving written notice, by ernail or othenaisa, o
the ather at least sixty (80) days prior to the first day of e applicable Renewal Maintenance Period, Far purpeses of this Agreer tha initial
Mainterznce Perisd and each Renewal Maintenance Period shall be considered a “Mainrenance Peiod™ For the awoidance of douty, this
ﬁeememsbdt t each Repewal Mantenance Pesiod, Cancaliation of Maintenance Senvices for perpetial Licenses for On-Premise Software

not tenvunate Lustomes's dghts %o continue 1o use the On-Premise ScRware, Maintenance fees shall be due in advance of each Renewal
Mairtenanos Period and shall be subeat to the payment requirermants set farth in this Agreement. The procedurs for reinstating Mainenance Sesvices
for Co-Fremise Softerare after it has iapsed is posted on the Support Site. |

For Saal Sofware, the Maimenance Period is equal i the duwation of the applicable 3333 Term. For aon-pepetual Licenses for On-Premises
Sottware or for non-parpetid MSP Licenses, the Maintenance Pariog i5 epd to he duration of the License,

11. Wamranties and Remedies,
{a) Soitware Warranties. Provider warrasis that during the applicable Warrsnty Period (as definad in subsection {c} below),

i the operation of the Software, a5 provided by Provider, ws substantiatly conform to its Dlocurmentation (the “Opearational Warrarny);

it} the Software, as prosided by iter, will it contain any viruses, womms, Trojan Horses, or otfer malisious or desiructive cpde designed
by Provider to 2low unauthorized infrusion upon, disabiling of, or eramune of the Scfiware, exoapt tha the Sotware may contain a key lirmiting #s use
to the Soope of the License granted, and ficense keys sued bry Provider for temporary use e tme-sensitive fihe “Virus Warranmy™);

{fii] the media provided by Provider, i any. ol which the On-Premise Sofware is necortiad will be free from material defects in murterials and
ship under nommal use (the “Media Warranty™; and ‘

i) Bwill make corremercialy reasonabite oforts fo make the Saa5 Software avalabia Eveasty-fiour hours. 3 day, WEM excent for
schedisled maintenance, the instatation of Lupdases, these factors thiat are beyond the reasanatle corirad of Provider, Cus s faihere 1D meet
FRImUIM System raquirernsnts communicated to Customer by Provider, and any breach of this Agrearment by Cusiomer that impacts the avaiability
of the 3325 Goftware (e *Sax5 Availability Warrany™. .

(b} Appliance Warranties. Excepl for the PA Apgiiance, Appliances are waranted in accordance with the wamanty document delivered wih the

Appliance andior inclsded on the hardware mamfachrers’ websits, For the PA Applianes, Provider wasrants that, curing the applicable Wamanty
Pedad, the FA Appliance and wil operate in 3 manner which allows the B2 Softerars to be wsed i substantial conformance with the Docementation
{the “PA Apgliance Warrangy™.

ich Waranty Periods. The “Warranty Period™ for sach of the sbove wammanties shall be a5 follows: {1} for the Operational Waranty as & applies
o On-Pramise Sofwars, the Vinus Warranty and the Media Wananty, thirty $30) days fofowing the initial delivery of the Software pursuant i an
Ordar; (1) for the DperaﬁmaﬁWmﬂyashapliEmSaa'SSu&wamaﬁﬁteSMSAuﬂzbiﬁtme. the duration of the SaaS Term; (i forthe
PA Acpliance Warrardy, one {15 year fcglowing the nifizd delivery of ihe PA Appliance following an Cirder..

(d} Remedies. Any breach of the foregaing wamanties must be reporbad by Customer to Provider cuning the applicable Warranty Pariod. Customer's
sole and exciisive remedy and Provider's sle obligation for any such breach shall be s follows:

{i} For a breach of the Cperations! Wamaniy that impacts the use of On-Premise Software, Provider shali comect o provide a workaround for
reproducible emoes irtmesma@macausedmebmmﬁxﬁnammeﬁmmidgingﬂmw&mmw fts affact on Customer
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o, 3 Provider’s option, refing the bcense Ses paid for the nonconforming Sofware upon nesem of such Softwans 15 Provider and temsnation of the
related Licensefs) hereunder, '

fit For a breach of the Operational Warranty that impacts the use of SaaS Schiware, Provider sha¥l commeet of prowide 3 workaround for
reproducibie empes in the Software that saused the breach and pmv'adeacremurmﬁxﬂdmefeﬁdmeweh&mﬂmmmgmiwmsmwam
s rot opersting i substantal conformance with the applicatie Documentation,

4iii] For a braach of the Vs Wavrandy, Provider shall repiace the Sofware with a copy that is in conformancs with the Virs Warranty,
{ivi For abraach of the Media Wirranty, Provider shall, atits sxpense, replace the defactive media.

{9} For a breach of the Saa5 Availability Wamandy, Provider shal provide a credit or refund of the fees afooable 1o the periog during which the

i) For 3 breach of the Pﬁﬁppﬁamu&ranbr. Prewicher shall fuifili its obligations under the Appliance Replacerrent Program.
Acklitions] Progict-spechic warmanties and remedies may be stated in a Signed Drder.

te} Warranty Exclusions. The wamanties sat forth nt this Section shall not ppiy 10 any non-corfommance () that Provider cannot sscreste afer
execising commertialy reasonable efforts 1o attempt to de 5o; (i} saused by misuse of the applivable Product or by using the Product m a manner
that is nconsistent with this Agreement or the Documentation; or (i) arising from e modSication of the Product by anyone other than Provider,

i Th‘trde.ymeus..ﬁmmmmnﬁnmdﬁimmmmmwmmmm. 1€ the: third-party product is no
longer made available by the spplicable provider, Provider may discontinue the related protuct feature. Provider shall notify Custermer of any such
discontinuation, howsver Customer will nol be antitled T any mefumd, eredit or otver compensation as a result of e dscontinuaticn.

Wmug Diselaimer. THE EXPRESS WARRANTIES AND REMEMES SET FORTH IN THIS SECTION OR M A SIGNED ORDER OR
RNGNG QUOTATION ARE THE ONLY WARRANTIES AND REMEDIES PRCVIDED BY PROVIDER HEREUNDER. TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW, ALL OTHER WARRANTIES OR REMEDIES ARE EXCLUCED, WHETHER EXPRESS OR IMPLIED,

thi High-Risk Disciaimer. CUSTOMER UNDERSTANDS AND AGREES THAT THE PRODLICTS ARE MNOT FAULT-TOLERANT AND ARE 80T
DESIGNED CR INTENDED FOR USE IN ANY HIGH-RISK OR HAZARDOLS ENVIRONMENT. SNCLUDING WITHOUT LIMIFATION, THE

ENVIRONMENT™) ACCCRDINGLY, 1) CUSTONER SHCRD NOT USE THE PRODUCTS IN A HIGH RISK ENVIRGNMENT, (il) ANY USE OF
THE PRODUCTS BY CUSTOMER IN & HIGH RISK ENVIRCNMENT 15 AT CUSTOMER'S OWN RISK, (il PROVIDER, ITS AFFILIATES AND
SUPFLIERS SHALL MOT BE LIABLE 7O CUSTOMER IN ANY WAY FOR USE OF THE PRCDUCTS IN A HIGH RISK ENVIRGNVENT, AND {IV)
PROAVIDER B;&M&_?ES NG WARRANTIES OR ASSURANCES, EXPRESS OR INPLIED, REGARDING USE OF THE PROTRICTS IN A Hiny RISK
ENYIROMMENT,

12. Infringement Indernnity, Provider shal indenmify Cuestomer from and against any chaim, SEt, action, or proceeding brought againgt Custamer
byami'dpartymmeemntisisbasedmmﬁegz&mﬁﬂﬂm%mdimﬁymﬁngesanymﬂhmmm.m.wmmemﬁwt
Meiﬂ&em%ﬁ%d&%wﬁmﬁdﬂuﬁwammﬁem.m:cﬁng.bmm&{initedmm o which the
Goftware is delivered to . Of misapprepriates 3 rade secret in such courntry (3 “Claim”). Indernnification for 3 Claim shall consist of the
faﬂwing:Pruuida‘shali(a]defendmseiﬁemaaémaﬂ%smupense‘ (by pay any jdgments finally awarded sgainst Customer under 3 Claim or
ay amounts assessed against Customer in any sefferments of a Claim, and (e} remburse Cuskorner for tie reasonable administative costs or
expenses, including without imitation resscnable atcneys’ fees, it necessatly incwrs in responding o the Claim. Provider's obigations undler this
ddringernent Indemnity Section are conditioned upon Cusbormer (i) giving prompt written notice of B Clsm o Provider, i) permitting Prosider to
refzin sofe control of the inwestigation, defense or setilerent of the Claim, and (i) providing Prosider with cooperstion and assistance as Provider
may reasonably request m connection with the Clair. Provider shal have no obligation hereunder to defend Custormer aganst any Claim (3} resuting
ﬁmmﬁhemoﬁaﬁmnauﬂmwwsm&aswédm.oraWMQQuﬁaﬁm. {b} resulting from a modiication of
the Sofhware ot than by Provider, (c}bmedmcmsmdmmﬁmammHMdammymwanpnbm
ufposgblewamalm&hgaﬂemaﬁhasmaedamnﬁingmversimanad'aa'ge. or §d] i the extent the Claim arises fom o is based on
the use of the Software with other products. senvices, or data not supglisd vahiarifheiﬂﬁhganmtmaﬂdqothmemmdmﬁasmhm.
¥, a5 a resiiit of 3 Claim or an injunction, Customer must stop using sy | “Ifringing Software”), Pmmghﬂaﬂsmnsqmdewm
edther (1} obtain for Customer the right to continee using the indrnging Software, {2) replace the Infringing Safvare with a functionally equivalent non-
Irdringng procuct, Qjmod%‘yﬂreInﬁngﬁwg%mesomtismt—inﬁ'ingmcr[#}ternmmemwwwmgmﬁmmwﬁam
PmﬁeSM&mMmmﬁﬂmleSoﬂmwmmaﬁmhemwmeimgmmmWasm(m)
Mp@ﬁodﬁrunﬂwm&wﬁamdm«mmnfo&wmgmm.or{B}fchaa’SSd?mm.dsmnﬁansnm'wm
and use the bnfringing Saﬁma'emdreﬁ;ndﬂnwmsedﬁ&mﬂdmﬂbndmylimﬁesm&dhycmhrmmm. This Section
states Providers entire fability and s sole and exciusive indemnifieation obiigations with respect to 2 Clm and Infringing Software.

13, Limitstien of Liability. EXCEPT FOR {A}ANY BREACH OF THE RESTRICTIONS OR COMRDENTIAL JNEORMATION SECTIONS OF THIS
ACREENENT, (85 AMOLUINTS CONTAINED IN LOGMENTS OR SETTLEMENTS WHICH PROVIDER OR CUSTOMER 1S LEABLE T PAY TO A
THIRD PARTY LNDER THE INFRINGEMENT INDEMNITY SECTION OF THIS AGREEMENT AND CLSTOMER IS UABLE TO PAY 0N BEHALF
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OF CR TO PROVIDER UNDER THE CONDUGT, EXPORT, MSP LICENSE, AN USE BY THIRD PARYIES SECTIONS OF THIS AGREEMENT .
OR () ANY LIABILITY TO THE EXTENT LIBILITY MAY NOT BE EXCLUDED GR LIMITED A5 A MATTER OF APPLICABLE LAW, IN NQ EVENT

EXCEPT FOR (A) ANY BREACH CF THE SOFTWARE LIGENSE, RESTRICTIONS, OR, COMADENTIAL IMFORMATION SECTIONS OF THIS
AGHEEMENT, OR ANY OTHER VICLATION OF € OTHER PARTY'S INTELLECTUAL PROPERTY RIGHTS; (B) FROVIDER'S EXPRESS
OBLIGATIONS UNDER THE INFRINGEMENT INDEAMNITY SECTION DF THIS AGREEMENT AND CUSTOREER'S EXPRESS OBLIGATIONS
UNDER THE CONDUCT, EXPORT, MSP LICENSE, AND USE 8Y THIRD PARTIES SECTICNS OF THIS AGREEMENT, {C) PROVIDER'S COSTS
OF COLLECTING DELINQUENT AMOUNTS WHICH ARE NOT THE SUBJECT CF A OOD FAITH DISPUTE: (D) A PREVAILENG PARTY'S
LEGAL FEES PFURSUANT TO THE LEGAL FEES SECTION OF THIS AGREEMENT. OR (E} ANY LIABILITY TO THE EXTENT LIABELITY MAY

PARTIES AGREE THAT THESE LIMITATIONS OF LAABILITY ARE AGREED ALLOCATIONS. OF RISK CONSTITUTING N PART THE
CONSIDERATION FOR PROVIDER PROVIDING PRODUCTS AND SERVICES TO CUSTOMER, AND SUCH LIMITATIONS WILL APPLY
NOTAWTHSTARNDING THE FAILURE OF THE ESSENTIAL PURPOSE OF ANY LIMITED REMEDY AND EVEN IF A PARTY HAS BEEN ADVISED
OF THE POSSIBIITY OF SUCH LIABILITIES OR FALURES.

Provider's Affilistes and suppliers and Customer's Afiates shall be beneficianes of this Limitation of Liabifly Secion and Customer's Clients and
Third Party Users ane entiffed to the rights grantad under the MSP Lisense and Lis2 by Yhird Fartios Sections of this Agreement; otferwise, no third
pasty benefisiaries enist undar this Agreement. Provider expressly excudes any and all Hability tn Thid Party Users, Clients and to any other third
paty. :

14 Confidentia? Information.

13) Definition. “Confidenal bsformation” means information of materials cfeclosed by cre party {the “Disclosing Party™) i the vther party {the
“Receiving Pary™ that ae not generally avalable to the public and which, tue 1o ther sharseler and nature, 3 reasonable person Lnder ke
dircumstances woadd reat as confidential, induding, without Ermitstion, financial, marketing, and pricing nformabion, rade secrets, know-how,
progrietay tools. sowiadge and methodologies, the Software {in sourme owde sndior oifedt code form], information or benchman test results
regarding the functionalily and pedformance of the Software, any Sulwrare license keys provided to Customer, and the terms and condtions of tis

Confidertial infoemution shall not include information or materias that {iy are generafly known 1o the public, other than as a resull of an unperritted

disciosure by the Receiving Farty after e date that Customer acoepts the Agreemant (e “Effectve Dare™); (i} were nown to the Receiving Pary

without an obligation of confidentiality prior tn receipt from the Disclosing Parly; (i} the Recaiving Party lawfisly received from a third pasty withoa

thiat third party's beeach of agresment or chiigation of trust; i) are protected by Provider in accordsnce with ies obligations under the Prodecded Diats
- > j "

Iry

ib} Obligations. The Receivng Party shall (i) not dissdose the Disclosing Party’s Canfidential information to any third party, except as pamited in
sutisection (c) below and {ji) profect the Disclosing Party's Cenfidential Information from unauthorzed yse or discosire iy exerpising at fsast the
same degres of eare it Lses 1o protect its owm similar information, but in N6 svant bess than a reasonable degree of care. The Receiving Party shal
prompey noiily the Disclosing Party of any known ussuthorizad Lise or disgosizms ofthe Disedosing Pany's Corfidential Information and will choperate
with the Disciosing Party in any litigation brought by the Disclosing Party against third parties to prodect its proprictany rights,  For the avoldance of
voubt, this Section shall apply to 3l disoipsires of the parties’ Confidertial Information as of the Effective Date, whether or ot specifically arising
from & paty’s performance under this Agreement.

(eh Permittad Disclosures. Notwithstanding the foregoing, the Recaiving Party may disclose the Disclosing Party's Confidentiat Information without
the Disdosing Pany's prive written consert 1o any of its Affilistes, directors, officers, employeas, consuitarts, contractons of representatives
{collectvedy, the “Represensaives”), bt oetly to those Representatives that f) have a “need o know® in order 1o cany out the puposas of this
ﬁgmenmwma'wideprﬁasmlmhmeﬁmm&msw, {ii) are legally bound to the Riecsiving Party to protect informiation
Mastﬁ‘&aff:mﬁﬂenﬁat!ufnmaﬁanmdertmaﬂaastasfes&iuﬁveasﬂusepmﬁdedhaein,aaﬁﬁii}hawbeeninfwmdbyﬂteﬁeceiﬁngpw
of the confidertial mature of the Confidential infomaﬁcnmthemmm:egadmresﬁcﬁmmﬂwmmuseassammmism
The Racewing Pary shall be liahis to the Disclosing Party for the acts or ormissions of any Represenfatives 1 which i disdoses Corfidential
information which, ¥ done by the Receiving Party, would be 2 breach of this Agreemient. ' .

Agigtionally, hﬂw&mbeabmadadﬂﬁs@cﬁmformeﬂﬂmm%m dischuse the Disclosing Party's Confidengial Information as may be
required by oparation of kaw or bagal process, provided that the Receiving Party provides prior nedioe of such disclosure to the Disciosing Party unless
expressly protibited from doing so by a court, arbitration panel or other kegal authority of competent jurisdiction.
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13. Protected Data. For purposes of this Saction, “Protecred Dara™ means any inforration or data that is provided by Customer to Provider during

this Agresment that alone or together with 2y piher sdtammation relates to an identified or identifable nateral persoe or data considered to be persona

data a5 defeved uncer Privacy L aws, and "Privacy Laws ™ means any applicable law, stahite, directe or reguiation regarding privacy, data protection,
. infarmation security ebligations and/or the processing of Protected Data.

Except as permitied hesein or 10 the sxtent sequired by Privacy Laws or legal process. Prowider shall implement reascrnable tachnical and
orpanizationa measwnes to prevent unauthorized discloswrs of o access to Protented Uata by third parties, and shall onfy stone and process Protected
Data as may be required to fulfil is cbigations wnder this Agreement and any applicable Orders. If Provider complies with Custoner's written
instructions with respact to the Protected Data, Prosader shal have o liabiity to Customer for any breach of ihis Secticn resiéting from such
mmpiim.Prwidershaﬂpmmﬁymt&fyCus&mu%anydimwenfarmmﬂﬁﬁnmﬁed&anbyaﬂﬂ!ﬁmmmanhﬁmismn
and shail cobperate with Customer 1o reasonatly remacdiate the effects of such disslosure or access. Provider further affimns 1o Customer that it has
adequate agreements in place incorporating the EU mm@mdmfmmwmofﬁmmmmsumwm("ij
b & coumntry outside the EU. .

Customer herehy (i) represents that it has the right to send the Protected Datz o Prowvider, {ii} consents ftr Prossder o store and use the Protected
Uata worldwitle for the sole pumpuse of perfnrming its obligations unides this Agreement and any applicabde Orders, () agrees that the Protected Data
may be socessad and wsed by Provider and its Representatives workiwide 25 may be neeged to support Provider’s standand business operations,
andl {¥) agrees that Protected Data consisting of Customer cortast méonmation {e.y. emad aodresses, names) crovided 2 pant of Maintenarce
Services may be sent b Prowvider's third paty service prowiders as part of Provider's servioes improvemen processes.

16. Compliznee Verification. Customer agrees o maintain and use systems and procedums fo acourately rack, docwment, and report its
installations, acquisitons and usage of the Software. &mhsys@maﬁmdmsﬂuﬂbeméﬁdemmdehamﬁneﬁmsmnaisdepbwmnfﬁm
Boftware or, if appiicable, use of the SasS Softwane is within the quantifies, Product Terms, and maintenance releases ko which it is entiisd. Provider
or its designated muditng agent shall hmﬁmﬁ%mmﬁt Cusstorner’s deploymert of e Sofware or, if:@icdﬂe, uze of the 5335 Scftware for
carpiznce with the berms and conditions of this t ared the applicable Order(s). Ay such audis | be schadided at ieast ten {10} days
irt 3rhvance and shall be conducted diging nemmal business. hows at Customer's facilitios. Custormer shall provide its fUll cooperation and assistance
mmmnmmﬂmmmmimE’mmmm. Without Emiting the generality of the forepoing, as part of the aucdit

report, ; :
dﬁplmﬁufmﬁemmﬁmwwmemw#immdsﬂmhmmsedmdusadSaaS&ofmare, ¥ Customer's deployment of the
Sn@@weor.wa.é.medmaﬁssmmishmzohemmnspumhasedmﬁﬂmm&osu&ﬁoﬂme,Custmnerwiﬂbemm
for the over-deployed quantities at Provider's then current fist price plits the appicable Mairtenance Services and applicable over-deployment foes,
A8 such armourts. shall be payatie inammwfmmisﬂweenmlﬂdﬁiﬁmaly.ifmempajd@esemeeﬁﬁwepmw%)ufﬂweﬁeespaidm
the applicable Software, Mnmmamwmmsmmemdmwm audt The requirements of this Section shadl
sw-ﬁefarm{2}msfdimdrgﬂmﬂmmmofﬁﬁmummmedbymismmene&

17. 5aa% Provisions.

i® Daammmmmammmﬁmmmnisgwm@msmmmmismedmsmmm(me‘*Saas
Envirommens”). Provider may periodically make back-up sopies of Customer data, however sisch back-ups are nof imtended to replace Customer’s
obigation to maintain reguize ks backups of redundant data archives, Customer is soiely responsdie for collecting, inputting s updating ad
Customer data stoned ?m‘mei'BaaEEms’mmnm,mfaemmmmidoesnot{ij.knwﬁngymmstoﬁdataﬁmmdlyormnﬁdﬁ'
infringes or misappropviales the W@:.mmammwmmmmquwnfwmmm| or (i} use the Saas
Environment for purposes that woid reasonably be seen as cbscens, defamatory, harassing, offensie or malicious. ¥ the Drder staes where
mwm&mismbem.Pmkierwﬁndnmeﬂwiﬁaﬁm-ﬁespeﬁﬁeﬂmg?mwﬁmnwmﬁﬂﬁng&m. except if Provider is required 1o
to 50 by law or fegal process. Provider shall haweﬁerighttndaleiedl&stamrdaﬂsh&mdincmcﬁmwihﬂwuseaﬁﬁnﬁaaﬁﬁoﬂwequ
(m}WEMmymmnnfmismamytmmﬁ&sSaﬁwmgrmmmm,

Customer represents snd warranis that it has obtaned all ights, perrdssions and consents necessary 1o use ad fransfer all Customer ardvor thind
paty data within and outside of the country in which Customer or the applicable Custorner Affiliate is bested (including providing adeguate disciosires
v obtzining legafly sufficient oonsents frem Customer’s employess, customers, agents, and contrastors). f Custormer ransmits data to 3 third-
party website or other provider that 15 linked 10 or mada accessible by the S3a5 Sofware, Customer will be deemed to have given s consent to
- Prowtidier enabling such transmission and Provider shall have no ity to Customer in conrection with amy claims by a thind party in connection with

such transrmssion,
{by Conduet In connection with the use of Saa% Sofware, Custerner may not () sttermpt 6 use of gan unauthodzed access 1o Provider's or 1o
any third-party’s melworks or equipment; i} permit other indwiduals or entifies te copy the SaaS Software: (i) provide unauthorzed acoess to of use

of any SaaS Bolvare or the asseciated access credentisls: fih atternpt 1o probe. scan or test the vulnerability of the SaadS Softaane, the Sast

i of a system, mmmmwutﬁﬁmﬁderorwafﬁw{der‘snwﬁmmwsmpﬁm:Eﬂiﬂﬂfﬂﬁ«ﬂmﬁbmmméﬁe
o any user, host or network: {vi) engage in fraudulent, offersive or fiegal activty of any ramure or intentionally engage in any actinity that infringes
the imtellectul property rights or privacy rights of any individust or third party; {vii} transmit unsolicited kdk or commescidl messages; (vill] iInentionally
distibute wormms, Trofan horses, vinuses, comupted files or vy similar items; {ix} restrict, inhibi, or otherwise interfers with the abs

the Saa3 Emdronment. Custorner shall cooperate with Provider's masonatie investigation of Saa$ Emironment cutages, securty issues, and 2y
suspected breach of this Section, and shall at its expense, defend Provider and fis Afhzees fom ary claim, sult, o action by 3 third pany (3 “Third
Farzy Claim™ afleging ham 1o such thind party eaused by Customer’s breach of any of the provisions of this Section. Addtionally, Customer shal
pay any judgrnents or sattiements reached i connecton with the Third Party Chaim as welt as Provider's cests of responding io the Third Party Claim.
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foh Suspensioﬁ_ Frmidarnﬂymspmdmesuseufmssmae{amsewédwlmﬂmaim provess, (b in the event
of an imminent security risk io Provider or its customers, or (2] F contimeed use widd subject Provider to material liablity.  Prowvider shall make
mnemiaﬂyraasnrubieeﬁmﬁsmdaﬂudmmtnpmﬁemwmwcmﬁwsmmbn

18. General,

I3) Govesming Law and Venue. misﬂgmnamwmedbywmminmdmmmmeimuf-msmdcaﬁnmia without
givingeﬁm‘.mmymmwlampﬁrﬁplesmatmmdmm're&ﬁeq:pﬁumuﬂmafadiﬁmm. Any actien seeking enfercerment of this
Wmmmmmmmﬂmmmmmmmm«m courts focated in the Omange County, Calfornia Each party
hemby agrees 1o submit i the jurisdiction of such courts.

The parties agree thi neither the Unitad Nations Convention on Cantracts for the [nferriationad Sale of Boods, mwor e UnForm Computer lefsrmation
Transaction Act {UCITA) shal apply to this Agresmens, reganfiess of the staes in which the parlies 2o ushess or are incorporaten.

th) Assignment. Except a5 ttherwise set forth herain, Customer shall nek, i wihole or part, assigt o transfer any part of this Agreement, the
Licenses granbed under this Agrassnent o any other rights, interest o obfigations hereunder, whether voluntarily, by cantract, by opemtion of law or
by menger {wihether that party is the surviving or disappearing entity), stock or asset sale, consoidation, dissclution, fwough government action or
order, or oifvensise withow the prior wriilen consent of Provides, Ary attermpted transfer or assignment by Custetner that is o pesrnithed by this
Agpeement shal be ral and woid.

g:{;)'7 Use by U.5. Governmert. The Software is 3 “commarcial itam” unider FAR 12.201. Consistent with FAR section 12212 and DFARS section
T, anyuse, mn-cgﬁcatm, reproducsion. redasse, perfoemance, display, dstlosure or distrbution of the Software or Drocumentation by the 1.3,

governeant is paohibited except as expressly parmitted by the terms of this Agreement. in addition, when Customer js a U S, povennrient entity, the

ﬁuﬁ in Subsectiom (i} of the fnftingement indennity Section of this Agreement and $e2 jimefive Roked Saction of this Agreamment shall not be
i] 8,

it Disclosure of Custormes Status. Provider may indiede Customer i iis listing of customers and, upon vititten consert by Customer, snounce
Customer's salection of Provider in its markefing commusications,

(g} Waiver. Ferformance of any obfigation required by a party hereunder miay be waived ocly by @ written waiver signed by an authorized
regresentative of the other pay, whidmsaimsha@he&‘faﬁiveorﬂywﬁ&xWtoﬂmspecﬁcuﬂigaﬁmwmbedman. Anywaiver or fafure to
enforce any provision of this Agreernent on one cocasion wil nat be deemed 3 waiver of any other provision or &f such prowision on any other
oCcasion.

ih}  Injunctive Retief. Each parly achnowledges and agrees that in the event of a material breach of this Agreement, including but not limited to a
brageh of the Sofware Livense, Resirictions or Confidential Infonmakion Sections of this Agreeman, the non-breaching party shall be entiled o seck
iramediate injunctive refief, without limiting its cether fghts and remedies,

ii) Force Majewre. Each party will be escused from performance for any period during which, and 1o the extert that, it is prevenied from perfoming
any obligation or service as 3 restit of causes bayond its reascrable control, and without its faudt o negligence, including without mitation, acts of
Gad, striles, lockouts, ricds, acts of war, epiderics, communication ine failures, and power failures. For added oertainty, this Section shall not cpzvate
o dam%%tdeiﬁe, or rrodify any of the parties’ ohligations under this Agreemernt (e-g-. paymient), but raher only to exctise a delay in the performance
of such cbligations,

() Egqual Opportunity.. Provider is a federal contractor and Affrtnative Actioe employer [MFENY as reaquired by the Bquad Cpportunity chuse
C.F.R §ak741.5a).

(kp Headings, Headings in g4 Agreement are fior ConveriEmne mlf and do rit 2ffect the meaning or interpretation of this Agresment. This

Agreement will not be corstnuad sithar in faver of or against one party or the oiher, bit rather in accordance with fis fair maaning. When the term
“incluging” is used in this Agraement it witl be construsd 1 Bach cass 1o mean “Ineluding., but st limibed .

I} Legal Fess. H any legad aotion is brought 1 enforce any rights or obligations wnder this Agreerment, the prevailing party shafl be enfisied 1o
Tecower ifs reascnaiie attomeys' fees, court costs and sther collestion 2xpanses, in addiion to any other refief it may be awarced.

(m) Entire Agreement. This Agreement is intended by the parties as a final expression of their agreemens with respaet to the subject ratter thereof
and may not be contradirted by evidense of any prior or CONMBTRoraneoLrs sgreement Linless stch agreement is signed by both parties. In the
absence of such an agreement, this Agreemant and the applisable Signed Crder or Govering Quoiation shalf constitute the coinplete and exclusive
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mﬁmemmmﬁmstmmmaemmmmwmmawmm«mmmmmm
the: Agreement. Mmmmgasmmememmmmmﬁmmwﬁdmasdshﬂhauemﬁ#ﬂmmnedyhrespeﬁut

statement, representation, sssurance or warranky jwissther mace i or mocantly) other than as expressi sef out in the Agreement. in
g:{se Jussdictons where an origing [noo-faxed, nm—ébmniﬁ. er:mmﬁ%n h copy of an agreermormariginﬁmr—eiec&mic} signatiee oo
agreemenlssmhasthsAmﬂaranUMersmmwmmr@hﬁm.&sepaﬁesheuﬁbymeﬁu&noﬂﬁﬂﬁﬁndﬂqmymmm
rag.liaﬁm,afmd.;&mmnsc.s:rsmneﬂaupyaﬁama'aeniﬁedémcymmmmmiaﬁmngmwmymﬁgsh@hesmwmm

Signed Crder or Soverning Quctation shall cortrol; for 3 other Qrders, the tarms of this Agreement shall sontrol. Meither this Agreement, nor an
Dirar, may be modifisd o smended exceyt by a wiiting executed by a duly authorized represerntative of each party. No other act, document, usage
or custom shall be deerned to amend or modify this Agresment or an Order,
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