
  

        
     

         
      

     
      

     
 

  

     
      

      
     

       

     
          

  

     
         

      
         

   
        

  

       
       

       
         

     
         

      

       
    

             
  

     
   

         
 

      
  

         
      

            
        

          
    

 
         

       

THE RED HAT ENTERPRISE AGREEMENT 
NORTH AMERICA 

The Agreement (as further described in Section 1.2 below) is between the State of Oregon, acting by and through the Department of Administrative 
Services, State Procurement Services (DAS) on behalf of state agencies (each a “Client” pursuant to a Business Partner order that expressly 
references this Agreement) and Red Hat, Inc. (“Red Hat”) and addresses unique commercial considerations that apply to Red Hat Products, open 
source software, and Red Hat’s subscription business model. 

1. The Mechanics of the Agreement 
1.1 Ordering. The Agreement applies to Red Hat Products that you purchase or otherwise acquire the right to access or use from a Business 

Partner. You may order Red Hat Products from a Business Partner using the Business Partner’s ordering procedure. The provisions of this 
Agreement apply only to on-prem Red Hat Products or Services; no cloud or hosting Products or Services may be acquired pursuant 
to this Agreement. 

1.2 Structure. The Agreement consists of the following: 

(a) these General Terms (Certain terms are defined in the Definitions section at the end of the General Terms); and 
(b) the following Exhibits: Information and Product Security Practices Exhibit (Exhibit A) End User License Agreement Red Hat GPLv2-

Based (Exhibit B); End User License Agreement Red Hat LGPL-Based (Exhibit C); End User License Agreement Red Hat Standard 
(Exhibit D); Red Hat Product Appendix 1 Software and Support Subscriptions (Exhibit E); Red Hat Product Appendix 2A Training and 
Training Units (Exhibit F); and Red Hat Product Appendix 3 Professional Services (limited to Exhibit 3.C. Consulting Units) (Exhibit G). 

If you order Red Hat Products from a Business Partner, any agreement that you enter into with the Business Partner is solely between you and 
the Business Partner and will not be binding on Red Hat (except to the extent that your agreement with a Business Partner references this 
Agreement). 

2. Term 
2.1 Agreement Term. The Agreement begins on the Effective Date and continues until it is terminated as set forth below. 
2.2 Services Term. Unless otherwise agreed in writing, a Service that you order will start at the earliest of (a) your first use of the Service; (b) the 

date you purchased the Service; or (c) the start date contained in the Business Partner order, and will end at the expiration of the Services Term 
unless sooner terminated as set forth below. Subscriptions may renew for successive terms of the same duration as the original Services Term 
if the parties agree in writing unless either party gives written notice to the other party of its intention not to renew at least thirty (30) days before 
the expiration of the applicable Services Term. Any Services that you order must be consumed during the applicable Services Term and any 
unused Services will expire. 

3. Fees and Payment 
3.1 RESERVED 
3.2 Basis of Fees. Fees are determined by counting the Units associated with the applicable Red Hat Product, as described in the Product Appendix. 

For example, Subscriptions may be priced based on the number of physical or virtual nodes. You agree to order and pay for the appropriate 
type and quantity of Red Hat Products based on the Units you use or deploy. If during the term of the Agreement, the number of Units you use 
or deploy exceeds the number of Units you have ordered and paid for, you will promptly report to Red Hat or a Business Partner the number of 
additional Units used or deployed and the date(s) on which they were used or deployed. Red Hat (or the Business Partner) will invoice you and 
you agree to pay for the additional Units. If you purchase Red Hat Products through a marketplace, you agree that information relating to your 
use of Red Hat Products may be shared with Red Hat Affiliates (including IBM) or the applicable Business Partner for billing and metering 
purposes. 

4. Termination 
4.1 Termination for Cause. Either party may terminate the Agreement (in whole or with respect to any Red Hat Product, whether obtained from 

Red Hat or a Business Partner) by notice to the other party if (a) the other party materially breaches the Agreement, and does not cure the 
breach within thirty (30) days after written notice (except in the case of a breach of Section 8 in which case no cure period will apply); or (b) the 
other party becomes the subject of a petition in bankruptcy or any other proceeding relating to insolvency, receivership, liquidation or assignment 
for the benefit of creditors.  In addition, Red Hat may, at its option and without limiting its other remedies, suspend (rather than terminate) any 
Services if you breach the Agreement (including with respect to payment of Fees) until the breach is remedied. 

4.2 Termination for Convenience. Either party may terminate the Agreement by notice to the other party at any time if all Services Terms have 
expired. 

4.3 Effect of Termination; Survival. The termination or suspension of a Business Partner order or any Red Hat Products purchased from Red Hat 
or a Business Partner will not terminate or suspend any other Business Partner order, Red Hat Product or the remainder of the Agreement 
unless specified in the notice of termination or suspension.  If the Agreement is terminated in whole, all outstanding Business Partner orders 
and Services will terminate at the end of the then current Business Partner order term (“Business Partner order termination date”), excluding 
any options. If this Agreement or a Business Partner order is terminated, you agree to pay for all Units that you used or deployed or that were 
provided by Red Hat up to a) the effective date of termination of the Agreement as identified in the notice of termination or b) the Business 
Partner order termination date, as applicable. Sections 1.2, 3, 4.3, 5.2, 5.3, 8 (to the extent set forth therein), 9, 10 (to the extent set forth 
therein) and 11-14 will survive the termination of this Agreement. 

5. Representations and Warranties 
5.1 Red Hat represents and warrants that (a) it has the authority to enter into this Agreement; (b) the Services will be performed in a professional 

and workmanlike manner by qualified personnel; (c) to its knowledge, the Software does not, at the time of delivery to you, include malicious 
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mechanisms or code for the purpose of damaging or corrupting the Software; and (d) the Services will comply in all material respects with laws 
applicable to Red Hat as the provider of the Services.  Client represents and warrants that (a) it has the authority to enter into this Agreement; 
and (b) its use of Red Hat Products will comply with all applicable laws, and it will not use the Red Hat Products for any illegal activity. 

5.2 TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW AND EXCEPT AS EXPRESSLY PROVIDED IN SECTION 5.1, THE RED 
HAT PRODUCTS ARE PROVIDED “AS IS” AND WITHOUT ANY REPRESENTATIONS OR WARRANTIES EXPRESS OR IMPLIED, AND RED 
HAT DISCLAIMS ALL SUCH REPRESENTATIONS AND WARRANTIES, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY, 
NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE, AND ANY WARRANTIES IMPLIED BY THE COURSE OF DEALING 
OR USAGE OF TRADE. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, RED HAT AND ITS SUPPLIERS DO NOT 
REPRESENT OR WARRANT THAT THE RED HAT PRODUCTS WILL BE UNINTERRUPTED, SECURE, ERROR FREE, ACCURATE, 
COMPLETE, COMPLY WITH REGULATORY REQUIREMENTS, OR THAT RED HAT WILL CORRECT ALL ERRORS. IN THE EVENT OF A 
BREACH OF THE WARRANTIES SET FORTH IN SECTION 5.1, YOUR EXCLUSIVE REMEDY, AND RED HAT’S ENTIRE LIABILITY WILL BE 
THE RE-PERFORMANCE OR RE-DELIVERY OF THE DEFICIENT RED HAT PRODUCT, OR IF RED HAT CANNOT SUBSTANTIALLY 
CORRECT A BREACH IN A COMMERCIALLY REASONABLE MANNER, TERMINATION OF THE RELEVANT RED HAT PRODUCT, IN WHICH 
CASE YOU MAY RECEIVE A PRO RATA REFUND OF THE FEES PAID FOR THE DEFICIENT RED HAT PRODUCT AS OF THE EFFECTIVE 
DATE OF TERMINATION. 

5.3 The Red Hat Products have not been tested in all situations under which they may be used. Red Hat will not be liable for the results obtained 
through use of the Red Hat Products and you are solely responsible for determining appropriate uses for the Red Hat Products and for all results 
of such use. In particular, Red Hat Products are not specifically designed, manufactured or intended for use in (a) the design, planning, 
construction, maintenance, control, or direct operation of nuclear facilities; (b) aircraft control, navigation, or communication systems; (c) 
weapons systems; (d) direct life support systems; or (e) other similar hazardous environments.  

6. Open Source Assurance. Purchases of Subscriptions may entitle you to participate in Red Hat’s Open Source Assurance Program, which 
is described at http://www.redhat.com/rhel/details/assurance/ and provides certain protections in the event of a third party infringement claim. 
The terms for this optional program are subject to the agreement at http://www.redhat.com/legal/open_source_assurance_agreement.html. 

7. Red Hat Online Properties. You may be required to create an account to access Red Hat websites and portals. You will provide accurate 
information when creating an account. You will not access or create multiple accounts in a manner that is (a) intended to avoid, or has the effect 
of avoiding, payment of Fees; (b) circumventing thresholds or Unit limitations associated with your account; or (c) intended to violate the 
Agreement. You are solely responsible for all activities in connection with your account and will notify Red Hat promptly if you become aware of 
any unauthorized use. Your use and access may also be subject to the Product Appendices applicable to the Red Hat Product. 

8. Confidentiality 
8.1 Recipient (a) will not disclose Confidential Information of Discloser to any third party unless Discloser approves the disclosure in writing or the 

disclosure is otherwise permitted under this Section 8; (b) will use the same degree of care to protect Confidential Information of Discloser as it 
uses to protect its own confidential information of a similar nature, but in no event less than reasonable care; and (c) may disclose Confidential 
Information of the Discloser only to its employees, Affiliates, agents, and contractors with a need to know, and to its auditors and legal counsel, 
in each case, who are under a written obligation (or other professional obligation) to keep such information confidential using standards of 
confidentiality no less restrictive than those required by this Section 8. These obligations will continue for a period of two (2) years following 
initial disclosure of the particular Confidential Information.  A Recipient may disclose Confidential Information if it is required to do so by applicable 
law, regulation or court order but, where legally permissible and feasible, will provide advance notice to the Discloser to enable the Discloser to 
seek a protective order or other similar protection. 

8.2 Information is not Confidential Information, if (a) the information is or becomes publicly available other than as a result of the Recipient’s breach 
of this Agreement; (b) the Recipient, at the time of disclosure, knows or possesses the information without obligation of confidentiality or thereafter 
obtains the information from a third party not under an obligation of confidentiality; (c) the Recipient independently develops the information 
without use of the Discloser’s Confidential Information;  (d) the information is generally known or easily developed by someone with ordinary 
skills in the business of the Recipient; or (e) the information is licensed under an open source license (as defined by the Open Source Initiative 
(https://opensource.org/)). 

8.3 Confidential Information that is disclosed prior to termination of this Agreement will remain subject to this Agreement for the period set forth 
above. Upon written request of the Discloser, the Recipient will promptly return or destroy all Confidential Information, except for Confidential 
Information stored in routine back-up media not accessible during the ordinary course of business. 

8.4 State’s obligations to maintain the confidentiality of Red Hat’s Confidential Information provided to State is conditioned by and subject to State’s 
obligations under the Oregon Public Records Law, ORS 192.311 to 192.478 which may require disclosure of Confidential Information as a “public 
record” unless exempt under ORS 192.345 or ORS 192.355. Additionally, State must respond to requests for Client Information and other public 
records within set timeframes.  Red Hat shall support the ability of State to respond to public records requests for Client Information in accordance 
with applicable law. 

8.5 Publicity. Red Hat may disclose the form and existence of this Agreement in advertising, press releases or other materials distributed to 
prospective customers, but shall not otherwise attempt to obtain publicity from its association with State, whether or not such disclosure, publicity 
or association implies an endorsement by State of Red Hat's Products, without the prior written consent of State. 

9. Client Information, Feedback, Reservation of Rights, & Review 
9.1 Client Information. If you provide Client Information in connection with your use of or access to Red Hat Products, Red Hat, its Affiliates, and 

Suppliers may use such Client Information in connection with the Red Hat Products (subject to Section 8 with respect to disclosure of Client 
Information that constitutes Confidential Information). You represent and warrant that your provision (and Red Hat’s use) of Client Information 
under this Agreement will not require any additional consents or licenses, will comply with applicable law, and will not violate any intellectual 
property, proprietary, privacy, or other right of any third party. As between Red Hat and you, subject to the rights granted in this Section, you 
retain all of your rights in and to Client Information. You acknowledge that to provide the Services, it may be necessary for Client Information to 
be transferred between Red Hat, its Affiliates, Business Partners and Suppliers, which may be located worldwide. 

9.2 No Personal Data. You agree not to provide to Red Hat personal data subject to the General Data Protection Regulation (the “GDPR”) or a 
similar law requiring a contract governing the processing of personal data between you and Red Hat where Red Hat is acting as a processor 
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(as such term is defined in the GDPR or the applicable law) on behalf of you as part of the Services.  In the event of a change where Red Hat 
will act as a processor of personal data, you will notify Red Hat in advance in writing and the parties shall agree on the terms of a data processing 
addendum, which will amend this Agreement, as is reasonably required to comply with GDPR and similar data protection laws, if applicable. 

9.3 Feedback. You may voluntarily provide Red Hat with Feedback in connection with Red Hat Products, but have no obligation to do so. If you 
choose to do so, Red Hat may use Feedback for any purpose, including incorporating the Feedback into, or using the Feedback to develop and 
improve, Red Hat Products and other Red Hat offerings without attribution or compensation. You grant Red Hat a perpetual and irrevocable 
license to use all Feedback for any purpose. You agree to provide Feedback to Red Hat only in compliance with applicable laws and you 
represent that you have the authority to provide the Feedback and that Feedback will not include proprietary information of a third party. 

9.4 Reservation of Rights. Red Hat grants to you only those rights expressly granted in the Agreement with respect to the Red Hat Products and 
reserves all other rights in and to the Red Hat Products (including all intellectual property rights).  Red Hat may collect and use for any purpose 
aggregate anonymous data about your use of the Red Hat Products. Nothing in this Agreement will limit Red Hat from providing software, 
materials, or services for itself or other clients, irrespective of the possible similarity of such software, materials or services to those that might 
be delivered to you. Nothing will prohibit or restrict either party's right to develop, use or market products or services similar to or competitive 
with the other party; provided, however, that neither party is relieved of its obligations under Section 8 of this Agreement. 

10. Review. While the Agreement is in effect and for one (1) year thereafter, Red Hat or its designee, acting in accordance with Section 8, may 
inspect your facilities and records to verify your compliance with this Agreement. Any onsite review will take place no more than once every 12 
months. You agree to (a) respond promptly to requests for information, documents and/or records; (b) grant appropriate access for on-site visits 
in order to verify your compliance; and (c) reasonably cooperate in connection with any such verification.  Red Hat will provide at least thirty (30) 
days prior written notice for any on-site visits, and will conduct on-site visits during regular business hours in a manner that reasonably minimizes 
interference with your business. Red Hat has no right of access to any locations, servers, computers, records, data, accounts, or other 
information protected by law from disclosure. As an alternative, Red Hat can request State complete a self-audit questionnaire.  If Red Hat 
notifies you of any noncompliance or underpayment and you agree with the findings after an opportunity to review and dispute the findings, then 
you will resolve the non-compliance and/or underpayment within fifteen (15) days from the date of notice.  If an agreed-upon compliance or audit 
report reveals that State does not have sufficient Subscriptions to meet its actual use, State will order sufficient Subscriptions to resolve the non-
compliance. State will not pay a penalty. Each party will bear its own costs of any audit or compliance verification activity conducted pursuant to 
the Agreement. 

11. Limitations 

11.1 DISCLAIMER OF DAMAGES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, NEITHER PARTY, NOR ITS AFFILIATES, WILL 
BE LIABLE FOR ANY INCIDENTAL, CONSEQUENTIAL, SPECIAL, INDIRECT, EXEMPLARY OR PUNITIVE DAMAGES, OR FOR ANY 
DAMAGES FOR LOST OR DAMAGED DATA, LOST PROFITS, LOST SAVINGS OR BUSINESS OR SERVICE INTERRUPTION, EVEN IF SUCH
PARTY WAS ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND REGARDLESS OF THE FAILURE OF ESSENTIAL PURPOSE OF
ANY LIMITED REMEDY. 

11.2 LIMITATION OF LIABILITY. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, RED HAT’S AND ITS AFFILIATES’ TOTAL AND 
AGGREGATE LIABILITY WITH RESPECT TO ANY CLAIM ARISING OUT OF OR  RELATING  TO  THIS AGREEMENT WILL NOT EXCEED THE 
FEES RECEIVED BY RED HAT WITH RESPECT TO THE PARTICULAR RED HAT PRODUCT GIVING RISE TO LIABILITY UNDER THE MOST 
APPLICABLE ORDERING DOCUMENT DURING THE TWELVE (12) MONTHS IMMEDIATELY PRECEDING THE FIRST EVENT GIVING RISE
TO SUCH CLAIM; PROVIDED THAT IN NO EVENT WILL RED HAT’S AND ITS AFFILIATES’ TOTAL AND AGGREGATE LIABILITY FOR ALL 
CLAIMS ARISING OUT OF OR  RELATING TO THIS AGREEMENT EXCEED THE FEES RECEIVED BY RED HAT DURING THE TWELVE (12)
MONTHS IMMEDIATELY PRECEDING THE FIRST EVENT GIVING RISE TO LIABILITY UNDER THIS AGREEMENT. THIS LIMITATION 
APPLIES REGARDLESS OF THE NATURE OF THE CLAIM, WHETHER BASED ON CONTRACT, TORT (INCLUDING NEGLIGENCE), 
STATUTE OR OTHER LEGAL THEORY. THESE LIMITATIONS DO NOT LIMIT CLAIMS OF BODILY INJURY (INCLUDING DEATH) AND
DAMAGE TO REAL OR TANGIBLE PERSONAL PROPERTY CAUSED BY THE NEGLIGENCE OF RED HAT OR ITS AFFILIATES. 

12. Governing Law and Claims. The Agreement, and any claim, controversy or dispute arising out of or related to the Agreement, are governed 
by, construed and enforced in accordance with the laws of the State of Oregon without giving effect to any conflicts of laws provisions, and 
applicable federal law. Any action or suit brought by the parties relating to this Agreement must be brought and conducted exclusively in the 
Circuit Court of Marion County for the State of Oregon in Salem, Oregon; provided, however, if a claim must be brought in a federal forum, then 
it must be brought and conducted solely and exclusively within the United States District Court for the District of Oregon. RED HAT HEREBY 
CONSENTS TO THE PERSONAL JURISDICTION OF THESE COURTS, WAIVES ANY OBJECTION TO VENUE IN THESE COURTS, AND 
WAIVES ANY CLAIM THAT THESE COURTS ARE INCONVENIENT FORUMS.  To the extent permissible, the United Nations Convention on 
Contracts for the International Sale of Goods will not apply, even if adopted as part of the laws of the State of Oregon. No claim or action, 
regardless of form, arising out of or related to the Agreement may be brought by either party more than one (1) year after the party first became 
aware or reasonably should have been aware of the basis for the claim.  In no way may this section or any other term of this Agreement be 
construed as (i) a waiver by the State of any form of defense or immunity, whether it is sovereign immunity, governmental immunity, immunity 
based on the Eleventh Amendment to the Constitution of the United States, or otherwise, or (ii) consent by the State to the jurisdiction of any 
court. Neither party to this Agreement is entitled to obtain judgment from the other party for attorneys’ fees incurred in any litigation between the 
parties. 

13. Miscellaneous 
13.1 Export.  Red Hat may supply you with Controlled Materials. You agree to comply with all applicable export and import laws or regulations, 

including any local laws in your jurisdiction concerning your right to import, export or use Controlled Materials and agree that Red Hat is not 
responsible for your compliance.  Without limiting the foregoing, you agree that you will not export, disclose, re-export or transfer the Controlled 
Materials, directly or indirectly, to (a) any U.S. embargoed destination; (b) any party who you know or have reason to know will utilize them in 
the design, development or production of nuclear, chemical or biological weapons, or rocket systems, space launch vehicles, or sounding 
rockets, unmanned air vehicle systems, or any other restricted end-use; or (c) anyone on (or controlled by a person or entity on) a U.S. 
government restricted persons list, including those who have been prohibited from participating in U.S. export transactions by any federal agency 
of the U.S. government. You will not provide Red Hat with any data or engage Red Hat in any activity subject to the International Traffic in Arms 
Regulations (“ITAR”).  In addition, you will not, and will not allow third parties under your control to use the Red Hat Products or Services for any 
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activity subject to the ITAR.  Red Hat may terminate the Agreement without liability to you if (a) you breach (or Red Hat believes you have 
breached) this paragraph or the export provisions of an end user license agreement for any Software; or (b) Red Hat is prohibited by law or 
otherwise restricted from providing Red Hat Products to you. 

13.2 Notices. Notices must be in English, in writing, and will be deemed given upon receipt, after being sent using a method that provides for positive 
confirmation of delivery, including through an automated receipt or by electronic log, to the address(es) or email address provided by you. Any 
notice from you to Red Hat must include a copy sent to: Red Hat, Inc., Attention: General Counsel, 100 East Davie Street, Raleigh, North 
Carolina 27601; Email: legal-notices@redhat.com. Billing notices to you will be addressed to the billing contact designated by you. Notices from 
Red Hat to State shall be sent to: Ashley Wenger, IT Procurement Strategist, or her designee, at 1225 Ferry St. SE Salem, OR 97301; Email: 
Ashley.v.wenger@das.oregon.gov. 

13.3 Assignment. Upon written notice, either party may assign this Agreement to (a) an Affiliate; or (b) a successor or acquirer pursuant to a merger 
or sale of all or substantially all of such party’s assets if, in each case, the assignee’s financial condition and creditworthiness are deemed 
sufficient by the non-assigning party and the assignment will not affect the non-assigning party’s obligations under the Agreement. Any other 
assignment will be deemed void and ineffective without the prior written consent of the other party. Subject to the foregoing, this Agreement will 
be binding upon and will inure to the benefit of the parties and their respective successors and permitted assigns. 

13.4 Waiver. A waiver by a party under this Agreement is only valid if in writing and signed by an authorized representative of such party. A delay or 
failure of a party to exercise any rights under this Agreement will not constitute or be deemed a waiver or forfeiture of such rights. 

13.5 Independent Contractors. The parties are independent contractors and nothing in the Agreement creates an employment, partnership or 
agency relationship between the parties or any Affiliate. Each party is solely responsible for supervision, control and payment of its personnel. 
Red Hat may subcontract Services to third parties or Affiliates as long as (a) subcontractors are disclosed to State; (b) subcontractors agree to 
protect Confidential Information; (c) and (d) Red Hat remains responsible to you for performance of its obligations. Red Hat has no right or 
authority to incur or create any obligation for or legally bind State in any way. Red Hat is not an "officer," "employee" or "agent" of State or any 
other agency, office, or department of the State of Oregon, as those terms are used in ORS 30.265, and Red Hat shall make no representations 
to third parties to the contrary. Neither party shall make any statements, representations, or commitments of any kind or to take any action 
binding on the other except as provided for in the Agreement or authorized in writing by the party to be bound. 

13.6 Third Party Beneficiaries. The Agreement is binding on the parties to the Agreement and, other than as expressly provided in the Agreement, 
nothing in this Agreement grants any other person or entity any right, benefit or remedy. State agencies are intended beneficiaries of this 
Agreement. 

13.7 Force Majeure. Neither party is responsible for nonperformance or delay in performance of its obligations (other than payment of Fees) due to 
causes beyond its reasonable control. 

13.8 Complete Agreement and Order of Precedence. The Agreement represents the complete agreement between the parties with respect to its 
subject matter and supersedes all prior and contemporaneous agreements and proposals, whether written or oral, with respect to such subject 
matter. Any terms contained in any other documentation that you deliver to Red Hat, including any purchase order or other order-related 
document, are void and will not become part of the Agreement or otherwise bind the parties. If there is a conflict between the General Terms 
and the Product Appendices and Exhibits, the General Terms will control unless otherwise expressly provided in the Product Appendices and 
Exhibits.  

13.9 Counterparts. The Agreement may be executed in counterparts, each of which will be deemed an original and all of which will constitute one 
and the same document. The parties may exchange signature pages by email or electronic signature process and such signatures will be 
effective to bind the parties to the Agreement. 

13.10 Severable. If any provision of the Agreement is held by a court of competent jurisdiction to be invalid or unenforceable, the remaining provisions 
of this Agreement will remain in effect to the greatest extent permitted by law. 

13.11 United States Government End Users. The Software and its documentation are "Commercial items," "Commercial computer software" and 
"Computer software documentation" as defined by the Federal Acquisition Regulations (“FAR”) and Defense Federal Acquisition Regulations 
Supplement (“DFARS”). Pursuant to FAR 12.211, FAR 12.212, DFARS, 227.7202-1 through 227.7202-4, and their successors, the U.S. 
Government acquires the Software and its documentation subject to the terms of this Agreement. 

13.12 Red Hat Information and Product Security Practices. This Agreement incorporates the Red Hat Information and Product Security Practices 
Exhibit attached hereto. 

13.13 Accessibility. Red Hat’s Voluntary Product Accessibility Templates (VPATs) are set forth at: 
https://access.redhat.com/articles/2918071#section508-8. Red Hat Products are provided “as is” and any representations concerning 
accessibility features are made only to the extent documented within the VPAT, inclusive of any deviations, notes, and other comments within 
the VPAT. If no VPAT is available for a particular Red Hat Product, then Red Hat makes no representations regarding the accessibility of the Red 
Hat Product. Any statement regarding the accessibility features of Red Hat Products made elsewhere, whether pursuant to Section 508 or any 
other accessibility standards, is invalid and unenforceable. 

13.14 State’s Liabilities and Indemnification. Under this Agreement, State's liabilities and any State obligation to indemnify or hold Red Hat 
harmless against claims brought by third parties against Red Hat, including any payment of attorneys' fees, are subject to the limitations of 
Article XI, Section 7 of the Oregon Constitution and the Oregon Tort Claims Act, ORS 30.260 through 30.300. State has no obligation to 
defend Red Hat. 

13.15 Dispute Resolution. Any dispute between the parties under this Agreement that is not resolved through informal discussions may be submitted 
to mediation upon the consent of both parties. If informal discussions or mediation are unsuccessful, either party may initiate litigation to resolve 
the dispute. The parties specifically disclaim any right to arbitration of disputes.  

13.16 Amendments. Except as otherwise provided for herein, such as with the Product Appendices, this Agreement may be amended, modified, or 
supplemented only by a written amendment that, if required by applicable law, has been approved according to applicable laws, rules and 
regulations. No amendment will be effective until all requisite signatures and approvals are obtained from both parties. 

13.17 Non-Discrimination. If the anticipated total value of the Services to be provided under this Agreement is $150,000 or more, Red Hat certifies 
that it has a written policy and practice that meets the requirements described in ORS 279A.112 for preventing sexual harassment, sexual 
assault, and discrimination against employees who are members of a protected class. Red Hat agrees, as a material condition, to maintain such 
policy and practice in force during the term of this Agreement. 

13.18 Pay Equity. As required by ORS 279B.235, Red Hat shall comply with ORS 652.220 and not unlawfully discriminate against any of its employees 
in the payment of wages or other compensation for work of comparable character on the basis of an employee's membership in a protected 
class. "Protected class" means a group of persons distinguished by race, color, religion, sex, sexual orientation, national origin, marital status, 
veteran status, disability, or age. Red Hat's compliance with this section is a material term of this Agreement, and Red Hat's failure to comply 
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  Services, State Procur Red Hat, Inc.

constitutes a breach entitling State to terminate this Agreement for cause. As required by ORS 279B.235, Red Hat may not prohibit any of its 
employees from discussing the employee's rate of wage, salary, benefits, or other compensation with another employee or another person. Red 
Hat shall not retaliate against an employee who discusses the employee's rate of wage, salary, benefits, or other compensation with another 
employee or another person. 

14. Definitions 
14.1 “Affiliate” means an entity that owns or controls, is owned or controlled by, or is under common control or ownership with a party, where 

“control” is the possession, direct or indirect, of the power to direct or cause the direction of the management and policies of an entity, whether 
through ownership of voting securities, by contract or otherwise. 

14.2 “Agreement” is defined in Section 1.2. 
14.3 “Business Partner” means a cloud provider, distributor, reseller, OEM or other third party authorized to resell or distribute Red Hat Products. 
14.4 “Business Partner order” means an order for a Red Hat Product placed through a Business Partner. 
14.5 “Client” or “you” means the state agency which is acquiring the right to use or access the Red Hat Products or Services pursuant to a Business 

Partner order and which is a party to this Agreement. 
14.6 “Client Information” means confidential, proprietary, or regulated data owned or controlled by the Client and is incumbent upon the Client to 

limit access as set forth in Exhibit A. 
14.7 “Confidential Information” means information disclosed by the Discloser to the Recipient during the term of the Agreement that (a) is marked 

confidential; (b) if disclosed orally, is clearly described as confidential at the time of disclosure and is subsequently set forth in writing, marked 
confidential, and sent to the Recipient within thirty (30) days following the oral disclosure; or (c) is of a nature that the Recipient knows is 
confidential to the Discloser or should reasonably be expected to know is confidential. 

14.8 “Controlled Materials” means software or technical information that is subject to the United States Export Administration Regulations. 
14.9 “Discloser” is a party disclosing Confidential Information under this Agreement. 
14.10 “Effective Date” means the date the Agreement is fully executed and approved according to applicable laws, rules and regulations with the 

signature of the State indicating receipt of all required approvals. 
14.11 “Feedback” means any ideas, suggestions, proposals or other feedback you may provide regarding Red Hat Products. 
14.12 “Fees” means the amounts paid or to be paid by Client to Red Hat (through a Business Partner) for Red Hat Products. 
14.13 “General Terms” means the terms contained in Sections 1 – 14 of this document. 
14.14 “Online Services” means Red Hat branded cloud or hosted services offerings. . 
14.15 RESERVED 
14.16 “Product Appendices” means the Red Hat Product Appendices set forth here: https://www.redhat.com/en/about/agreements#prodapps as such 

appendices may be updated by Red Hat from time to time. 
14.17 “Professional Services” means consulting services provided by Red Hat. 
14.18 “Recipient” is the party receiving Confidential Information under this Agreement. 
14.19 “Red Hat Products” means Software, Services, and other Red Hat branded offerings made available by Red Hat. 
14.20 “Service(s)” means Red Hat branded services offered as Subscriptions, Professional Services, Training Services, Online Services or other 

services offered by Red Hat. 
14.21 “Services Term” means the period during which you are entitled by Red Hat to use, receive access or consume a particular Red Hat Product 

pursuant to a Business Partner order. 
14.22 “Software” means Red Hat branded software that is included in Red Hat Product offerings. 
14.23 “Subscription” means a time bound Red Hat Product offering. 
14.24 “Supplier” means a third party that provides services to Red Hat in order for Red Hat to offer Services to its customers and/or Business Partners. 
14.25 RESERVED 
14.26 “Training Services” means access to Red Hat training courses, including online courses or courses provided at a site as may be agreed by the 

parties. 
14.27 “Unit” means the basis upon which Fees are determined for Red Hat Products as set forth in Product Appendices. 
14.28 “Your Products” means the Red Hat Products that you have purchased, licensed, or otherwise acquired the right to access or use. 

Each party has read this Agreement, understands it, and agrees to be bound by its terms and conditions.  Furthermore, each party has 
executed this Agreement by its duly authorized representatives as of the Effective Date. AGREEMENT, UNDERSTANDS IT, AND AGREES 
TO BE BOUND BY ITS TERMS AND CONDITIONS. 

State of Oregon acting by and through its Department of 
Administrativee Services, State Procureement Servicesm Red HaHHHHHHHHHHHHHHH t, Incnnnnnnnnnn . 

Signature SignatureSignature 
Norma Armstrong 

Printed Name 
IT Procurement Manager, DAS-SPS 

Title 
06.25.25 

Date Date 

Printed Name 

Title 
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By:  ______________________________

APPROVED PURSUANT TO ORS 291.047 BY THE DEPARTMENT OF JUSTICE:

   Senior Assistant Attorney General 
Matter No. 107040, GF 1101-24 
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EXHIBIT A 

INFORMATION & PRODUCT SECURITY PRACTICES EXHIBIT 

This Information & Product Security Practices Exhibit ("Exhibit") outlines Red Hat's information and product security practices 
and is subject to the terms and conditions of the applicable written agreement between Red Hat and you/Client (the 
“Agreement”). In the event of a conflict between this Exhibit and the Agreement, this Exhibit will apply. Any capitalized term that 
is not otherwise defined in this Exhibit will have the meaning given in the Agreement. 

1. Definitions. For purposes of this Exhibit, the following definitions apply: 
a. "Facilities" means Red Hat controlled buildings housing the computer hardware from which Red Hat Services are 

provided. 

b “Online Services” means Red Hat branded cloud or hosted services offerings described in Product Appendix 4. 

c. “Personal Data or Client Information” refers to confidential, proprietary, or regulated data owned or controlled by the 
Client and is incumbent upon the Client to limit access with the exception below. 

d. “Red Hat Products” means Red Hat Software, Services and other Red Hat branded offerings made available by Red 
Hat. 

e. “Red Hat Services” means Red Hat branded services offered as Subscriptions, Professional Services, Training 
Services, Online Services or other services provided by Red Hat pursuant to the Agreement. 

f. “Red Hat Software” means Red Hat branded software that is included in Red Hat Products offerings. 

g. “Security Incident” means any unlawful or unauthorized access to Personal Data on systems managed or otherwise 
controlled by Red Hat as part of the Red Hat Services that results in loss, modification, or disclosure of such Personal 
Data. 

2. Overview 
a. Shared Obligations. The following sections include the technical, organizational, procedural and administrative 

measures that Red Hat has put in place to protect its Facilities, Red Hat Products and both Red Hat’s and our Client’s 
Personal Data.  Without limiting your other obligations set forth in the Agreement, You are responsible for (i) 
determining whether Red Hat Products and Red Hat Services are suitable for your use given your business and (ii) 
implementing and managing security and privacy measures to protect your systems, facilities and data. 

b. Data Protection. You agree not to provide Red Hat with Personal Data subject to the General Data Protection 
Regulation (the “GDPR”), or a similar law requiring a contract governing the processing of Personal Data between You 
and Red Hat.  In the event of a change where Red Hat would be required to act as a processor, You will notify Red Hat 
in advance in writing and the parties will agree on the terms of a data processing addendum, which will amend this 
Exhibit, as is reasonably required to comply with such laws. With respect to any business contact type information 
exchanged between the parties, each party will comply with its direct obligations as an independent data controller 
under the applicable data protection laws. 

c. Client Information. Client Information will only be provided to Red Hat for support purposes and only to the extent 
support is conducted via a screen-sharing session with a Client employee present. Red Hat will not take screen shots 
or record any such screen-sharing session. 

3. Information Security Procedures and Practices 
a. Organization of Information Security. Red Hat maintains an organization to oversee Red Hat’s information security 

program. Red Hat’s information security program documents, designs, implements, and tests organizational, 
operational, procedural, and technical controls to protect Red Hat data and information systems from Security Incidents. 
As of the effective date of this Exhibit, Red Hat’s Information Risk and Security Team has obtained a certification that 
its Information Security Management System (“ISMS”) conforms to the requirements of ISO/IEC 27001:2013. 
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b. Security Measures. Red Hat implements commercially reasonable administrative, technical, physical, and 
organizational measures designed to secure the Red Hat Services and to protect against unauthorized or unlawful 
access to the Red Hat Services. 

c. Personnel Security. All Red Hat employees are subject to Red Hat’s ethical business conduct, confidentiality, and 
security and privacy policies set forth in Red Hat’s Code of Business Conduct and Ethics. Red Hat provides security 
and privacy training to Red Hat personnel who have access to Personal Data. 

d. Testing. Red Hat performs regular testing of key controls, systems, and procedures of Red Hat’s security program to 
validate that they are properly implemented and effective. 

e. Access Controls. Red Hat maintains the following: (1) logical access controls designed to manage access to Red Hat’s 
network which enable Red Hat to timely revoke or change access in response to terminations or changes in job 
functions as applicable; (2) a password policy for Red Hat employees, establishing standards for creating and protecting 
strong passwords; (3) implementation of multi-factor authentication on our VPN and critical systems; (4) a data 
classification system which includes classification for internal and restricted information; and (5) contractual 
commitments with employees that include confidentiality obligations. 

f. Technical Security Controls. Red Hat maintains appropriate antivirus and malware protection for its network. Red Hat 
conducts periodic vulnerability assessments of its network per National Institute of Standards and Technology (“NIST”) 
guidelines or equivalent industry standards. 

g. Physical Security. Red Hat implements reasonable physical security and access controls for its Facilities. Physical 
barrier controls are used to prevent unauthorized entrance to the Facilities. Passage through the physical barriers at 
the Facilities requires either electronic access control validation (e.g., card access systems) or validation by human 
security personnel. Red Hat has emergency response procedures in place for Facilities in case of fire, flood or a similar 
event. Red Hat provides access to the Facilities to those employees and subcontractors who have a legitimate business 
need for such access. 

4. Product Security Procedures and Practices 
a. Organization of Product Security. Red Hat maintains a product security organization to oversee the production of secure 

Red Hat Software.  Red Hat Product Security manages, documents, and tests organizational, operational, procedural, 
and technical controls designed to support the confidentiality, availability and integrity of Red Hat Software. 

b. Software Development Lifecycle. Red Hat maintains a software development lifecycle (“SDL”) plan that addresses risk 
assessment, vulnerability assessment, and security testing protocols of Red Hat Software. As of the effective date of 
this Exhibit, Red Hat’s SDL plan follows the NIST SP 800-218 Secure Software Development Framework and includes 
plans related to secure architecture, threat modeling, Static Application Security Testing, Dynamic Application Security 
Testing  and penetration testing and incident response throughout the supported lifecycle of Red Hat Software. 

c. Software Security Vulnerabilities. Red Hat will provide information about security vulnerabilities that affect Red Hat 
Software in the form of security advisories, which are generally published at Red Hat’s support portals. You may 
subscribe to receive notifications of security advisories and enhancement updates.  Red Hat uses security ratings 
described in more detail at https://access.redhat.com/security/updates/classification/ to rate the severity of security 
issues. Red Hat uses commercially reasonable efforts consistent with industry standard software development 
practices, to conduct vulnerability assessments. The vulnerability assessments (at a minimum) consider the severity 
of the risk to promptly address critical and important security issues. Red Hat assigns a CVE for all vulnerabilities which 
as of the effective date of this Exhibit may be tracked here: 

https://access.redhat.com/security/updates/advisory/ and 
https://access.redhat.com/security/security-updates/cve 

d. Software Integrity and Authenticity. Red Hat maintains policies and procedures for maintaining appropriate 
cryptographic key management for proper encryption to protect its secure development infrastructure. Red Hat 
maintains policies and procedures requiring the review of software (and patches) prior to distribution to maintain 
software integrity and prevent unintended modification of Red Hat Software. 

e. Change Management. Red Hat maintains policies and procedures for managing changes to Red Hat's systems where 
Red Hat Software is tested and developed, including a security process that requires patching systems in a timely 
manner. Red Hat provides qualified security patches per product life cycle and support policies which are as of the 
effective date of this Exhibit available here: https://access.redhat.com/support/policy/update_policies. 

5. Resilience Program 
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Red Hat has implemented and will maintain a resilience program that contains business continuity, site emergency, 
and disaster recovery plans. This program aligns with accepted business continuity and disaster recovery industry 
standards and practices (e.g. ISO 22301, DRII and/or BCI). The plans are designed to sustain critical business 
operations to minimize any service disruptions that would be likely to materially impair Red Hat’s ability to perform its 
obligations under the Agreement. Red Hat will review, test, and update our business continuity, site emergency and 
disaster recovery plans at least annually.  

6. Security Incident Management 
a. Incident Response Plans. Red Hat maintains incident response plans and procedures designed to allow for 

investigation, response, and corrective action of Security Incidents. Red Hat’s incident response policies are based on 
NIST guidelines or equivalent industry standards for computer security incident handling and software vulnerabilities. 

b. Incident Response Process. If Red Hat discovers or is notified of a Security Incident, and if dissemination of information 
regarding such Security Incident would not reasonably be expected to compromise security and would not be prohibited 
by applicable law, Red Hat will (i) make commercially reasonable efforts to notify you without undue delay upon 
confirmation of the Security Incident that is known or reasonably suspected by Red Hat to affect Client, and (ii) take 
reasonable measures necessary to investigate and execute an appropriate response plan to maintain the security and 
integrity of the information impacted by the Security Incident. Red Hat will provide you with reasonably requested 
information about such Security Incident and the status of any Red Hat remediation and restoration activities.   

c. Notification Obligations. Red Hat’s obligation to report or respond to a Security Incident is not and will not be construed 
as an acknowledgement by Red Hat of any fault or liability of Red Hat with respect to any Security Incident. For the 
avoidance of doubt, Red Hat will have no obligation under this section to the extent a security event results in no 
unauthorized access to Personal Data, such as, without limitation, pings and other broadcast attacks on firewalls or 
edge servers, port scans, unsuccessful log-on attempts, denial of service attacks, packet sniffing (or other unauthorized 
access to traffic data that does not result in access beyond IP addresses or headers) or similar incidents. Notification(s) 
of Security Incidents, if any, will be delivered to one or more of your administrators by any means Red Hat selects, 
including via email. 

d Reporting to Red Hat. You may report known or reasonably suspected security events to Red Hat by using the Red 
Hat-designated information security contact available at https://www.redhat.com/en/trust/RFC-2350. You may report 
any suspected security vulnerability in a Red Hat Product or Service to Red Hat Product Security by following the 
instructions on https://access.redhat.com/security/team/contact/. 

7. Onsite Access at Client Facilities 
With respect to Red Hat Professional Services, if you provide Red Hat personnel with unescorted access to your 
facilities or if you issue credentials to Red Hat personnel for access to your network and computing resources to 
facilitate the Red Hat Professional Services, you will provide any applicable policies to Red Hat for review prior to 
granting access to Red Hat personnel. If requested in advance, Red Hat personnel with direct access to your network 
will complete your information security awareness training subject to your payment for such time at the hourly rates in 
the applicable order form/statement of work. In no event will you ask or require any Red Hat personnel to execute any 
document or agreement in their individual or personal capacity related to such training (other than an acknowledgment 
of receipt or confirmation of attendance). Red Hat personnel’s access or connectivity to your network may be terminated 
at any time due to violation of the policies mentioned above, misuse, or abuse of such physical or network access. 

8. Red Hat Online Services RESERVED 
9. Compliance 

You may request in writing that Red Hat respond in good faith to an information security questionnaire related to the 
applicable Red Hat Services and Red Hat Products. If requested, Red Hat will respond to such information security 
questionnaires no more than once annually. 

10. Continued Evaluation 
Red Hat will conduct periodic reviews of the adequacy of its information security safeguards, controls and standards. 
Red Hat will periodically review whether additional or different security measures are required to respond to new risks 
or findings generated by such periodic reviews and will implement the required measures as and when deemed 
appropriate. Any such additional or different security measures will not materially reduce the level of security. 

Red Hat Enterprise Agreement State of Oregon_June2025 Page 9 of 15 

https://access.redhat.com/security/team/contact
https://www.redhat.com/en/trust/RFC-2350


     

EXHIBIT B 
End User License Agreement

Red Hat GPLv2-Based 

SEE ATTACHED DOCUMENT 
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EXHIBIT C 
End User License Agreement

Red Hat LGPL-Based 

SEE ATTACHED DOCUMENT 
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EXHIBIT D 
End User License Agreement

Red Hat Standard 

SEE ATTACHED DOCUMENT 
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EXHIBIT E 
Product Appendix 1

Software and Support Subscriptions 

SEE ATTACHED DOCUMENT 
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EXHIBIT F 
Product Appendix 2A

Training and Training Units 

SEE ATTACHED DOCUMENT 
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TRAINING AND TRAINING UNITS   
This Product Appendix contains terms that describe the parameters and govern your use of Training and Training Units. Red Hat may 
modify or update this Product Appendix either by posting a revised version of this Product Appendix at http://www.redhat.com/agreements, 
and/or by providing notice using other reasonable means.  If you do not agree to the updated terms then, (a) the existing Product 
Appendix will continue to apply to the Red Hat Products you have purchased as of the date of the update for the remainder of any then-
current term(s); and (b) the updated or modified terms will apply to any new purchases or renewals of Red Hat Products made after the 
effective date of the updated terms.  When we use a capitalized term in this Appendix without defining it, the term has the meaning 
defined in the base agreement. 
 

  

-

 

 

 

-

 

 

All access and resources provided with a Red Hat 
Learning Subscription and a Red Hat Online Learning Subscription may only be consumed during the Subscription term. 

-  

 

via a Classroom Exam or an Individual Exam session, provided Named Participants in North America may only take 
exams included in the Red Hat Learning Subscription via an Individual Exam session. Red Hat reserves the right to modify learning paths 
and/or certification criteria for Certification Exams. The standard exam terms and conditions, provided in the Training Policy, apply to any 
exams provided through a Red Hat Learning Subscription.  While Red Hat provides exams at many locations, Red Hat does not warrant 
that any particular exam will be available in a city near the Named Participant.  

  
- -

 

  
Notwithstanding other payment terms, payment for Training, Training Units must be received in full prior to the delivery of the associated 
Training Services. 

Product Appendix 2A Page 1 of 2 June 2018 
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EXHIBIT G 
Product Appendix 3

Professional Services (limited to Exhibit 3.C. Consulting Units) 

SEE ATTACHED DOCUMENT 
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