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[This document provides an example of a business continuity plan for an Oregon agency and includes information from several Oregon agencies.  This document is intended to be used only as an example, and is not a format required by the Department of Administrative Services.]
I. INTRODUCTION

A. Purpose of this Business Continuity Plan

Business continuity plans are designed to help organizations recover from a disruption in service.  Specifically, this plan provides policy and guidance to ensure that the [Agency Name] can respond effectively to a disruption and restore essential services to the public as quickly as possible.

B. Objectives of this Plan  
The objectives of this business continuity plan are to:
· Identify advanced arrangements and procedures that will enable the agency to respond quickly to an emergency event and ensure continuous performance of critical business functions.

· Reduce employee injury or loss of life and minimize damage and losses.
· Protect essential facilities, equipment, vital records, and other assets.
· Reduce and mitigate disruptions to business operations.
· Identify managers and other staff who might need to be relocated depending upon the emergency.
· Identify teams which would need to respond to a crisis and describe specific responsibilities.
· Facilitate effective decision-making to ensure that agency operations are restored in a timely manner.
· Provide support to employees and employee families during an event so that employees know that the safety of their families has been addressed, and that employees will therefore be available to work and help restore agency function.
· Identify alternative courses of action to minimize and/or mitigate the effects of the crisis and shorten the agency response time.
· Quantify the impact of any kind of emergency in terms of dollars, time, services, and work force.
· Recover quickly from an emergency and resume full service to the public in a timely manner.

C. Authority for this Plan

DAS Statewide Policy #107-001-010 requires each executive branch agency to develop and implement a Business Continuity Plan to “ensure that critical state services will continue despite their interruption by an emergency, disaster, or other unplanned event, whether natural or manmade.”   This policy was signed by the director of DAS in March, 2006 and requires agencies to have developed and tested business continuity plans by June 30, 2009.  

D. Distribution List

This plan supersedes the plan dated mm,dd,yyyy, which shall be considered obsolete.

[Explanation: This section should include a list of the current copies of the BCP, including the position title of the responsible person and the location at which the copy is stored.  It is recommended that individual names not be included in the document itself, but kept in a separate location.]

	Copy Number
	Title
	Location

	1
	BCP Coordinator
	Headquarters Office

1st floor

Director’s Office

	2
	BCP Coordinator
	Home 
(See separate contact list for address)

	3
	Agency Director 
	Headquarters Office

1st floor

Director’s Office

	4
	Agency Director
	Home
(See separate contact list for address)

	5
	Agency Director
	Car

	6
	Communications Director


	Headquarters Office

2nd floor

Filing cabinets in Room 212

	7
	IT Director
	Headquarters Office
3rd floor

Filing cabinets in Room 318

	8 
	Field Director
	Bend Field Office
410 Main Street

Bend, OR 98111


E. References and Related Documents

[Explanation: This section should include references to any documents, policies or plans that might assist both in writing your BCP and also recovering from an event.]
	Document Title
	Owner and contact details
	Location

	Agency Emergency Response Plan
	BCP Coordinator
	Headquarters Office

1st floor

Director’s Office

Cubicle 56

	State Emergency Management Plan
	BCP Coordinator
	Headquarters Office

1st floor

Director’s Office

Cubicle 56

	Building Evacuation Plan for Headquarters
	HR Executive Assistant
	Headquarters Office

1st floor

Human Resource Section

Cubicle 43

	Building Evacuation Plan for Bend Field Office
	Executive Assistant
	Bend Field Office

410 Main Street

Cubicle 89

Bend, OR 98111

	Communicable Disease Policy
	Human Resources Manager
	Headquarters Office

1st floor

Human Resource Section

Cubicle 43

	Disaster Recovery Plan
	IT Director 


	Headquarters Office

3rd floor

Filing cabinets in Room 318

	Disaster Recovery Plan
	IT Director
	Home
456 SW Flower Way S

Salem, OR 97322

	Agency Technology Plan
	IT Director
	Headquarters Office

3rd floor

Filing cabinets in Room 318


II.
AGENCY OPERATIONS
A. Agency Mission and Key Activities
Agency Mission: 

To serve the people of Oregon by protecting, managing, and promoting stewardship of Oregon's forests to enhance environmental, economic, and community sustainability.  

Key agency activities include:
· fire protection for 16 million acres of private, state and federal forests; 

· regulation of forest practices (under the Oregon Forest Practices Act) and promotion of forest stewardship; 

· implementation of the Oregon Plan for Salmon and Watersheds; 

· detection and control of harmful forest insect pests and forest tree diseases on 12 million acres of state and private lands; 

· management of 780,000 acres of state-owned forestlands; 

· operation of a 15-million-tree forest nursery; 

· forestry assistance to Oregon's 166,000 non-industrial private woodland owners; 

· forest resource planning, and
· community and urban forestry assistance. 

B. Team Roles & Responsibilities

BCP Sponsor:

Agency Deputy Director

BCP Coordinator:
Project Planner
The agency has created two business continuity teams:
· BCP Coordination Team

· BCP Response Team

For emergency contact information for members of all teams, see separate calling tree lists.  These separate lists include cell phone numbers, home phone numbers, home email, and pager numbers, as applicable.

BCP Coordination Team
This team is responsible for drafting and finalizing the agency’s business continuity plan.  This includes developing a project work plan outlining the steps necessary to draft the plan and ensuring that each step is completed.  This team will finalize the questions to be asked as part of the Business Impact Analysis (BIA) process.  Each team member will fill out a BIA questionnaire and will also assign staff within his/her own division to answer BIA questions, as necessary.  This team will meet periodically to review project progress, will revise work plan as necessary, and will edit and approve the final plan.  
	
	Team Members
	Role / Responsibilities
	Contact Information

	1. 
	BCP Coordinator


	Draft work plan necessary to develop the BCP.  Draft BIA questions for staff to answer.  Conduct interviews will all staff members.  Compile information and draft BCP.
	work phone number

	2. 
	BCP Sponsor

Deputy Director
	Assist Coordinator to draft project work plan and draft BIA questionnaire.  Complete BIA questionnaire.  Assign other staff as necessary to complete project.  Send out periodic emails to all staff providing project updates.
	work phone number

	3. 
	Agency Director
	Review and approve initial BIA questionnaire.  Review work product throughout project.  Send out occasional emails to all agency staff underscoring importance of project thanking staff for their work on developing BCP.
	work phone number


	4. 
	Communications Manager
	Review on-going work as member of this team.  Complete BIA questionnaire and identify staff needed to complete specific tasks.  Has primary responsibility for completing communications section of plan.
	work phone number
 

	5. 
	IT Manager
	Review on-going work as member of this team.  Complete BIA questionnaire and identify staff needed to complete specific tasks.  Has primary responsibility for drafting Disaster Recovery Plan.
	work phone number


	6. 
	Field Manager
	Review on-going work as member of this team.  Complete BIA questionnaire and identify staff needed to complete specific tasks.  Has primary responsibility for drafting recovery steps for field office section of the plan.
	work phone number



BCP Response Team
This team is responsible for responding in the event of a disaster.  This includes assessing potential damage to the agency facility(ies) and enacting the agency’s Agency Coordinator Center.  This also includes taking lead responsibility for ensuring that the agency can function effectively during a crisis and can resume business operations as quickly as possible.
	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Agency Director
	Determine if event is severe enough that BCP should be enacted.  Operates from the Agency Coordination Center.  Initiates call tree process of contacting all agency staff.
	work phone number



	2
	Facilities Manager
	Conduct initial assessment of agency facility(ies) following an event.  Has lead responsibility for setting up alternate facility, if necessary.   Has lead responsibility for implementing sections of plan dealing with facilities and power elements.  
	work phone number 

	3
	BCP Sponsor

Deputy Director
	Acts as back-up to agency director if director is unavailable. 
	work phone number

	4
	Communications Manager
	Has lead responsibility for implementing communications strategy contained in this plan.
	work phone number

 

	5
	BCP Coordinator
	Has lead responsibility for ensuring that BCP is properly enacted and steps are followed as appropriate.
	work phone number



	6
	IT Manager
	Conducts initial assessment of information technology for agency following event.  Has lead responsibility for implementing sections of plan dealing with of IT and network elements. 
	work phone number



	7
	Human Resources Manager
	Has lead responsibility for implementing sections of plan dealing with staffing elements.
	work phone number

 

	8
	Contracts and Procurement Manager
	Has lead responsibility for dealing directly with vendors and suppliers.
	work phone number 

	9
	Field Manager
	Has lead responsibility for implementing plan as it relates to Bend field office.
	work phone number


C.
Plan Activation Procedures

Warning Conditions

  With warning:  

It is expected that in some cases, the agency will receive a warning at least a few hours prior to an event.  This will normally enable the plan to be enacted with an orderly notification and evacuation of staff. 
  Without warning: 
The ability to execute this plan following an event with little or no warning will depend on the severity of the emergency and the number of agency personnel who have been affected by the event. 
· Non-Duty Hours:  Although the agency office buildings may be rendered inoperable, it is likely that the majority of agency staff could be alerted and deployed to the alternate site.

· Duty Hours:  If possible, this plan will be activated and the pre-designated available staff will be deployed.

Identification of Potential Disaster Status

Criteria for determining whether a particular emergency situation requires that emergency actions be taken or the BCP be enacted include:

· Is there an actual or potential threat to human safety?

· Is there likely to be a need to involve emergency services?

· Is there an actual or potential serious threat to buildings or equipment?

· Is there an actual or potential loss of IT/network?

· Is there an actual or potential loss of workforce?

Direction and Control

[Explanation: During a disaster/disruption, it is imperative to have a clear chain of command and delegation of authority.  Describe the chain of command and authority that will exist during an event.  NOTE: It is often helpful to insert organizational charts to explain the chain of command.]
· Lines of succession will be maintained by all managers reporting to the agency director to ensure continuity of essential functions.  If possible, successions should be provided to a depth of at least three staff where policy and directional functions are involved.
· The agency director or designated back-up (successor) may order activation of the agency business continuity plan.

· See Appendix A for Delegations of Authority and the agency organizational chart.

D.
Agency Operations Center

BCP Operations Center – Primary Sitetc  \l 1 "Emergency Operations Centre"


[Explanation: Describe where the BCP Response Team will initially meet to review and plan their activities.  Give the address and telephone number(s) of the location and detailed instructions on how to get there.  If possible, cut and paste a map of the area into this document.]

Address:

Revenue’s Salem Field Office


4275 Commercial St. SE, Building 2, Suite 180

Salem, OR 97302



Contact:  


Salem Field Office Manager [work phone number]


Back-up:  Salem Field Office Executive Assistant [work phone number]


Directions:



From the Revenue Building:  Take Marion Street from the Revenue Building west to Commercial Street NE.  Turn south, cross Mission Street SE, go past Madrona Avenue SE to 4275 Commercial Street SE.  There is a sign identifying the office with parking in the rear of the building.

 
From I-5:  Take Exit #252 – Kuebler Boulevard SE.  Drive west to Commercial Street SE and turn north.  Go to 4275 Commercial Street SE.  There is a sign identifying the office with parking in the rear of the building.

[Recommend inserting map showing directions to site, as well.]

BCP Operations Center – Alternate Site

tc  \l 1 "Emergency Operations Centre"[Explanation: In the event that the primary site for the BCP Response Team is unavailable, describe where the team will meet to review and plan their activities.  Give the address and telephone number(s) of the location and detailed instructions on how to get there – if possible, cut and paste a map of the area into this document.  If no alternate site has been previously established, indicate that the BCP Coordinator will communicate this information at the time of a declared emergency.]
E.
Alternate Site Plans
Explanation: Provide a description of which alternate site you will use as you begin the process of recovering your critical business functions.  Also, if your plans include using DAS to find alternative space, please note such and fill out the DAS Form 125601, “DAS Office Space Request Form” or complete the “DAS Emergency Lease Form” (See Appendix C.)
The State Library has been designated as the alternate worksite.  We have put into place an agreement with the State Library to allow up to 10 agency personnel work space for up to 30 days.  At that point, if our building is still unavailable, we will use the DAS Office Space Request Form or the Emergency Lease Form (see Appendices section) to find other accommodations.

[Recommend inserting map showing directions to site, as well.]

F.
Communications Plan
During a crisis situation, communication with all affected parties – from staff to customers to media – is vital.  The information provided to all audiences must be accurate and timely.  As outlined in the state’s Emergency Management Plan, state agencies are responsible for issuing information to:

· Help prevent loss of life and property

· Warn and inform people in danger about the threat, and tell them what they can do to reduce their risk

· Improve appropriate public response to future emergencies and disasters through education.

In particular, any estimate of the timing to return to normal working operations should be announced with care.  It is also very important that only authorized personnel deal with media inquiries.

Staff Communications

If a staff member learns of a potential crisis situation, the staff person should immediately contact the agency director or communications director.

If the building structure is in question, staff should not enter the building.

Once a crisis has occurred, the following chart and plan section will be used to communicate with all parties:
	Groups of persons or organizations affected by disruption 
	Persons authorized to coordinate communication to affected persons and organizations

	
	Position
	Contact Details

	Customers
	Communications Director
	work phone number

	Management and Staff
	Agency Director
	work phone number

	Suppliers
	Procurement and Contracts Manager
	work phone number

	Media
	Communications Director
	work phone number

	Other Third Parties
	Communications Director
	work phone number


Customer contact:  

The communication director or designee will develop an official statement for customers.  Depending upon the type and severity of the event, the statement may be issued in the following ways:
· Through local media

· Scheduled customers may be called or e-mailed

· Notice may be posted at the affected facility(ies)

The agency director will record a message on the agency’s main phone line briefly explaining the crisis and directing callers to the agency web site (if available) for additional information and updates.

Management and Staff Contact:  

The agency director or designee will develop an official statement for managers and staff.

If the event happens during work hours, and depending upon the severity of the event:

· Staff may be sent home

· Staff may be asked to assist in implementing work-around procedures

If the event happens after work hours, or becomes a multi-day event, staff will be contacted through:

· Employee call trees

· A call-in number for information about which types of employee positions are to report to work

· Information posted to agency web site

· Bulletin through local radio station K___

In general, the employee call tree involves the following:

· Agency director calls:
· All division directors
· Communications director

· Human resources manager
· Executive assistant
· Internal Auditor

· Division administrators call their section managers.  If a division administrator is unavailable, the agency director calls the section managers.
· Section managers call their staff.  If a section manager is unavailable, the division director calls the staff.     

See separate list for call tree providing staff list and contact information.  Each manager has a copy of this call tree and maintains that list in a secure location separate from copies of the business continuity plan.
In addition, the agency director shall leave a voice mail message at [phone number] instructing employees on the status of the agency’s offices and where to report.  Staff should be instructed to refer all media inquiries to the designated person (e.g., communications director).  [Ideally, agency will have a contract with phone provider (e.g., Qwest) to have an external phone number available for staff to call.  This will require a contract and monthly fee paid to the provider.  The benefits are that this number can be available even if the agency’s phones are down and multiple people can call into these lines at the same time.  If this is not practicable, then designate an internal office number (e.g., Director’s number) for staff to call.] 
Suppliers Contact:  

The contracts and procurement manager will be the sole contact with suppliers during the business recovery phase.  The facilities manager will use emergency procurement procedures and receive authorization for emergency purchases from the agency director or designee.

Media Contact:  

[It is recommended that the person who will serve as the primary contact with media prepare general public statements in advance to respond to questions frequently asked by the media and the public.  These statements can be attached as an appendix to this document, and modified as needed at the time an event occurs.]

Once an event occurs, the communications director will develop official “public statements” to respond to questions frequently asked by the media and the public.  The communications director will provide these statements to the agency director or designee for review and approval before providing the statements to any external parties.  The communications director will also contact the governor’s press office to coordinate contact with the media, if appropriate.
The communications director will develop statements to respond to the following questions:

· What happened?

· When did it happen?

· How is state government affected by this incident?

· How much damage was done to the building?

· How many people work in the building (including other agencies, if applicable)?

· Did you have to evacuate the building?  What time?  Was it a total or partial evacuation?

· What corrective measures are being taken to ensure that this doesn’t happen again?

· Has the governor been notified?  What was his/her response?

· When can employees come back to work?

· How will this event affect the agency’s service to the public?

Depending on the nature of the crisis, determine if a technical expert or a public official with specific jurisdiction is required to provide clarity to the situation and/or disseminate information to the media.
If anyone other than the communications director will communicate with the media (e.g., technical expert, field office manager), the communications director will provide those people with the following:

· Spokesperson guidelines

· List of potential questions

· Appropriate statements and responses

· Communications director’s cell phone and home phone numbers

If necessary, the communications director shall also:

· Select and acquire a “media briefing center.”  Ensure that the briefing center is large enough for one-on-one interviews.

· Acquire updates regarding the event occurrence and status of injured employees.

· Arrange interviews and press conferences, as required.
· Coordinate with other agencies to disseminate information to external parties, if appropriate.

The communications director shall also develop “media kits”/press releases containing the following information for distribution to various newspapers, television stations, and radio stations:

· Location of event

· General description of event (stated as positively as possible)

· Corrective measures being taken

· Description of impacts (non-monetary and stated positively)

· Media contact made

Finally, the communications director shall ensure that media and internal response information is recorded/documented for the duration of the recovery effort.

Other Third Parties

The communications director shall be primarily responsible for all contact with other third parties.  If appropriate, after consulting with the agency director, the communications director will provide information to other staff to assist in responding to these requests for information.
Agency’s Emergency Management Obligations

Emergency Management:  In the state’s Emergency Management Plan, the Department of State Lands is categorized as a Support Agency during a large-scale, statewide emergency.  Support agencies are “responsible to provide expertise, experience, and assets to the State Support Functions as needed or requested by the Primary agency.” 

http://www.oregon.gov/OOHS/OEM/archive/library_resource.shtml  

Oregon Emergency Management 

P.O. Box 14370

Salem, OR   97309-5062

(503) 378-2911; 1-800-452-0311

www.oregon.gov/OOHS/OEM  


State Crisis Communication Plan:  DSL is part of the state agency communications plan which provides for timely, accurate and coordinated public information during a multi-agency crisis.  The plan’s leadership team, composed of staff from DAS, the Governor’s Office, State Fire Marshal’s Office, ODOT, Emergency Management and others, has developed a communications chain of command and call tree which will be activated in the event of a major disaster or multi-agency crisis.  DSL is included in the natural-resource agency category.    


Public Affairs Manager


Oregon Emergency Management


(503) 378-2911, ext. 22292

III.
CRITICAL BUSINESS FUNCTIONS
[Explanation:  Provide the following information for each of the agency’s identified Critical Business Functions (CBFs).]

A.
CBF #1 – Conduct Audits

(Example provided by Secretary of State)
1. 
Description of Business Function
Ensure that public funds are properly accounted for, spent in accordance with legal requirements, and used to the best advantage.  The Audits Division conducts audits by completing the following processes:

· Management of databases info/network security

· Business office functions

· Computer support/helpdesk

· Financial audits

· Management of library and reference materials

· Auditor training and CPE management

2.
Recovery Time Objective (RTO)

72 hours – this plan is based on the assumption that any potential disruption occurs in the middle of Audits Division critical timeframes during peak volume (June to December of each year).  Working with this assumption, 40% of business processes must be recovered within 72 hours, 65% within 1 week, and 85% of business processes must be recovered within 1 month. 

The timing of this disruption, more than anything else, will determine the RTO for specific processes.  A disruption during non-peak timeframes will allow RTOs to be more lenient.

3.
Priority Level (relative to other business functions) - 1
4.
Key Staff 
Head of Audits Division – 

· Role/responsibilities:  oversight of functions of Audits Division 
· Work phone number
· Emergency/evening contact information:  see Call Tree list

Deputy of Audits Division (back-up) –

· Role/responsibilities:  assistant director of Audits Division
· Work phone number 

· Emergency/evening contact information:  see Call Tree list

5.
Key processes 

	#
	Business Processes
	Point of contact and contact information
	Recovery priority and rationale 

	
	[List business processes that support Critical Business Function]
	Only work contact information is provided below.  Emergency/ home information is contained on separate Call Tree list.
	

	1
	Database management and info/security network
	Business Operations Manager

[work phone number]
	Within 24 hours – the ability to secure the databases and network is critical, as is the ability to grant and/or revoke access to these systems in a timely fashion

	2
	Business office functions
	Business Operations Manager

[work phone number]
	Within 48 hours – Business Office functions support all auditing functions through purchasing, invoicing, web site administration, word processing, and personnel management, etc.  This process must be functioning to support the remaining processes of this business function.

	3
	Computer support/ helpdesk
	IT Manager

[work phone number]
	Within 72 hours – Because many auditors work remotely, it is essential that they have access to computer support and helpdesk processes.  This process may become even more important in situations where the Audits Division Office is disabled.

	4
	Financial Audits
	Audits Division Manager

[phone number]


	Within 1 week – As one of the primary functions of the Audits Division, it is important to restore this process as soon as possible so that public interest may be protected.

	5
	Performance Audits
	Audits Division Manager

[phone number]
	Within 1 week – As one of the primary functions of the Audits Division, it is important to restore this process as soon as possible so that public interest may be protected.

	6
	Library/reference management
	IT Specialist

[phone number]
	Within 2 weeks – This process supports the division’s ability to conduct audits. 

	7
	Auditor training and CPE management
	Human Resources Manager

[phone number]


	Within 1 month – This process ensures there are trained and certified auditors available to carry out the mission of the division.  Without these auditors, the division would not be able to conduct business.

	8
	Recruiting
	Human Resources Manager

[phone number]
	Within 90 days – This process ensures the division maintains a skilled workforce of auditors to carry out the division’s mission to protect the public interest.


6.
Key Dependencies
	#
	Upon which activities is this business process dependent? 
	Point of contact and contact information
	Recovery Time Objective for the dependency

	1
	Audits Division network drives and systems
	IT Manager

[phone number]
	Within 24 hours – The networks and databases must be secured within this timeframe.

	2
	Computer systems
	IT Manager

[phone number]
	Within 72 hours – The IT systems must be functional within this timeframe to allow the Audits Division processes to be recovered within 1 week.

	3
	Remote access functionality and coordination
	ABC Computing Inc. (vendor)
[phone number]
	Within 72 hours – Remote access must be restored within this timeframe to allow auditors to conduct their work at remote locations. 

	4
	Purchasing and procurement capability
	Purchasing Manager

[phone number]


	Within hours – Depending on the scale of the disruption, we must be able to purchase audits systems and equipment to restore function within hours or days of a disruption.


7.
Vital Records 

	Description
	Where
	Contact

	Audits documentation
	Network servers, 5th floor;
audit sites; laptops
	Audits Executive Assistant
work phone number 

	Audits documentation
	Paper files – filing cabinets on 5th floor
	Audits Executive Assistant
work phone number

	Correspondence
	Network servers, 5th floor
	IT Manager

work phone number

	Audits forms
	Intranet; network
	Agency Web Master
work phone number

	Master audit reports
	Internet; 5th floor
	Audits Executive Assistant
work phone number

	Time and billing records
	Vendor; network servers, 5th floor; 1st floor BSD
	Vendor contact information
Payroll Lead Staff

work phone number

	Training records
	Network server (database), 5th floor
	Human Resources Manager
work phone number

	Downloaded agency audit data
	Network server (Q: and S: drives)
	IT Manager

work phone number

	Personnel records
	Network server (Q: drive), 5th floor
	Human Resources Manager

work phone number

	Reference materials
	Network server (Q: drive), 5th floor; library; auditor cubicles
	IT Manager

work phone number

	Purchase card and motor pool cards
	5th floor; auditors
	Procurement and Contracts Manager
work phone number


8.
Equipment and Office Supplies
In order to execute this business function, the following equipment and office supplies must be accessible.

	Description
	Where
	Contact

	Ten computers or terminals that can access the network and our check processing application
	Management Office
	IT Manager

work phone number

	Two printers that can print on check stock
	Management Office
	IT Manager

work phone number

	Check stock
	Warehouse
	Facilities Manager

work phone number


9.
Facilities

In order to execute this business function, the following minimum facilities are required.

	Description
	Where
	Contact

	Meeting space to accommodate members of the BCP Committee
	200 Winter St. NE
	Facilities Manager

work phone number

	Mailroom facilities for three employees
	300 Winter St. NE
	Facilities Manager
work phone number 

	Warehouse space for supplies – must be at least 400 sq. feet
	300 Winter St. NE
	Facilities Manager

work phone number

	Office space for seven employees
	200 Winter St. NE
	Facilities Manager

work phone number


10.
Regular Suppliers and Vendors
(See separate vendor contact list for additional contact information, including emergency contact information.) 

	Name of Supplier/ Vendor
	Key Goods or Services Provided
	Normal Contact Details

	Microsoft
	Assorted
	work phone number

	Open Air, Inc.
	Timekeeping Software
	work phone number

	Merina and Co.
	Auditing Services
	work phone number

	Deloitte
	Auditing Services
	work phone number

	Moss Adams
	Auditing Services
	work phone number

	Dell
	Laptops
	work phone number

	ACL
	ACL
	work phone number

	Oracle
	BRIO/Hyperion
	work phone number

	DAS Facilities
	Facility Maintenance
	work phone number

	DAS Phones
	Phone Service
	work phone number


11.
Alternate Suppliers and Vendors
	Name of Supplier/ Vendor
	Key Goods or Services Provided
	Normal Contact Details

	Timing, Inc.
	Timekeeping Software
	work phone number

	Geffen Mesher
	Auditing Services
	work phone number

	
	BRIO/Hyperion
	work phone number

	
	Facility Maintenance
	work phone number 

	
	Phone Service
	work phone number


B.
CBF #2 – Issue and Verify Licenses

(Example provided by Health Related Licensing Boards)
1. 
Description of Business Function
Issue and verify licenses for each of the health professions that are part of this plan.  The agency was created for the purpose of issuing licenses and verifying that licenses are in good standing.  In order to issue a license, the following needs to occur: 

· The application form must be completed and all required documents received and checked for accuracy and authenticity.  Education, required test results, and past work must all be verified and determined to be in good standing.  Criminal background must also be checked.

· The director approves issuance of a license, the fee amount is entered into accounting, and the license is printed and mailed to the applicant.

· For license verifications, when a written document is needed, it is printed off the database on agency stationary, a seal is affixed, and the verification is signed and sent to the state or other entity requiring the verification.

· The database is kept current with license verifications made available on the web site and updated on a daily basis.

2.
Recovery Time Objective (RTO)

This critical business function does not need to be resumed within three days of an incident.  However, the business impact of not licensing and verifying licenses means that these health professionals cannot work in Oregon or in other states where they need Oregon verification.

This plan is based on the assumption that licensees and those hiring them should receive their license or be able to verify a license within two weeks.  During an incident, the RTO for all processes within this business function is one to two weeks depending on the nature of the incident.  The plan is designed to have at least 50% of operations up within one week of an incident and at least 80% up within two weeks.  This is the maximum acceptable length of time that can elapse before the lack of this business function severely affects the public.  
3.
Priority Level (relative to other business functions) - 2
4.
Key Staff 
The director of each individual board is responsible for the functions of that board being restored.  Where possible, back-up staff for these directors have been designated.  The contact information for these individuals is maintained in a list kept separate from this plan.

Functions to be performed include receiving applications and issuing licenses.  Director of each agency is responsible for license issuance.  In some instances, as provided in “Appendix A – Designee List,” additional staff can perform this work in addition to or in place of the directors.

5.
Key processes 

	#
	Business Processes
	Point of contact and contact information
	Recovery priority and rationale 

	
	[List business processes that support Critical Business Function]
	Only work contact information is provided below.  Emergency/ home information is contained on separate Call Tree list.
	

	1
	Have applications available
	Each board director

[work phone number]
	Within one week – applications available on web site

	2
	Receive application materials
	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within one week – obtain application and information concerning schooling, verifications, test results, CE, etc.



	3
	Check whether application is complete and ready to issue license


	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within two weeks – review all materials to determine all necessary information is included; computer system is up or, if necessary, license is hand written by the director 

	4
	Have verifications on web site
	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within one week 

	5
	Account for money and issue license
	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within three days, if possible – send check to Treasury, print and mail license 


6.
Key Dependencies

	#
	Upon which activities is this business process dependent? 
	Point of contact and contact information
	Recovery Time Objective for the dependency

	1
	One computer system with database access 
	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within one week

	2
	Main server
	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within one week

	3
	Printer for licenses
	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within one week

	4
	Website access
	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within one to two weeks

	5
	Ability to send checks to Treasury and to bank
	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within one week

	6
	Accounting function on database
	Each board director 
[work phone number]
Back-up staff position

[work phone number]
	Within two weeks


7.
Vital Records 

	Description
	Where
	Contact

	Application forms – hard copies
	Directors’ offices 
	Individual directors (see separate contact list)

	Application forms – word documents which can be sent by email
	Computer system
	IT Manager

[work phone number]



	Application forms – available on web
	Boards’ web sites
	Confuzer Inc.

[work phone number]

(see separate contact list for additional contact information)

	Verification materials of other licenses
	Directors’ offices
	Individual directors (see separate contact list)


8.
Equipment and Office Supplies

In order to execute this business function, the following equipment and office supplies must be accessible.

	Description
	Where
	Contact

	Computers and database for each director or shared if in alternate site or office. 
	Individual director offices
	IT Manager
[work phone number]

	Printer
	Office – common entry area
	IT Manager

[work phone number]

	Board stationary
	Storeroom
	Office Manager
[work phone number]

	Agency seal(s)
	Individual director offices
	Office Manager

[work phone number]

	License forms
	Storeroom 
	Office Manager

[work phone number]

	Envelopes
	Storeroom
	Office Manager

[work phone number]

	Desk manual
	Individual director offices
	


9.
Facilities

In order to execute this business function, the following minimum facilities are required.

	Description
	Where
	Contact

	Access to single computer, printer, database 
	State Office Building if available; or  designated alternate site at 1800 47th St., Portland, OR 97213
	Each director (see separate contact information) 



10.
Regular Suppliers and Vendors
(See separate vendor contact list for additional contact information, including emergency contact information.) 

	Name of Supplier/ Vendor
	Key Goods or Services Provided
	Normal Contact Details

	ABC, Inc.
	Paper, stationary
	work phone number

	123 Paper Company
	License forms
	work phone number

	State Seals Are Us
	State Seal
	work phone number 

	State Office Building Facilities
	Facility Maintenance
	work phone number

	State Office Building Phones
	Phone Service
	work phone number


11.
Alternate Suppliers and Vendors
	Name of Supplier/ Vendor
	Key Goods or Services Provided
	Normal Contact Details

	Staples
	Paper, stationary
	work phone number

	Paper Products, United
	License forms
	work phone number

	Alternate site vendor; individual director homes
	Phones 
	See separate contact list


IV.
RECOVERY PLAN 
[Explanation:  Decide whether to draft a recovery plan section for each critical business function, agency division, or office location.  If your agency is focused on providing a single function, it may be appropriate to draft a single plan for your entire agency.]
This section includes the agency plan to ensure continuity of operations in any of the following situations:

· The facility is either temporarily or permanently unavailable.
Examples might include:

· The facility being destroyed by fire and smoke damage

· The facility being temporarily unavailable due to flooding

· The facility being temporarily unavailable due to contamination

· The facility is disabled by power loss.  



Examples might include:

· A generator being hit by lightning

· A car crashing into nearby electrical wires

· Severe flooding in the area

· The facility is disabled by loss of computer function.


Examples might include:

· A breech has occurred in the network and the server has been shut down due to a computer virus 

· The server gives out and must be replaced

Recovery Procedure
The recovery procedure will depend largely upon how quickly access to computers can be restored.  If remote computer access is functional, pre-identified staff will be asked to work remotely until an alternate site is available.  Communication will be conducted by phone until computer systems are installed, or restored, to allow email communication.  If computer systems will not be available at the alternate site for more than 1 week, we will implement use laptops and electronic forms, if available, to perform this critical business function.

When computer systems are available, work will continue at the alternate location until the headquarters office is again available.
The recovery procedure also depends upon the length of time the power is anticipated to be out.  If we anticipate power will return in two days or less, we will use the call tree to let employees know not to report to work until further notice, unless they will be reporting to a remote worksite that is unaffected by the outage.

If we anticipate the power will be out longer than two days, the recovery procedure consists of implementing manual procedures at a third party location to coordinate the conduct of audits.  Communication will be conducted by phone until computer systems are installed, or restored, to allow e-mail communication.  If computer systems will not be available at the alternate site for more than 1 week, we will implement a paper process.  When computer systems are available, business functions will be completed at the alternate location until the headquarters office is again available.
The recovery procedure consists of working with IT to restore normal systems. We have a contract with Dell that will allow us to order and receive new equipment within 48 hours.  After an emergency declaration we may purchase outside of contract if necessary to expedite recovery.  We may need temporary IT assistance to reconfigure and restore the system in a timely fashion.  
The recovery procedure depends upon the length of time the computer system is anticipated to be out.  If we anticipate restoration in two days or less, we will complete those processes that do not require the affected computer systems.  

If we anticipate the network or computer failure will exceed two days, our plan consists of implementing manual procedures at our main office until computer systems become available.  EXAMPLE: This manual procedure was used until the new system was implemented in 2001.  Forms to conduct this process can be found in the administrative filing cabinets on the first floor.  There are several employees who were here prior to the computer system and are familiar with the use of these forms.
When computer systems are available, all business processes will continue as normal, and all manual/paper work will need to be recorded in the computer systems retroactively.

Recovery Location

The State Library has been designated as the alternate worksite.  We have put into place an agreement with the State Library to allow up to 10 agency personnel work space for up to 30 days.  At this point, if our building is still unavailable, we will use the DAS Office Space Request Form or the DAS Emergency Lease Form (see Appendix C) to find other accommodations.

[Recommend inserting map showing directions to site, as well.]

Dependencies

This plan is dependent upon having the designated alternate worksite available during the time that our facility is inaccessible.  If a wide-scale disaster is the cause of the loss, our alternate site may not be available.
This plan is dependent upon having the designated alternate worksite available, and with power, during the time that the facility is without power.  This plan is dependent on the agency power being restored no later than 30 days after a disaster has been declared.
This plan is dependent on the functionality of remote access to allow staff to work from remote sites.  This plan is dependent on the availability of new equipment and the timeliness of delivery.
Other Considerations

If a wide scale disaster and/or power outage is the cause of the loss, we will revert to paper-based methods whenever possible.  In addition, we will contact our customers to let them know of potential services delays.
Depending upon the amount of downtime, we may need to use temporary staff to assist us in both the manual process and the process of entering all manual work into the computer system once access is restored.

Recovery Steps – Summary
· Step 1 – Contact BCP Response Team and arrange for a meeting.
· Step 2 – BCP Response Team meets and reviews plan steps. 
· Step 3 – Assess damage to agency facility.
· Step 4 – Alert alternate site location to begin setting up for incoming staff.

· Step 5 – Contact DAS Phones to redirect phone lines.
· Step 6 – Contact utility services.  
· Step 7 – Meet with Alternate Site management to review operating procedure.

· Step 8 – Contact Alternate site staff and IT staff with directions for deployment.
· Step 9 – Contact IT and determine when computer services will be available.
· Step 10 – Contact customers, vendors, etc. and inform them of possible delays.

· Step 11 – Announce relocation to media outlets.

· Step 12 – Establish communication with customers at Alternate Site.

· Step 13 – Complete priority business processes at Alternate Site.

· Step 14 – Relocate remaining staff as needed, as space and capability become available, to complete the CBF function at the Alternate Site.

· Step 15 – Notify and update users as systems become available.

· Step 16 – Resume normal operations.
Recovery Steps - Detail

	Step #
	Step
	Step Detail
	Additional Resources
	Responsibility
	Date Completed

	1
	Contact BCP Response Team members and arrange for a meeting
	Contact team members (see separate contacts list for contact information) or their alternates and arrange a meeting.


	Telephone

BCP Response Team contact information
	BCP Coordinator
Back up:

- BCP Sponsor

- Facilities Manager
	

	2
	BCP Response Team meets and reviews plan steps; activates recovery process
	Meet with BCP Response Team members and assess the situation. Review the plan and determine whether or not all steps need to be taken.  Based on the situation, do other steps need to be implemented?  If so, document and assign responsibility. 
	Meeting location

Telephone
	BCP Sponsor
Back up:

- BCP Coordinator
- Facilities Manager
	

	3
	Assess damage to agency’s facility
	Walk through agency facility, if possible.  Assess extent of damage to facility and equipment. (See Appendix B.)
	Telephone
	Facilities Manager

IT Manager

Back up:

BCP Sponsor

Agency Director
	

	4
	Alert alternate site location to begin setting up for incoming staff 
	Contact the alternate worksite and inform them that we are invoking our Business Continuity Plan. Arrange the details of how and when to relocate staff and equipment.
	Alternate site
	Facilities Manager
Back up:

- BCP Sponsor

- Agency Director
	

	5
	Contact DAS phones to redirect phone lines.


	Contact DAS phones to alert them of relocation.  If possible, request that agency phones be redirected to the alternate site.
	Telephone

DAS contact information
	BCP Coordinator
Back up:

- BCP Sponsor

- Communications Director
	

	6
	Contact utility services
	Contact utility services to assess damage and determine goals for restoring service. 
	Telephone

Utility service contact information list
	BCP Sponsor
Back up:

- BCP Sponsor

- Facilities Manager
	

	7
	Meet with alternate site management to review operating procedures
	Do an on-site inspection of the alternate worksite.  Ensure that all required equipment is present and in working order.  Ensure all required support supplies are present.


	See lists “Primary Computer Systems Requirements,” “Vital Records,” “Equipment and Supplies”

Telephone

Pens

Paper
	Facilities Manager
Human Resources Manager

Back up:

- BCP Sponsor

- Agency Director
	

	8
	Contact IT team and alternate site staff with directions for deployment
	Contact IT team and staff who will be deployed to the alternate site with directions for deployment including where and when to report to work. 
	Alternate site staff list and contact information;

IT team contact information;

Telephone
	IT Manager
Back up:

- Human Resources Manager
- Agency Director
	

	9
	Contact IT team and determine when computer services will be available
	Meet with agency IT team regarding available computers in alternate worksite.  Make sure that the computers have proper security and are able to access correct systems.
	IT team
Alternate worksite computers

Alternate worksite system access
	IT Manager
Back up:

- BCP Coordinator
- Facilities Manager
	

	10
	Contact customers, vendors, etc. to inform them of possible delays 
	Contact customers and notify them of agency relocation.  Inform customers of possible service delays. 
	Customer Contact Information

Telephone


	Procurement Manager
Back up:

- BCP Sponsor

- Facilities Manager
	

	11
	Announce relocation to media outlets.
	Create and distribute press release detailing division status and relocation.  Include instructions for non-deployed staff.
	Telephone

Media contact information

Word processing system

Printer

Fax machine
	Communications Director
Back up:

- BCP Sponsor

- Facilities Manager
	

	12
	Establish communication with customers at the alternate site.
	Once situated at alternate site, establish communication with customers and give further details about operational capability and changes to business processes.
	Customer Contact Information

Telephone

Email

Fax
	Communications Director
Back up:

- BCP Sponsor

- Agency Director 
	

	13
	Complete priority business processes at alternate site
	Identified alternate site staff should be able to complete all critical business processes operations at the alternate site.
	Alternate worksite

Computers

System access

Vital records
	BCP Coordinator

Back up:

- BCP Sponsor

- Facilities Manager
	

	14
	Relocate remaining staff as needed, as space and capability become available, to complete the CBF at the alternate site.  
	Additional staff will be required to complete remaining business processes.  As space becomes available and as capability increases, the director, or his designee, will direct the human resources manager to contact and relocate staff as necessary. 
	Alternate worksite

Computers

System access

Staff contact information

Telephone
	Human Resources Manager
Back up:

- BCP Sponsor

- Facilities Manager
	

	15
	Notify and update users as systems become available.
	Maintain communication with outside users to update them of systems status.  Update staff and users as systems become available.
	Computers

system access

Telephones
	Communications Director
Back up:

- BCP Sponsor

- BCP Coordinator
	

	16
	Resume Normal Operations  
	When all systems have been restored, resume normal operations.
	Computers

System access

Printer
	Agency Director
Back up:

- BCP Sponsor

- Facilities Manager
	


APPENDIX A:
Insert Agency Organizational Chart

(This chart can be used to show delegation of authority 

or agency can insert separate chart showing lines of authority.)

APPENDIX B:
Disaster Impact Assessment:

[Explanation: This table is intended for completion during a disaster or disruption in order to assist you in assessing the impact of the event upon each of your critical business functions.  This 

table should be left blank during the plan writing, and used only during the disaster. Please note that in this table we are interested in outage estimates rather than recovery time objectives.]
	DESCRIPTION OF DISASTER/DISRUPTION:



	DATE: 
	DATE Response TEAM MOBILIZED:

	BUSINESS FUNCTION NUMBER
	BUSINESS FUNCTION
	STATUS LEVEL
(SEE TABLE BELOW)
	ASSESSMENT CARRIED OUT BY
	COMMENTS

	
	
	1
	2
	3
	4
	5
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


THE FOLLOWING STATUS LEVELS SHOULD BE APPLIED:

	LEVEL
	DESCRIPTION 

	1
	Is likely to seriously affect normal business operations for over four weeks

	2
	Is likely to seriously affect normal business operations between one and four weeks

	3
	Is likely to seriously affect normal business operations for over a week

	4
	Is likely to seriously affect normal business operations for less than one week

	5
	Is likely to seriously affect normal business operations for less than two days


	Appendix C
DAS EMERGENCY LEASE FORM


STATE OF OREGON

 TEMPORARY EMERGENCY LEASE AGREEMENT

THIS TEMPORARY EMERGENCY LEASE (“Lease”), dated _______________, is made by and _________________________ ("Landlord") and THE STATE OF OREGON acting by and through its ____________________________ ("Tenant").  Contact persons for the parties, changeable with notice to the other party, are as follows:

Parties:   LANDLORD:
                                       Name: ____________________________________________________   

                                       Address: ___________________________________________________
                                       City, State, zip code:  _________________________________________   
                                       ATTN:  ____________________________________________________    

                                       Phone number, FAX number: __________________________________
                                       Cell Phone: ____________________Email:  ______________________

  TENANT:  
Agency Name: ______________________________________________ 
                 
Address: ___________________________________________________
City, State, zip code: _________________________________________
                 
ATTN: Agency contact name or successor: _______________________ 
Phone number, FAX number: __________________________________



Cell Phone: _____________________Email: ______________________
Landlord leases to Tenant and Tenant takes from Landlord the premises together with any appurtenances, described as follows:

Premises:   Square Feet:  _________________   Suite No. /Floor: _________________________


Address: _____________________________________________________________
              
City: _______________________________ County: _______________Zip________
                   (“Premises”)

The terms of this Lease are as follows:

1.   Term.  The original term of this Lease begins DATE________________, and continues through DATE___________________.

2.  Rent.  Tenant shall pay Rent in arrears by the 10th day of each month for the preceding month or partial month.  The Rent for any partial month must be prorated on a per diem basis.  The Monthly Rent is $___________________per month; $___________ per day (divide Monthly Rent by 30 days).   The Rent for a partial month is as follows:  $_____________ from DATE ________________ to DATE __________________.  The first full month of rent will begin DATE________________.  The Rent includes the following:
Check one below:  

Charges paid by Landlord (in paragraph 5):

___ includes utilities and taxes;
___ includes utilities but not taxes, and Tenant shall reimburse Landlord for Tenant’s pro rata share of property taxes paid by Landlord on the Premises;
Charges paid by Tenant (in paragraph 5):

___ includes taxes but not utilities, and Tenant shall reimburse Landlord for Tenant’s pro rata share of utilities paid by Landlord (per Section 5);  
___ includes taxes but not utilities, and Tenant shall pay directly for all utilities used by Tenant at the Premises (see Section 5); 
___ does not include utilities or taxes, and Tenant shall reimburse Landlord for Tenant’s pro rata share of utilities paid by Landlord on the Premises (per Section 5) and for Tenant’s pro rata share of property taxes paid by Landlord on the Premises; 
___ does not include utilities or taxes, and Tenant shall pay directly for all utilities used by Tenant at the Premises (per Section 5), and shall reimburse Landlord for the property taxes paid by Landlord for the Premises. 

3.   Use of Premises.  Tenant may use the Premises for business offices, storage, and other lawful purposes including but not limited to functions related to the conduct of its business as a state agency.

4.   Maintenance and Repair of Premises. Landlord shall perform at Landlord’s sole cost and expense all necessary maintenance and repairs of the Premises and the exterior of the Premises building.  

5.   Services and Utilities.
(a) Landlord will cause the utilities and services listed below to be furnished to the Premises, with charges paid as indicated:                                                                                   
Monthly Charges Paid By:
                                                                                          Place an X under the responsible party                            

Utility and Services                                                                                         Landlord / Tenant
	Water
	
	
	

	Sewer
	
	
	

	Electricity
	
	
	

	Gas
	
	
	

	Trash Removal
	
	
	

	Janitorial Service
	
	
	

	Janitorial Supplies (including recycling charges)
	
	
	

	Window Washing
	
	
	

	Snow and Ice Removal
	
	
	

	Building Security (If required)
	
	
	


6.   Landlord's Liability Insurance.
(a)  Landlord shall obtain from an insurance company authorized to do business in the State of Oregon and shall keep in effect during the term of this Lease, a Comprehensive General Liability policy or a Commercial General Liability policy for the Premises, covering bodily injury and property damage.  Insurance coverage must include contractual liability coverage for the indemnity provided under this Lease.  Coverage limits must not be less than $1,000,000 combined single limit per occurrence.  If the terms and conditions of Landlord’s insurance coverage change during the term of this Lease, Tenant reserves the right to require that Landlord replace any coverage omitted or deleted by the change.  There must be no cancellation, material change, potential exhaustion of aggregate limits or intent not to renew insurance coverage(s) without thirty (30) days' prior written notice to Tenant from Landlord. 

(b)  Landlord shall indemnify, defend and hold the Tenant as named in this Lease, including its officers, divisions, agents and employees, harmless from all claims, suits, or actions of any nature resulting from the acts or omissions of the Landlord, its officers, contractors, employees or agents under this Lease.

7. Tenant’s Liability Coverage.  Tenant is responsible for any damage or third party liability which may arise from its occupancy and use of the Premises, subject to the limitations and conditions of the Oregon Tort Claims Act, ORS 30.260 through 30.300, and the Oregon Constitution, Article XI, Section 7, to the extent of liability arising out of the negligence of the State.  The State is not required to indemnify or defend Landlord for any liability arising out of the wrongful acts of employees or agents of the Landlord.
8.   Statement of Self‑Insurance.  The State of Oregon is self‑insured for its property and liability exposures, as subject to the Oregon Tort Claims Act, ORS 30.260 through 30.300.  A Certificate of Self‑Insurance will be provided, upon request of the Landlord.

9.   Waiver of Subrogation.  Neither Landlord nor Tenant is liable to the other for any loss arising out of damage to or destruction of the Premises or its contents, when the loss is caused by any of the perils which are or could be included within or insured against by a standard form of fire insurance with extended coverage, including sprinkler leakage insurance, if any.  All such claims against one another for any loss, however caused, are waived.  Absence of liability exists whether or not the damage or destruction is caused by the negligence of either Landlord or Tenant or by any of its respective agents, servants or employees.  Each party shall fully provide its own property damage insurance protection at its own expense, and each party shall look to its respective insurance carriers for reimbursement of any such loss, and further, the insurance carriers involved are not entitled to subrogation under any circumstance.

10.  Casualty Damage.  If the Premises or its improvements are damaged or destroyed by fire or other casualty to such a degree that the Premises are unsuitable for the purpose leased, and if repairs cannot reasonably be made within ninety (90) days, Tenant may elect to terminate this Lease.  Landlord shall in all cases promptly repair the damage or ascertain whether repairs can be made within ninety (90) days, and shall promptly notify Tenant of the time required to complete the necessary repairs or reconstruction.  If Landlord's estimate for repair is greater than 90 days, then Tenant, upon receiving said estimate will have twenty (20) days to determine if it wishes to terminate this Lease.  Following damage, and including any period of repair, Tenant's rental obligation will be reduced to the extent the Premises cannot reasonably be used by Tenant.

 
11.  Funding.  Rent and other charges to Tenant under this Lease are to be paid only from funds derived by legislative appropriation or budget limitation.  This Lease is made by Tenant in its official capacity as a state agency and not by its officers as individuals.

12.  Non‑appropriation .

(a)  If sufficient funds have not been provided in the legislatively approved budget of Tenant, ____________________, to permit Tenant in the exercise of its reasonable administrative discretion to continue this Lease, Tenant may terminate this Lease without further liability to Landlord with not less than on hundred twenty (120) days prior written notice to Landlord.  During this termination notice period, Tenant may negotiate with Landlord for continued occupancy in a portion of the Premises at a reduced rent.  If that is not feasible on mutually acceptable terms, then the Lease will terminate as notified.  In determining the availability of funds to Tenant, Tenant will use the budget approved by the Oregon State Legislature or acts of the Legislative Emergency Board.

      (b)  If by a specific legislative act, Tenant is abolished or its functions absorbed into other state agency or agencies, Tenant may terminate this Lease without further liability to Landlord with not less than one hundred twenty (120) days prior written notice to Landlord.

(c)  If any of the foregoing occurs with respect to an agency/division occupying only a portion of the Premises, Tenant may terminate as to that portion of the Premises.

13.  Default.  Neither party will be in default under this Lease until written notice of the unperformed obligation has been given and that obligation remains unperformed after notice for 15 days in the case of a payment or for thirty (30) days in the case of other obligations.  If the obligation cannot be performed within the thirty (30) day period, there will be no default if the responsible party commences a good faith effort to perform the obligation within such period and continues diligently to complete the performance.  In case of a default the nondefaulting party may terminate this Lease with thirty (30) days prior written notice to the defaulting party, and it may recover damages or any other remedy provided by applicable law, or it may elect to perform the defaulting party's obligation and recover from the defaulting party the costs plus interest at the rate of eight percent per annum for judgment.  If Tenant makes such expenditures as the nondefaulting party, those expenditures plus reasonable administrative costs must be deducted from the Rent.

14.  Notices.  Notices between the parties must be in writing, effective when personally delivered to the address specified under "Parties" on Page 1, or if mailed, effective 48 hours following mailing to the address for such party specified herein or such other address as either party may specify by notice to the other.

15.  Holdover.  With 30 days prior written notice to Landlord, Tenant may hold over this Lease for a period not to exceed two months after the end of the lease term without obtaining prior consent of Landlord.  If Tenant holds over the lease term, a tenancy from month to month will be created at the same rental rate as the immediately preceding month's, and the holdover may not be construed as an exercise of any renewal option.  Tenant holding over the Lease longer than the first two months is subject to Landlord's consent.

16.  Termination.  At any time during the lease term under this Lease, Tenant may terminate this Lease without further obligations or liability to Landlord, with not less than ______days prior notice to Landlord.
17.  Brokerage.  Landlord shall pay any commission due resulting from this transaction and hold Tenant harmless from any claim for commission by any broker.

18. Subordination/Attornment Agreement.  Tenant will respond to Landlord's reasonable request for subordination or attornment agreement, provided the document clearly states that any successor in interest to Landlord under this Lease must assume and perform all the responsibilities and obligations of Landlord under this Lease.  The document must not contain any provision requesting Tenant to save, hold harmless or indemnify Landlord, a lender or any other third party.

19.  COMPLIANCE WITH APPLICABLE LAW:
(1). Certificate of Compliance with Oregon Tax Laws.
Check only one paragraph (a) below:

 (a)  I, the undersigned, hereby certify under penalty of perjury that I am, to the best of my knowledge, not in violation of any Oregon tax laws.

(a)  I, the undersigned, hereby certify under penalty of perjury that I am authorized to act in behalf of Landlord, named herein, that I have authority and knowledge regarding the payment of taxes, and that Landlord is, to the best of my knowledge, not in violation of any Oregon tax laws.

(b)  For the purposes of this certificate, "Oregon tax laws" means the state inheritance tax, gift tax, personal income tax, withholding tax, corporation income and excise taxes, amusement device tax, timber taxes, cigarette tax, other tobacco tax, 9‑1‑1 emergency communications tax, Elderly Rental Assistance Program and local taxes administered by the Department of Revenue (Lane Transit District Tax, Tri‑Metropolitan Transit District Employer Payroll Tax, and Tri‑Metropolitan Transit District Self‑Employment Tax).

(c)  On or about the anniversary date of this Lease each year hereafter during the term of this Lease, including any extensions, Landlord shall execute a "Certificate of Compliance with Oregon Tax Laws."  Such a form is attached to this Lease for the Landlord’s use.  Landlord may make copies of this form as needed.

(2). Property Taxes.  Landlord certifies that Landlord is not currently delinquent on any applicable property taxes levied on the Premises and that Landlord will during the term of this Lease pay all such taxes before the taxes become delinquent by law, or by May 15th of each year, whichever comes sooner.  Notwithstanding any other provisions of this Lease, if Landlord is found delinquent on property taxes, Tenant may at its sole option either terminate this Lease with thirty (30) days prior written notice to Landlord or pay the delinquent property taxes together with any interest or penalties and deduct the amount from the rent due Landlord with interest at one percent per month.

20.  NO PRESUMPTION AGAINST DRAFTER.  This Lease has been freely negotiated by both parties. In any controversy, dispute, or contest over the meaning, interpretation, validity, or enforceability of this Lease or any of its terms or conditions, there is to be no inference, presumption, or conclusion drawn whatsoever against either party by virtue of that party having drafted this Lease or any portion of it.

21.  MERGER.
THIS LEASE CONSTITUTES THE ENTIRE LEASE BETWEEN THE PARTIES.  NO WAIVER, CONSENT, MODIFICATION OR CHANGE OF TERMS OF THIS LEASE WILL BIND EITHER PARTY UNLESS IN WRITING AND SIGNED BY BOTH PARTIES.  SUCH WAIVER, CONSENT, MODIFICATION OR CHANGE, IF MADE, WILL BE EFFECTIVE ONLY IN THE SPECIFIC INSTANCE AND FOR THE SPECIFIC PURPOSE GIVEN.  THERE ARE NO UNDERSTANDINGS, AGREEMENTS, OR REPRESENTATIONS, ORAL OR WRITTEN, NOT SPECIFIED HEREIN REGARDING THIS LEASE.  LANDLORD, BY THE SIGNATURE BELOW OF ITS AUTHORIZED REPRESENTATIVE, HEREBY ACKNOWLEDGES THAT LANDLORD HAS READ THIS LEASE, UNDERSTANDS IT, AND AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS.

Landlord shall comply with all federal, state, and local laws, regulations, executive orders and ordinances applicable to this Lease which are incorporated by reference.

This Lease will not become effective and will not be binding upon the State of Oregon or any of its agencies until it has been executed, in the signature spaces provided below, by all parties to this Lease, including those whose approval is required.

LANDLORD:       _________________________________________________

                                          By ______________________________________________ 
                                          Tax ID Number ____________________________________ 
                  TENANT:         STATE OF OREGON acting by and through its
                                           _________________________________________________
                                           By ______________________________________________ 

APPROVAL:       STATE OF OREGON acting by and through its

                                         Department of Administrative Services

                                          By                                                                                      
                                                Facilities Division
Date                                                                                     
TO:
Leasing Manager, Real Property Services

Facilities Division

Department of Administrative Services

1225 Ferry Street SE U100

Salem, Oregon  97301-4281

RE:
Tenant:
[insert agency]
Premises:
[insert Premises Address] 

Pursuant to the Lease provisions on "CERTIFICATE OF COMPLIANCE WITH OREGON TAX LAWS" and as required by the Oregon Department of Revenue's Administrative Rule, OAR 150‑305.385(6)‑(B), the following Certificate is submitted on the annual basis on or about the anniversary date of this Lease.  This Certificate is for the lease year beginning                                            ______________________ , 20                to 20                .


CERTIFICATE OF COMPLIANCE WITH OREGON TAX LAWS

I, the undersigned, hereby certify under penalty of perjury:  (Check one)

         
that I am, to the best of my knowledge, not in violation of any Oregon tax laws.

         
that I am authorized to act in behalf of the Landlord, as named below, that I have authority and knowledge regarding the payment of taxes, and that Landlord is, to the best of my knowledge, not in violation of any Oregon tax laws.

For the purposes of this certificate, "Oregon tax laws" means the state inheritance tax, gift tax, personal income tax, withholding tax, corporation income and excise taxes, amusement device tax, timber taxes, cigarette tax, other tobacco tax, 9‑1‑1 emergency communications tax, Elderly Rental Assistance Program and local taxes administered by the Department of Revenue (Lane Transit District Tax, Tri‑Metropolitan Transit District Employer Payroll Tax, and Tri‑Metropolitan Transit District Self‑Employment Tax).

Landlord:

Signature:

Printed Name:

Title:

   Date:

Contact Information for Essential Staff
This list should not be attached to the plan document itself, but should be kept by key management team members in a secure location. 

Also, it will likely not be necessary for all members of the management team to have all of the contact information for all other personnel.  Instead, each management team member should have only the contact information that he or she might need.  
Information Security Issue:


Business continuity plans often confidential information that must be properly protected - - this includes names, home telephone numbers and addresses, and any other sensitive information.  Privacy is an important consideration and whenever possible, documenting confidential information in the plan should be kept to an absolute minimum.  The plan and planning documents should be provided only to the individuals who have a right and need to access the information – whether in electronic or hardcopy formats -- and obsolete copies should be appropriately destroyed. 

Each agency is accountable for tracking copies of the plans in their organization.  Individuals with access to confidential plan information are responsible for the appropriate protection of that information.  Any breaches of confidentiality must be handled in accordance with state and federal privacy protection laws (Oregon ID Theft Protection Act – ORS 646A.600-628) and all applicable DAS enterprise policies.  In addition to protecting confidential information, integrity and availability also are critical components of information security.  Plans must contain current, accurate information and be updated on a regular basis so they are reliable and actionable.  Designated individuals must be able to access appropriate sections of the plans at any time so they can fulfill their responsibilities.

	Name
	Title
	Work Contact Info
	Emergency Contact Info

	Denzel Washington
	Agency Director
	[phone number]
denzel.washington@state.or.us 
	home phone number
home address

pager number

cell phone number

home e-mail 

	Julia Roberts
	Agency Deputy Director
BCP Sponsor
	phone number 
julia.roberts@state.or.us 
	home phone number

home address

pager number

cell phone number
home e-mail

	Meryl Streep
	BCP Coordinator
	phone number
meryl.streep@state.or.us 
	home phone number

home address

cell phone number
home e-mail

	Johnny Depp
	Communications Director
	phone number
johnny.depp@state.or.us 
	home phone number

home address

pager number
home e-mail

	Elizabeth Taylor
	Facilities Manager
	phone number
elizabeth.taylor@state.or.us 
	home phone number

home address

pager number

cell phone number
home e-mail

	George Clooney
	IT Director
	phone number
george.clooney@state.or.us 
	home phone number

home address

pager number

cell phone number
home e-mail

	Paul Newman
	Human Resources Manager
	phone number

paul.newman@state.or.us 
	home phone number

home address

pager number

cell phone number

home e-mail

	Al Pacino
	Procurement and Contracts Manager
	phone number

al.pacino@state.or.us 
	home phone number

home address

pager number

cell phone number

home e-mail

	Halle Berry
	Bend Field Office Director
	phone number
halle.berry@state.or.us 
	home phone number

home address

pager number

cell phone number
home e-mail

	Kathy Bates
	HR Executive Assistant
	phone number
kathy.bates@state.or.us 
	home phone number

home address

pager number

cell phone number
home e-mail

	Kevin Costner
	Bend Office Executive Assistant
	phone number
kevin.costner@state.or.us 
	home phone number

home address

pager number

cell phone number
home e-mail

	Sally Field
	Salem Field Office Director
	phone number
sally.field@state.us.us
	home phone number

home address

pager number

cell phone number

home e-mail

	Leonardo DiCaprio
	Salem Field Office Executive Assistant 
	phone number 

leonardo.dicaprio@state.or.us
	home phone number

home address

pager number

cell phone number

home e-mail

	Kate Winslet
	IT Project Lead
	phone number
kate.winslet@state.or.us 
	home phone number

home address

pager number

cell phone number

home e-mail


Maintain additional list providing all of the contact information for regular and alternate vendors, as well.

�EMBED Unknown���
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