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PURPOSE
This cloud computing procedure describes how agencies must show that they have exercised due diligence in the
consideration and acquisition of cloud technology and services.

APPLICABILITY
This policy applies to all agencies within the Executive Department as defined in ORS 174.112 and includes any
board, commission, department, division, or office within the Oregon Executive Department. The following
agencies and boards are excluded:

e Secretary of State

e State Treasurer

e The Attorney General, but only with respect to its authority under ORS 182.124 over information systems

security in the Department of Justice
e Oregon State Lottery
e State Board of Higher Education or any public university listed in ORS 352.002

FORMS, EXHIBITS & INSTRUCTIONS
e Cloud Computing Policy 107-004-150
e Cloud Planning and Readiness Assessment Workbook, Exhibit A to Policy 107-004-150
e Information Technology Investment Review/Approval Policy

DEFINITIONS
See Cloud Computing Policy 107-004-150

PROCEDURE
The actions in this procedure must be completed before an agency may contract for a cloud solution, or as
required during the State Gate process. Agencies are encouraged to engage with the Office of the State Chief
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Information Officer (CIO) through their assigned strategic technology officer early in the planning process. Contact
information is available on the State CIO web site,

RESPONSIBILITY

Agency project
manager

Agency project
manager

Agency project sponsor

Agency CIO (or
executive responsible
for IT)

Agency project
manager

State CIO

Agency project
manager
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Complete the Cloud Planning and Readiness Assessment Workbook at a
level of detail and rigor appropriate to the size, business impact, and risk of

Determine if the project meets or exceeds any of the risk thresholds that
trigger review by the Office of the State CIO. OSCIO approval may be
required before contracting and/or as appropriate during the State Gate

For complete information on risk thresholds, consult the IT Investment Policy
(DAS Policy 107-004-130). Agencies must submit proposals for oversight if
one or more of the following risk thresholds apply to the proposed solution:
e it will store, process, or transmit data of Information Asset
Classification Level 3 (Restricted) or higher, or information for which
special protection standards apply.
e it will be the system of record source for information that is subject
to data retention and destruction rules; or
e it will publish or be the system of record for information for which
the potential cost of remediating data loss, corruption, or leakage
exceeds $150,000; or
e anticipated five-year implementation and operating costs exceed
$150,000.

Review and sign the completed workbook.

Review and sign the completed workbook.

If any risk threshold is met, get approval from the State CIO before
proceeding. To request approval, submit the completed Cloud Planning
and Readiness Assessment Workbook together with a completed
information resource request and business case to the Office of the State
CIO using the project portfolio management tool.

As necessary, review the project submission for compliance with the IT
Investment Policy (DAS Policy 107-004-130) and provide written
documentation of approval, conditional approval, or rejection to the

STEP  ACTION

1

the project.
2

process.
3
4
5
6

agency.
7

Submit the completed, signed workbook to the appropriate procurement
office.
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RESPONSIBILITY STEP  ACTION

Procurement office 8 Ensure that the signed Cloud Planning and Readiness Assessment
Workbook is submitted and retained as part of the procurement file.
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