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June 18, 2019 

To:  All ODDS, CDDP and Brokerage staff 

From:  Lilia Teninty, Director, Office of Developmental Disabilities Services 

CDDP and Brokerage directors:  Please share this message with your staff. 

As you may know the Department of Human Services detected a security 

incident in January 2019 that possibly involved information about people 

receiving services in DHS programs. The Department takes the 

confidentiality of client information seriously. It is now known that about 

645,000 clients’ information may have been impacted. The department, 

through ID Experts, a cyber security company, is now in the process of 

sending notification letters to these potentially affected individuals.  

What happened? 

On Jan. 28, 2019, DHS and the Department of Administrative Services 

Enterprise Security Office team confirmed that a breach of information had 

occurred. Nine employees opened an email that compromised their 

Outlook mailboxes and allowed access to these employees’ email 

information. 

Passwords were immediately reset to stop access, and security officials 

began investigating to determine the scope of the incident and the specifics 

of the information involved. 

The unauthorized access to the affected email boxes was successfully 

stopped.  

What is DHS doing about it? 

The security and confidentiality of personal information is critical to DHS. 

While there is no indication that any personal information was copied from 

its email system or used, the department is offering identity theft recovery 

services for impacted individuals through ID Experts.  
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ID Experts is sending notices to the 645,000 potentially impacted 

individuals with instructions on how to register for services, which includes 

free credit monitoring for 12 months.  

ID Experts has established a toll-free information line at 800-792-1750. 

If clients call for information, they should be directed to this toll-free 

telephone number where they can get personalized assistance.  

There is also a website with information: 

http://ide.myidcare.com/oregondhs  

ID Experts also has the availability of 200 languages if you would like to 

talk with them in another language.  

If you have people in your services concerned about this data breach, 

please encourage and support them to call the toll-free information line. If 

you have people in services that receive letters, please assist them in 

accessing the protection if they chose to use it. 

Finally, it’s important we all use this experience as an important reminder to 

be careful with emails and any information we have in our possession. 

Sincerely,  
 
 
 
 
 

 
Lilia Teninty 
Director 
Office of Developmental Disabilities Services 
 

Previous ODDS Director’s Messages are available at 
http://www.oregon.gov/DHS/SENIORS-
DISABILITIES/DD/Pages/messages.aspx 
 
Follow us on Facebook @oregonDHS.IDD or twitter @OregonODDS and 

explore our website.  

http://ide.myidcare.com/oregondhs
http://www.oregon.gov/DHS/SENIORS-DISABILITIES/DD/Pages/messages.aspx
http://www.oregon.gov/DHS/SENIORS-DISABILITIES/DD/Pages/messages.aspx
http://www.oregon.gov/dhs/seniors-disabilities/DD/Pages/index.aspx
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You can get this document in other languages, large print, braille or a 
format you prefer. Contact the Oregon Office of Developmental Disabilities 
Services at 503-945-5811. We accept all relay calls or you can dial 711. 
 


