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PURPOSE
This policy establishes standards to ensure thatrequirements for state agencies to:
· Appropriately Identify, analyze and document the benefits, costs, andconsider risks to the statewith cloud services before contracting or renewing a contract for for a Cloud or Hostedsuch Sservice.
· Assess the readiness of a Cloud or Hosted Service Provider to deliver a solution that meets the state’s requirements.
· Conduct planning and define requirements to ensure that state information assets and financial assetsdata are appropriately protected when adopting a Ccloud or Hosted Sservice.
· Assess the security capability of a cloud service provider to ensure delivery of a solution that meets the state’s requirements. 

APPLICABILITY
This policy applies to all state agencies as defined in ORS 276A.2300, and includes any board, commission, department, division, or office within the Oregon Executive Branch. The following agencies and board are excluded:
· Secretary of State.
· State Treasurer.
· The Attorney General, but only with respect to its authority under ORS 276A.303 over information systems security in the Department of Justice.
· Oregon State Lottery.
· State Board of Higher Education or any public university listed in ORS 352.002.

FORMS/EXHIBITS/INSTRUCTIONS
These governing statutes, policies and rules must be reviewed prior to contracting for a Cloud or Hosted Service:
Information Technology Investment Oversight Policy: 107-004-130.
Information Security Policy: 107-004-052.
Information Security Incident Response Policy: 107-004-120.
Information Asset Classification Policy: 107-004-050.
Cloud and Hosted Systems Procedure: 107-004-150_PR. 
ORS 291.047; 192.005; 192.311 to 192.478; and 279A.157
ORS 165.800; and 646A.600 to 646A.628.
ORS 276A.300; and OAR 125-800-0005 to 125-800-0020.
SB 1538 (Chapter 110, 2016 Laws).
· Attachment A: Cloud Checklist

Exhibit A attached, Cloud and Hosted Systems Workbook Guide supports the Cloud or Hosted Service purchasing process. Fillable form available at https://www.oregon.gov/das/Policies/107-004-150_PR_Attachment.docx.

DEFINITIONS
“Cloud or Hosted Sservice”: an Iinternet-based computing solution that provides shared processing resources, applications and access to data on demand, made available to state agencies through various contracting models. This includes services provided by another state agency external to the organization.

“Cloud or Hosted Sservice Pprovider” (CSP) or simply “Provider”: the entity providing a Ccloud or Hosted Sservice.

“Service Contract”: all of the documents that comprise a contract for a Cloud or Hosted Service between a Cloud or Hosted Service Provider and an agency.
“Information Asset Classification Level”: the classification of information by value, criticality, sensitivity, and legal implications to protect the information through its life cycle. Classification Levels are defined in DAS Policy 107-004-050 and referred to in statewide information security standards.
“Public Record”: has the meanings established in ORS 192.005 and ORS 192.311. In general it refers to information that is prepared, owned, used or retained by a state agency; relates to an activity, transaction or function of a state agency; and is necessary to satisfy the fiscal, legal, administrative or historical policies, requirements or needs of the state agency. It includes any writing that contains information relating to the conduct of the public’s business, including but not limited to court records, mortgages, and deed records, prepared, owned, used or retained by a public body regardless of physical form or characteristics

Infrastructure as a service (IaaS): the capability provided to the consumer to provision processing, storage, networks and other fundamental computing resources where the consumer can deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage and deployed applications; and possibly limited control of select networking components (e.g., host firewalls). (National Institute of Standards and Technology (NIST) Computer Security Resource Center Glossary)

Some examples may include virtual machines, storage accounts, and networks provisioned with cloud services brokered by Data Center Services (DCS).

Platform as a service (PaaS): to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages, libraries, services and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems or storage, but has control over the deployed applications and possibly configuration settings for the application-hosting environment. (NIST Computer Security Resource Center Glossary)

Some examples may include database as a service, containers, K*S, lambdas and firewalls as a service provisioned within cloud services provided by third parties or brokered by DCS. 

Software as a service (SaaS): using a provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through either a thin client interface, such as a web browser (e.g., web-based email) or a program interface. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage or even individual application capabilities, with the possible exception of limited user-specific application configuration settings. (NIST Computer Security Resource Center Glossary)

Some examples may include Workday, Microsoft 365 (M365), all M365 including Power Platform (Power Apps, Power Automate, Power BI, Power Pages, Power Virtual Agents also knows as Copilot Studio), and Fabric. Although Microsoft’s Power Platform exhibits some characteristics of PaaS, it is considered a SaaS

EXCLUSIONS AND SPECIAL SITUATIONS
Request exclusions to this policy by email to the Office of the State CIO (ITInvestment.Review@oregon.gov). The request should state the policy section and the exact wording to which the exclusion would apply if approved. State the limitations of the exclusion and the reasons why it is necessary and beneficial in the situation. The State CIO or designee will reply in writing with approval, denial, or limitations to the exclusion.

GENERAL INFORMATION

Strategic Considerations: 
The choice of a Cloud or Hosted System over an agency-managed system can have substantial, long-term impact on agency and enterprise capabilities, business processes and investments. Agencies should carefully consider the strategic implications of this sourcing decision, including how it will affect the organizational capabilities of the agency; whether the service is likely to serve the agency’s long-term goals, and how the service and data will integrate with other state services and data to support service delivery and ongoing innovation. 
Cloud or Hosted Systems and Services may present limitations or challenges for integrating data or services with other agency, state or partner data or services. Agencies should consider how future business needs may create demands for data and service integration, and how these demands will be met. Contractual terms may be helpful in ensuring that data and services are available for integration, for example through documented and supported Application Programming Interfaces (APIs).

Requirements:
The selection and use of Cloud or Hosted Systems and Services must comply with all applicable laws, policies, procedures and standards including without limitation: privacy laws and regulations, statewide and agency-specific IT security policies and standards, internal audit controls, risk management standards, records management standards, and applicable DAS policies and procedures.

Before contracting for a Cloud or Hosted Service, the agency must complete the planning and preparation necessary to appropriately manage the associated risks. Planning should be started as soon as a Cloud or Hosted Service is considered, and must be carried out with diligence and rigor appropriate to the size, business impact and risk of the proposed solution. Details of required documentation and timing are provided in the Cloud and Hosted Systems Procedure. 

Use the Cloud and Hosted Systems Workbook (form), published by the State CIO, to document the results of this planning. The completed, signed workbook must be retained as part of the procurement file and submitted with supporting documentation as required by this policy and its associated procedure when seeking approval from the State CIO. When required, such approval must be obtained before continuing with the initiative. 

The following risk areas must be addressed:
Confidentiality, availability and integrity: Agencies must develop information security plans and Service Contract terms to protect information to all applicable standards. Among other guidance, the following apply to every information technology initiative:

Information Security Policy: 107-004-052, which requires agencies to develop and implement information security plans, policies and procedures to protect their information.
Statewide Information Security Standards, which the Enterprise Security Office (ESO) publishes and maintains as minimum standards for protecting information.

Business continuity and disaster recovery: Agencies must document their business continuity (BC) and disaster recovery (DR) needs, and must develop plans and Service Contract terms to meet those needs. The impact of this IT investment must be reflected in the agency’s BC/DR plan.

Exit planning: Agencies must develop plans for both anticipated exit from the Cloud or Hosted Service (such as at the end of the Service Contract term) and unanticipated exit (in case the Provider becomes unwilling or unable to provide the Service).

Service management: Agencies must document their required service levels and metrics and ensure that they are appropriately represented in the Service Contract.

Incident management: ESO (Security Operation Center) will assist agencies in the development of security incident response plans and Service Contract terms that meet their needs for incident monitoring, notification and response. At a minimum, the following applies to every Cloud or Hosted Service:

Information Security Incident Response Policy: 107-004-120 which requires agencies to establish capabilities to respond to information security incidents and requires the timely reporting of certain incidents.

Data ownership and rights: Agencies must document their requirements in regards to data and metadata ownership and rights and ensure that those rights are appropriately secured and allocated in the Service Contract.

Data retention and destruction: Agencies must document the retention and destruction schedules that apply to the information stored in the Cloud or Hosted System, and the required ability to retrieve records as needed. Agencies must develop plans and Service Contract terms to meet these needs and to ensure the ability to comply with Oregon Public Records laws and with all other applicable federal and state statutes, rules, and policies.

The State Archivist is responsible for the management of public records from creation until final disposition. Agencies are required to develop policies for public records management that define the use, retention and ownership of public records and to obtain approval of those policies from the State Archivist.

Audits and Controls: Agencies must determine how they will ascertain that the Provider has appropriate controls in place to meet agency needs as described in sections A-G above, and to comply with applicable legal, regulatory, and contractual commitments. Each Service Contract must include terms ensuring that appropriate audits are carried out and reports are made available, and that Provider cooperation is appropriately secured for audits by or on behalf of the agency.

If the Cloud or Hosted Service meets or exceeds any of the triggering risk thresholds described below, the agency must obtain approval from the State CIO before contracting for the Cloud or Hosted Service. This approval is required in addition to any other oversight that the State CIO may impose, such as through the Stage Gate or Non-Stage Gate oversight processes. Agencies must submit proposals for oversight if any one or more of the following risk thresholds apply to the proposed Cloud or Hosted System or Service:

It will store, process, or transmit data of Information Asset Classification Level 3 (Restricted; reference Policy 107-004-050) or higher, or information for which special protection standards apply by law or contract.
It will be the authoritative source for information that is difficult, expensive, or infeasible to replace or recreate.
A sustained interruption of the Service would have a significant impact on agency operations and/or those served by the agency.

Agencies must also follow the IT Investment Oversight Policy: 107-004-130. 

Service Contracts must include terms and conditions required by the Attorney General in order for the contract to be approved for legal sufficiency according to ORS 291.047. Service Contracts must use available forms and templates developed by DAS and the Department of Justice according to ORS 279A.

Service Contracts must require the contractor to carry insurance appropriate for the proposed transaction, as informed by the tools and guidance provided by DAS Risk Management.This policy addresses the security of all applicable state agencies’ technology, systems, data and networks implemented in public, private, hybrid and multi-cloud infrastructures, plus all applicable state agencies’ IT assets implemented in cloud services as defined by Enterprise Information Services (EIS).

The selection and use of cloud services must comply with all applicable laws, and comply with, meet or exceed policies, procedures and standards, including without limitation:
· Privacy laws and regulations
· Statewide and agency-specific IT security policies, plans, and standards
· Internal audit controls, risk management standards
· Records management standards
· Applicable statewide policies and procedures

Contracting and Agreements of Cloud Services

Before and during the process of contracting for a cloud service, the agency must appropriately manage the associated risks. Planning should be started as soon as a cloud service is considered and must be carried out with diligence and rigor appropriate to the size, business impacts and risk of the proposed solution. 

While in the process of acquiring new or renewed cloud services, agencies must complete and submit the Cloud Checklist (attachment A), as part of their review of a cloud service provider’s ability to meet security and baseline needs. EIS Cyber Security Services (CSS) will review the completed Cloud Checklist and provide requirements and recommendations. 

Security of Cloud Services and Data

Required security baselines include but are not limited to the Statewide IT Control Standards, Information Security Program Plan, and regulatory, legislative, and policy-based requirements. Additionally, for DCS-brokered services, the appropriate Center for Internet Security (CIS) benchmark(s) for the cloud solution platform will be implemented. 

Agencies will:
· Adhere to statewide policies on IT investment.
· Utilize the Cloud Checklist as a detailed in this policy.
· Ensure appropriate controls are in place to meet agency needs, applicable legal and regulatory cybersecurity controls, and statewide policies, standards and requirements.

Note: Cloud services providers with current GovRAMP moderate or higher authorization and with CSS having visibility to the GovRAMP artifacts will not be required to complete the Cloud Checklist

Agency submission of the Cloud Checklist to EIS constitutes acknowledgement and acceptance of risk by the agency. The agency is solely responsible for ensuring the appropriate technology manger(s), chief information officer, deputy chief information officer, senior manager(s), director(s), agency head or other necessary leadership are involved and aware.

EIS CSS will:
· Ensure cloud security policies and associated procedures are established in compliance with this policy.
· Provide security standards and guidance for agencies on cloud environments and solutions, and information safeguarding. This includes the GovRAMP authorization program. 
· Review completed Cloud Checklists and provide any requirements and recommendations.
· Document, create and maintain security controls for state-managed cloud environments to align with state security standards, guidelines and requirements.
· Design, deploy and manage security-focused resources for state-managed cloud environments to align with state security standards, guidelines and requirements. 
· Ensure third party cloud solutions are reviewed and meet state security requirements before giving security authorization to integration with state resources.

EIS DCS will:
· Provide IT standards, requirements and guidance for agencies on DCS-managed IaaS and PaaS, and identify services in alignment with state security standards, guidelines and requirements. 
· Ensure alignment with state security standards, guidelines and requirements for DCS-managed cloud environment. 
· Ensure third-party cloud solution integrations are reviewed and meet DCS requirements before giving DCS authorization for integrations with state resources.
· Collaborate with other EIS programs, Department of Administrative Services State Procurement Services and Department of Justice, as broker and managed service provider for PaaS, IaaS, and DCS-managed SaaS solutions, to develop processes that incorporate security review and ensure adherence to state security and IT standards, guidance and requirements.

Assistant State Chief Information Officers will:
· Consult with agencies for alignment with EIS Strategic Framework and agency IT strategic plan.
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