To:		[AGENCY NAME] Employees
From:		[AGENCY DIRECTOR OR CIO]
Subject:	Phishing Awareness Program
 
The State of Oregon takes information security very seriously. To help ensure our staff understand agency expectations, and what they can do to help protect themselves and our organization, the [AGENCY NAME] will be expanding their security awareness and training program to include a phishing awareness program.
What is a phishing awareness program? 
A phishing awareness program, also known as a phishing simulation program, phishing assessment program or self-phishing, is a customizable training and awareness program used by security awareness professionals in various industries to increase staff awareness around suspicious emails. It’s designed to help individuals identify and change risky behavior.
Conducting these type of phishing attack simulations help identify which end users or programs are responsive and provides the opportunity for more focused training opportunities to help reduce organizational risk.
Beginning in [MONTH], our employees will begin receiving simulated phishing emails that resemble the same malicious emails the cyber criminals are sending every day. 
What’s the difference?
The difference is that the phishing simulation emails will not harm our staff in any way. They are designed to increase awareness and provide education. This training will help us identify how many employees are responding to phishing emails by clicking on potentially malicious links and how many report the suspicious emails.
What to expect:
You will receive one simulated phishing email per month. It will arrive during office hours, 8:00am – 5:00 pm, Monday – Friday. 
If you click on a simulated phishing email you will receive a pop up that gives you immediate feedback and instructions to help you make a better choice next time. If you click on a simulated phishing email 4 or more times you will be assigned a short phishing refresher training. 
[image: ]When you receive any suspicious email, follow the steps below:
1. Don’t respond to the email or click any links.
2. Select the email 
3. Click on the Phish Alert Button in the Outlook ribbon  
That’s it!

What the button does: 

1. If the email was a simulated phishing attack (from Cyber Security Services), a popup notifies you of the simulation and congratulates the user for doing a good job.  If the email you report is NOT a simulation you are also notified with instructions so that you can continue your work uninterrupted. 
1. It forwards the suspicious email to the IT security team, retaining important data for security analysis. 
1. This data is NOT retained when staff forward email directly to [agency email box]. 
1. Automatically deletes the suspicious email from your mailbox. You can retrieve the email from your deleted folder if necessary.
1. Enables Cyber Security Services to collect data on phishing attempts, which helps with future decision-making. 

For a refresher on how to spot a potential phishing email, check out the poster below.
Questions? 
Contact Enterprise Information Services (EIS), Cyber Security Services (CSS) by emailing security.training@das.oregon.gov.
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Keep an eye out for misspellings, such as legitimate business
names that are missing or off by just one or two letters. Additionally,
an unexpected email from an address you've never communicated
with before is a good early sign of a possible scam.

Watch out for mass
email sends or
unexpected emails
to email aliases, like
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Telltale signs to look for the next time an email
that smells phishy hits your inbox

Subject lines containing too-good-to-be
true offers or threatening statements
meant to elicit an emotional reaction are
clues someone’s trying to phish you.

customersupport@bankofemerica.com

Account Status in Danger

payroll@fencorporation

{ Dear Sir or Madam

Extreme caution should

be exercised with any

link appearing in an
unexpected or unsolicited
email. Hover over hyperlink
text (or long-press on
mobile) to see where the
URL would actually direct
you if clicked. Scammers
will also try to implant real
business names in fake
URLS, so be wary.
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Phishing email text can take many forms, whether it's threatening legal action or In all circumstances: unexpected attachments should not
telling you an unexpected package has arrived. In general, be on the lookout for: be opened. Many email systems will flag or altogether
block attachments for this reason. But when they don't, it's
all up to the person receiving the file to decide what to do.

Unreasonable o Bad grammar or

o Demands to click

free offers misspelled words

The You Factor

The signs above are good overall points to look for when scrutinizing a suspicious email.

However, they do not represent all the ways in which scammers will attempt to phish you or your employees. That's why a separate
but vitally important way of spotting a phishing email should be pointed out. And it's sitting right where you are.

That's right,it's you.

You have the best understanding of what sort of emails you usually get at home and at work. If an email just feels off for any reason,
that's enough to be wary of it

The sheer ingenuity of cybercriminals almost guarantees the coming years will bring phishing attempts no one has ever seen before
That's why a healthy dose of security awareness, with some skepticism and situational awareness thrown in, can go a long way.
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