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[bookmark: _Toc1886055628]Information Asset Classification Policy
The State's Information Asset Classification Policy has been updated, approved and posted on the DAS website. This updated policy, effective July 2023, defines how Oregon state government identifies, classifies, and protects state data and information assets from creation to disposal.
The Information Asset Classification Policy contains the following components:
· Applicability 
· Definitions 
· Responsibilities
· Classification Levels
Agencies are required to implement structured procedures and practices for effective information asset management, which include:
1. Creating processes to identify and classify information assets;
2. Formulating decision-making procedures regarding user access and information management controls;
3. Regularly reviewing information to adjust to new threats or environmental changes;
4. Reclassifying information periodically based on business needs or changes in laws and standards;
5. Ensuring information release or sharing practices comply with legal and regulatory requirements, based on classification.
[bookmark: _Toc468239087]Roadmap
Here is a roadmap for where information asset classification lies within your overall agency strategies. Documents are one type of information assets. Classification of data and documents is a part of information and data governance. Data governance has many facets, one of which is document and content management. Below is an example framework that shows how information classification can fit in with your agency’s overall data governance program. It may differ from how your agency currently handles information governance or document and content management. For example, records management is often considered a component of overall document management, as is digital asset management. There are also related components for IT, who manage the security of various systems that are used to store documents of differing classification levels.
Information and Data Governance -> 
Document and Content Management
Managing documents throughout their lifecycle should include[footnoteRef:1]: [1:  DAMA International, DAMA-DMBOK: Data Management Body of Knowledge, Second Edition: Basking Ridge, NJ, Technics Publications (2023).] 

1. Inventory
2. Policy
3. Classification
4. Storage
5. Retrieval and Circulation
6. Preservation and Disposal
Before classifying your documents, you will likely want to have an inventory of your agency’s information and documents. We have included a template for you to use as a helpful starting place for your inventory if you have not already started. Not all of the document management tasks mentioned above are requirements of the information asset classification policy but including them will make your practices more robust.
Some examples of documents (unstructured information) include HR records, policy documents, internal memos, draft and published reports, etc.
In addition to documents, your datasets are also considered information assets and should have been inventoried as part of the statewide open data program. You can see the current statewide data inventory here. Classification is also a part of the data inventory process, and it may be helpful to reference that inventory and the classification decisions that have been made as part of that process in order to maintain consistency throughout your agency. 
[bookmark: _Toc2102479863]Sample Methodology
The following example methodology for your information asset classification program comes from an information asset security standpoint[footnoteRef:2]. The methodology may not translate exactly into the more general asset classification program, but it is still a useful frame of reference in determining your own agency’s methodology. For a more detailed description of these steps, see the full resource in your Toolkit in the “Additional Resources” folder (Information Asset Classification Sample Methodologies). [2:  Modified from: Queensland (Australia) Government Chief Information Office, “Information Security Classification Framework” (November 2006)] 

1. Identify information assets
2. Identify the owner(s) of the information assets
3. Conduct and impact/risk assessment of information assets
4. Determine the classification of information assets
5. Document baseline classification of information assets
6. Train staff and spread awareness
7. Maintain classification information register (continuous review)
8. [bookmark: _Toc942579655]Checklist – Artifacts

Checklist - Artifacts
Resources available for internal training & communications (customizable)
· Statewide policy document 
· Training presentation(s)
· How-to's (i.e. how to assign a classification label, etc.)
Agency deliverables:
· Risk assessment
· Internal policy document(s)
· Information asset inventory and classification matrix


