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Handling Personal Identifying Information (PII) 

 

What is PII? 

PII is information that can be used to distinguish or trace an individual's identity, such as name, social security 
number (SSN), date and place of birth, or mother's maiden name. PII can also include information that is 
linked to an individual, such as educational, medical, and employment information. 

Importance of Protecting PII  

You are responsible for safeguarding the PII of claimants and employers. If PII is revealed to a third-party, this 
could result in identity theft or other fraudulent use of the information. 

Deliberate, unauthorized access of PII that is not directly work-related, or disclosure of PII to others, 
may result in criminal prosecution and/or monetary fines up to $5,000. 

Using PII for Identity Verification 

You will often need to use a claimant’s address, phone number, SSN, or other PII to verify their identity over 
the phone. Always ask the claimant to provide their PII and verify it matches what is in the UI system. Never 
share the PII and then ask the caller if the information is correct. 

Tips for Protecting PII 

Here are some easy ways you can help protect PII. 

Be Sure To:  

 Follow your state UI agency’s policies and 
procedures regarding PII 

 Work in a private area where other people 
cannot overhear your conversations  

 Lock your computer if you need to step 
away from your work area 

 Use a secure VPN or private Wi-Fi 
connection when accessing the internet 

 Contact your supervisor if you have 
questions about appropriate handling of PII 

Do Not:  

 Take screenshots that include PII 

 Send emails containing SSNs 

 Reveal PII to non-UI staff 

 Access UI data on a personal computer 

 Put PII on external devices  
(e.g., flash drives) 

 Print hard copies of documents 
containing PII 
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