OED Service Desk VPN Support Portal

Regular/Extended* Hours of Operation
Monday- Friday 5:30am-7:00pm (PT)
Saturday - 7:00am-4:00pm*
Sunday - Closed
Also closed on the Holidays observed by the State of Oregon

URL: https://support.emp.state.or.us/

Purpose: The OED Service Desk VPN Support Portal is available to use when working remotely and not able to get a
Virtual Private Network connection established or (VPN’d in). A place where staff can quickly connect with an OED IT
Tech who can provide technical support for ONLY VPN related issues.

Web Portal Open View:

@ Service Desk VPN Support Portal % 4 - o x
< C & supportemp.state.orus a % 6
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https://support.emp.state.or.us/files/F5-VPN-INSTRUCTIONS.pdf?view=0

Web Portal Closed View:

@ Service Desk VPN Support Portal X 4
<« C @ supportemp.state.or.us a #« 6

F5-VPN-INSTRUCTIONS.pdf

State of Oregon
Employment Department

Service Desk VPN Support Portal

English (US)

OED Technical Support Service Desk is available from 8:00am-5:00pm (PT). Please contact us: Thursday at
8:00am PDT.

Session Key [ ]

/)

F5-VPN-INSTRUCTIONS.pdf

GOAL: Allow OED Staff with VPN issues only direct connection to OED IT Technical Support Queues for
quicker resolution on the following VPN issues:
1. VPN - Antivirus Errors
2. VPN - Connectivity Issues
3. VPN - Missing Network Drives
4. VPN - PIN Issues
5. VPN - Unable to Login



How To Submit VPN Issues

GoTo

URL: https://support.emp.state.or.us/

@ S=rvice Desk VPN Support Portal X =+
<~ e} @ support.emp.state.or.us a #% 6
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STEP 1 - Choose from the dropdown list like example below from the list of the following 5 VPN Issues:

1. VPN - Antivirus Errors

2. VPN - Connectivity Issues

3. VPN - Missing Network Drives
4. VPN - PIN Issues

5. VPN - Unable to Login
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STEP 1 Choose from the dropdown list like example below Your Issue
STEP 2 Type in your State of Oregon Email Address: @oregon.gov
or Choose it from the list
STEP 3 Type in Phone Number you can be reached at right now: _ (503) 937-1633

STEP 4 Comments are optional - Please type in comments that would be helpful to resolving your VPN issue -
Thanks
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Service Desk VPN Support Portal

English (US)
Session Key =
Issue Submission B
Your Issue | VPN - Antivirus Errors v

Email Address raguel.k stutheit@oregon.gov |

Phone /6039471369 |
c ts TEST |
[ Submit
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Click Submit Button

Screen pops up for staff to enter their name:

@ Ghat With Support - Gangle Chrome uox

@ supportemp.state.or.us/chat/html/efes et /fc26618123426bb6 /48bbfbe2

Type in your first name only or first and last — either works

D Chatwith Support - Google Chrame =] >

@& support.cmp.state.or.us/chat/html/450at180c54c72387 119att517a76547




Chat window opens — while waiting for an OED Tech for VPN assistance

@ Chat With Support - Google Chrome — O X

@ support.emp.state.or.us/chat/html/69db902ee07659137ac9aefaf216a43a Q

State of Qregon
Employment Department - B

d for quality assu

+(15:09:25) By continuing to use this application (which includes but not limited to, granting access to andiar viewing of your
computer) you are agreeing to the following: Full Terms & Conditions

Chat window open between Staff and OED Tech to communicate

9 Chat With Support - Google Chrome = (] X

@ supportemp.state.or.us/chat/html/e3797a728ec5d21df203afe58f691314 Q

State of Oregon
Employment Department - 4

(15:05:4

#(15:05:43) By continuing to use
computer) you are agreeing to the following

ed to M

Click Accept Button to allow OED Tech to remote to device

& Chat With Support - Google Chreme — ] <

& supportemp.state.or.us/chat/html/69db902ee07659137ac9aefaf216a43a Q

MAY Edward A is requesting to elevate to full remote support which will allow more
features like screen sharing and file transfer. You will be required to run an
application that will be sent to you. Do you wish to continue?

Accept Decline




Download & install bomgar-scc-

Depending on what Browser being used the download & installer name vary slightly.

Please follow instructions below based on what Browser you are using, Microsoft Internet

Explorer (IE), Microsoft Edge, Mozilla Firefox or Google Chrome.
Microsoft Internet Explorer (IE ) Browser

Team

eam

Click here o tegn e dowricas

i Galog appears kg you fyou et o un s appicaton,cck R
oy

:
b
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bar ek e 0 tat -

https://support.emp.state.or.us/clickonce/4.5/CustomerClientStarter.application?source=https%3A%2F %2Fsupport.em...

CustomerClientStarter.application is what IE Browser downloads and installs

Click on Run Button

Application Run - Security Warning

<

Do you want to run this application? %

Name:
CustomerClientStarter

From (Hover over the string below to see the full domain):
supportempistate.or.us

Publisher:

Run Don't Run

While applications from the Internet can be useful, they can potentially harm your
computer. If you do not trust the source, do not run this software.

Microsoft Edge Browser

@ Service Desk VPN Support Portal X | +

< O & https://support.emp.state.or.us Q % += @

You are about to start a support session with the OED Helpdesk Support Team

1. Click Keep in the lower left corner of this window if you are prompted to
Keep or Discard. If not, skip this step,

2. Click on the file you downloaded in the lower left comer of this window. If
you don't see a downloaded file, click here.

3. Click Run if you are asked if you want to run this software.

You may close this window at any time after your session has started.

bomgar-scc-w0yc30...exe
@ oo Show all X

bomgar-scc-w0yc30....exe application is what the Microsoft Edge Browser downloads and installs

Double -Click on Open file



Mozilla Firefox Browser

N
(¢ C @
B

© & https//support.emp.state.or.us 67% e @ Q‘ N @ @’ =

You are about to start a support session with the OED Helpdesk Support Team
team.

1. Click Save File then OK in the window that appears. If you don't see a
window, click here.

2. Select Downloads from the Tools menu in Firefox. (Press Ctrl+J if you
don't see the Tools menu.)

3. Double-click on the file you downloaded.
4. Click OK if you are prompted to open the file. If not, skip this step.
5. Click Run if you are asked if you want to run this software.

‘You may close this window at any time after your session has started.

Opening bomgar-scc-w0yc305xefhfhj71h6j7e5zj6hh6hfxfhexhfcd0jcQ0..

You have chosen to open:

g
which is: Binary File (3.5 MB)
from: https://support.emp.state.or.us

Would you like to save this file?

Save File

You are about to start a support session with the OED Helpdesk Support Team
team.

1. Click Save File then OK in the window that appears. If you don't see a
window, click here.

2. Select Downloads from the Tools menu in Firefox. (Press Ctri+J if you
don't see the Tools menu.)

3. Double-click on the file you downloaded.
4. Click OK if you are prompted to open the file. If not, skip this step.
5. Click Run if you are asked if you want to run this software.

You may close this window at any time after your session has started.

Opening bomgar-scc-w0yc30d1jzyjj86g5dxf5ighjily7165if8d78c40jc90... X

You have chosen to open:

9 Y/ 1jzyjj8
which is: Binary File (3.5 MB)
from: https://support.emp.state.or.us

Would you like to save this file?

Save File

https://support.emp.state.or.us/download_client_connector?api=18.g-public-errorTyp: | n.custom.ph
—

umber=503-947-16: 1.custom.c

locale=er e_offset=-420; bad=1

download_client_connector is what the Mozilla Firefox Browser downloads and installs

7N
(—) - C @ ‘@ & https://support.emp state.or.us

67%

O ¥ IN D& =

bomgar-scc-w0yc30d1jzyjj86g...ghji1y7165if8d78c40jc90.exe =
Open File

Double-Click on Open file



Google Chrome Browser

@ Service Desk VPN Support Portal X+

& > C @ supportemp.state.orus e % 060

You are about to start a support session with the OED Helpdesk Support Team
team.

1. Click Keep in the lower left comer of this window if you are prompted to
Keep or Discard. If not, skip this step.

2. Click on the file you downloaded in the lower left corner of this window. If
you don't see a downloaded file, click here.
3. Click Run if you are asked if you want to run this software.

‘You may close this window at any time after your session has started.

https://support.emp.state.or.us/download_client_connector?api=18g-public-errorType=minimal_htmi&minimallnstructions=1&ssue_menu=

download_client_connector is what the Google Chrome Browser downloads and installs

Double-Click or Click Open
@ Service Desk VPN Support Portal X +

& - C @& supportemp.state.or.us a % @

&  Google Chrome isn't your default browser S EENTS x

YYou are about to start a support session with the OED Helpdesk Support Team
team.

1. Click Keep in the lower left comer of this window if you are prompted to
Keep or Discard. If not, skip this step.

2. Click on the file you downloaded in the lower left corner of this window. If
you don't see a downloaded file, click here.

3. Click Run if you are asked if you want to run this software.

You may close this window at any time after your session has started.

@ bomgar-scowoyc.ee A showall X

Double-Click or Click Open

@ Service Desk VPN Support Portal X =

<« o @ supportemp.state.or.us

You are about to start a support session with the OED Helpdesk Support Team
team.

1. Click Keep in the lower left comner of this window if you are prompted to
Keep or Discard. If not, skip this step.
. Click on the file you downloaded in the lower left corner of this window. If
you don't see a downloaded file, click here.
. Click Run if you are asked if you want to run this software.

You may close this window at any time after your session has started.

Open

Always open files of this type
Show in folder

Cancel

@ bomgar-scc-woyc..exe | ¥ Showall X



View of Bomgar (BeyondTrust) remote connection getting established below:

F5-VPN-INSTRUCTIONS.pdf

State of Oregon
Employment Department

Service Desk VPN Support Portal

English (US)

You are about to start a support se:

1. Click Keep in the lower left col
step.

2. Click on the file you download
click here.

3. Click Run if you are asked if y(

eep or Discard. If not, skip this
you don't see a downloaded file,

You may close this window at any {
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Chat window open between Staff and OED Tech to communicate

@ Remaote Support Customer Client - support.emp.state.or.us - >
State of Oregon
Employment Department . F

© You are now chatting with KEO Chamreoun.

@ A secure, encrypted connection has been established.

@ This session has been transferred to KEQ Chamreoun.

@ The customer has allowed the request to elevate and has been presented with the
full client to download.
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View when connection established - Watermark in Upper Right Corner appears on screen
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Technical Remote Support Session Ended View

ﬂ Thank you for using Bomgar!
Your session has now ended
Your computer can no longer be accessed or controlled using
Bomgar,

| oK |
Click OK Button

Please fill out Survey so we know how we are doing both good and bad providing VPN technical support

so we celebrate our wins and work to improve.

Was the issue you are calling about resolved?

@
o

Yes
No

Please rate your satisfaction with the overall support experience.

(O]
&
<

L

o

Very Satisfied
Somewhat Satisfied
Satisfied

Somewhat Dissatisfied
Very Dissatisfied

Comments:

View or Download Chat Transcript by Clicking on links

F5-VPN-INSTRUCTIONS. pdf

State of Qregon
Employment Department

Service Desk VPN Support Portal

English {US) %

Support Session Complete

Thank you for contacting the OED IT Service Desk.
Your session has now ended.
Your computer can no longer be accessed or controlled by the OED IT Service Desk.

Download Session Data

View Chat Transcript
Download Chat Transcript

Thank you for your input! We value your feedback.
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