
Password Safe 

Procedure Description: 

How to use Password Safe; creating a database, adding entries, and using 

stored usernames and passwords. 

Note: There is no mechanism within Password Safe to retrieve lost or 

forgotten safe passwords. This is a deliberate design decision, since any 

mechanism for retrieving lost passwords poses a security hole that can be 

exploited. 

 

Step 1: Setup The Database 

 

When you first open Password Safe you will be prompted to navigate to a 

currently existing database and enter a safe combination (password) OR 

create a new database. Click the NEW button. 



 

Note: Helpdesk strongly advises that you save your database to your H: drive, 

this location is accessible from any OED computer you login to, and is backed 

up automatically so you won’t lose your database should your system fail. 

Choose a file name for your database (the default is fine if you don’t have a 

preference) and click SAVE. 

 

You will be prompted to create a safe combination; remember this password 

will allow access to all your other passwords, so make it a strong password. 



 

If your password is too weak you will receive a warning. 

 

 

Once you have completed creating your database you can log into it for the 

first time. 

Use the small button on the right with the three dots to navigate to the 

database you just created, enter your safe combination and click OK. 

 

 



Note: Once opened, the database will automatically lock itself after a default 

five minute period of inactivity (you can modify this under Manage > Options 

> Security), and minimize to your systray (next to your clock). When you look 

in your systray you will see a red icon if the database is open and a green 

icon if the database is locked: 

Unlocked: Double-click to open Locked: Double-click to unlock 

  
 

 

If you try to open the Password Safe program again while it is already opened 

and minimized to your systray, you will receive a warning. If you proceed to 

open the database anyway you will have more than one instance of the 

database open at the same time which can cause issues with saving any new 

data to the database. 



Step 2: Add Your First Entry 

 

There are three ways to add a new entry to Password Safe: 

 Edit > Add Entry… 

 Ctrl+A 

 Click the Add Entry icon on the toolbar. 

 



 

As indicated at the top of the window, at minimum you need to enter a Title 

(i.e. what the password is for) and Password. Mouse over the blue question  

marks for helpful tips. 



 

The Additional tab is not recommended for use on OED devices by OED staff 

as it allows for automatic logon to systems, which would be in violation of 

policy: 

Use of Automatic Logons. Authorized users shall not facilitate any logon 

procedure using keyboard macro programming or scripting. 

https://www.oregon.gov/das/Policies/107-004-110.pdf
https://www.oregon.gov/das/Policies/107-004-110.pdf


 

The Dates and Times tab will allow you to set a reminder to change your 

password. The system already reminds you for your Network and CESN 

passwords (expires every 60 days), so use this feature at your preference. 

 

 



 

The Password Policy tab allows you to have Password Safe assist you (if 

desired) with generating a random password based on the parameters you 

select for “Use the Policy below”. Once you have the parameters set you 

“Generate” the password on the Basic tab of the window. In the example 

above the parameters entered match the requirements for a CESN password 

which are 8 characters with at least one letter and one number. 



Step 3: Using Stored Passwords 

Password Safe provides several mechanisms for using stored usernames and 

passwords. Most require copying the username or password to the clipboard 

and then pasting the information into the required input field: 

 

Three easy ways to copy the selected username to an input field: 

 Click and drag the username icon to the input field (may not work in all 

programs). 

 Right-click and select Copy Username to Clipboard, then paste (Ctrl+V) 

into the input field. 

 Ctrl+U, then paste (Ctrl+V) into the input field. 



 

Three easy ways to copy the selected password to an input field: 

 Click and drag the password icon to the input field (may not work in all 

programs). 

 Right-click and select Copy Password to Clipboard, then paste (Ctrl+V) 

into the input field. 

 Ctrl+C, then paste (Ctrl+V) into the input field. 

To start Password Safe at 
login go to Manage > Options 
> System and check the box 
for “Start Password Safe at 
Login”. 

 
 


