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Summary:

Chemeketa Community College proposes a new AAS degree in Cybersecurity. Higher Education Coordinating
Commission (HECC) staff completed a review of the proposed program. After analysis, HECC staff recommends
approval of the degree as proposed.

Staff Recommendation:

The HECC recommends the adoption of the following resolution:

RESOLVED, that the Higher Education Coordinating Commission approve the following degree: AAS in
Cybersecurity.
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Community College

Chemeketa Community College seeks the Oregon Higher Education Coordinating Commission’s approval
to offer an instructional program leading to a degree in Cybersecurity.

Program Summary

1.

Students opting for this new degree have a path of study that will be different from the current degree
in Computer Information Systems. This degree path will focus on cybersecurity and safety, computer
forensics, ethical hacking, and routing and switching of networks. Beginning the degree track, students
will take courses in Digital Literacy, Introduction to Programming, and Fundamentals of Web Design,
Cybersecurity and Safety, Computer Operating Systems, Computer Hardware, Scripting Languages,
Unix/Linux Operating Systems, and Client-Server Networks as a way to develop the foundational skills.
In their second year where they will go into detail and learn about Server Management, Database
Management, Data Security, Computer Forensics, Ethical Hacking, Routing and Switching of networks,
Network Systems Management, Security Plus, and Computer Architecture. Students will also have the
opportunity to complete a cooperative work experience to gain experience that will help lead them to
a career path.

Describe the need for this program by providing clear evidence.

The Computer Information Systems Advisory Committee along with industry professionals, students,
and alumni have been asking the Computer Information Systems Program to develop for a Cybersecurity
degree option for some time. For instance... Chad Casady from PHTech, a leader in health information
technology, stated that “This degree has generated both ‘excitement and interest’ within the local
community. Kathy Robertson, a teacher from McKay high school, said “This is much needed degree in
the today’s society”.

This multidisciplinary CTE degree would encompass hands-on Cybersecurity training in ethical hacking,
computer hardware, computer forensics, cloud service, virtualization, switches, routers and Adaptive
Security Appliance (ASA) devices. Combining both theory and hands-on technical training, students
earning this degree would come away with the ability to work in a steadily growing professional
industry both regionally and nationally.

The excerpt below describing a recent Senate Intelligence Committee hearing underlies the dire need
for trained Cybersecurity professionals:

For the top intelligence agencies in the US, technology has pushed aside terrorism as a top national
security threat. The leaders of six of these agencies, including the CIA, the NSA and the FBI, testified
before the Senate Intelligence Committee on Tuesday, during its annual “Worldwide Threats” hearing.
They discussed concerns ranging from terrorist attacks to nuclear strikes, but a major portion of the
hearing was dedicated to discussing threats coming from technology. Director of National Intelligence
Dan Coats said in his opening statement that cybersecurity is his “greatest concern” and “top priority,”
putting it ahead of threats like weapons of mass destruction and terrorism. “From US businesses to the
federal government to state and local governments, the United States is threatened by cyberattacks



every day,” Coats said. (Alfred Ng [2018] www.chet.com/news/cybersecurity-is-senate-threats-

hearings-greatest-concern/)

Does the community college utilize systemic methods for meaningful and ongoing involvement of
the appropriate constituencies?

The college uses a range of sources to establish ongoing partnerships with its community
constituencies. Some of these partnerships include Northwest Commission on Colleges and Universities,
the State Board of Education, Community College Workforce Development, employment advisory
boards and student placement connections, professional organizations, and licensing boards for
appropriate occupations.

The Cybersecurity program was approved on April 26th, 2018 by the Chemeketa Community College
Curriculum Committee and then approved by the Chemeketa Community College’s Board of Education
on July 26, 2018.

Chemeketa Community College has partnerships with local high schools to offer introductory college
courses in their schools for college credit, when their teachers are able to meet the college-level
teaching qualifications. These courses will prepare students for entry into the program soon after
graduating. Other required and general education courses will be valuable in preparation for entrance
into the program and the workforce.

Another valuable partnership with workforce and economic development partners assists building a
skilled and trained workforce ready to enter their fields immediately upon completion of programs.
The Computer Information Systems department has an advisory committee composed of professionals
from across the Willamette Valley:

. Eric Bradfield - Salem/Keizer School District

. Chad Casady - PH Tech

. Ammon Farris - Helion Software

. Andrew Gawne - State of Oregon

. Dan Palacios - State of Oregon

. Kevin Rich - BookByte

. Kathy Roberson - McKay High School

. Francisco Zavala - Linn-Benton Education Service District

Is the community college program aligned with appropriate education, workforce development,
and economic development programs?
The program courses that make up this Cybersecurity degree include:

. CIS120-Digital Literacy

. CIS121—Introduction to Programming
. CIS178W—Fundamentals of Web Design
. CIS120A—Cyber Security and Safety

. CIS140B—Computer Operating Systems
. CIS145—Computer Hardware

. CIS133SC—Scripting Languages

. CIS140U—Unix/Linux

. CIS179—Client Server Networks

. CIS125E—Excel

. CS161—Computer Science 1

. CIS279—Server Management 1

. CIS275—Database Management

. CIS278—Data Security

. CIS186—Computer Forensics

. CIS288—Server Management 2
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. CIS284—Ethical Hacking

. CIS152—Routing and Switching

. CIS280—Cooperative Work Experience
. CIS289—Network Systems Management
. CIS283—Security Plus +

. CS271—Computer Architecture

These courses are based on a curriculum that mirrors both Mt. Hood Community College and Whatcom
Community College (Bellingham, Washington) and is delineated through the “Curriculum Guidelines
for Post-Secondary Degree Programs in Cybersecurity” put forth by the Joint Taskforce on
Cybersecurity Education by the U.S. Government.

Chemeketa’s Cybersecurity Associate of Applied Science program will lead to employable skills at the
end of the program. According to qualityinfo.org, average wages in the Mid-Valley region of Oregon is
$92,341 with starting wages at approximately $569,264.

Does the community college program lead to student achievement of academic and technical
knowledge, skills, and related proficiencies?

The design of the program is a 98 credit hour approved Associate of Applied Science degree. The primary
audience for this program are students who wish to work in the field of cybersecurity and those already
working in the field may look to obtain additional coursework and credentials in cybersecurity or
computer forensics. The learner outcomes for each course provide a range of skills to allow graduates to
pursue employment in this industry:

e CIS102A—Cyber Security and Safety

o Relate the history of computer security to current day issues.

o Evaluate the security, political and social issues, and human factors concerning the
personal use of technologies.

o Explain the basic concepts of cryptography and digital signatures.

Describe the basics of computer security and computer security terminologies.

o Explain computer security fundamentals concerning mobile phones, electronic voting,
Radio Frequency Identification (RFID) tags, location-based tracking technologies, and
the Digital Millennium Copyright Act (DMCA).

o Select and apply methods for personal computer security, intrusion detection, and
protection from malicious computer activities.

e (CIS120—Digital Literacy

o Identify basic computer hardware terminology associated with input, output, processing,
and storage.
Discuss the historical evolution of digital computing technology.
Identify various system software that manages computer hardware and resources.
Identify various application and utility software for a given undertaking.
Create and modify word processing, spreadsheet, database, and electronic presentation
documents using appropriate features of the selected application.

o Describe key concepts of network infrastructure and identify types of electronic
communication.

o Demonstrate file management of folders to organize files on a disk and online.

o Demonstrate a basic understanding of issues regarding software copyright, software
licensing, software copying, computer viruses, and ways to protect computers from
computer viruses.

o Define the ethical implications and role of technology in business and in society and
utilize the Internet for communication and information access.

o Identify the role of security in a digital world.

e CIS121—Introduction to Programming
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Use standard design tools such as hierarchical charts, IPO diagrams, and structured
algorithm tools (i.e., flowcharting, Pseudo English, Warnier-Orr) to develop information
science solutions.

Draw a flowchart of a process involving sequence, selection, and iteration, and write one
or two sentences describing the process.

Use a programming language to write the code for a program solution from a standard
design chart or diagram algorithm.

Depict how to document code describing processes for later maintenance.

Define common terms related to programming concepts.

Identify and use coding standards for variables, constants, and naming.

Define effective user interfaces.

Use nested conditional statements and nested loop structures when completing a
program walkthrough.

Implement an array to hold multiple related data items.

CIS125E—Excel-Workbooks

o

o

Create, view, and open a new or existing workbook, enter text and numeric data into cells,
manage rows and columns, copy and fill data, define workbook rows, columns, and page
orientation and page orientation for printing.

Demonstrate the use of fill colors, number formatting, borders, cell styles, conditional
formatting, and headers and footers

Demonstrate the use of formula constants, calculated values, relative and absolute
referencing, date functions, logical functions, and What-If analyses

Create pie charts, bar charts, column charts, sparklines and databars within worksheets,
modify chart legends, axes, and chart titles.

Create and manage pivot tables and charts, sort and filter Excel databases.

Demonstrate the ability to work with grouped worksheets, link external 3D references in
multiple workbooks, create workbook templates.

Demonstrate the ability to use Named Cells and Ranges, use defined names in formulas,
use and define data Validation rules, insert comments into cells.

Demonstrate the use of Logical Functions and structured references, use various Lookup
Functions, Count Functions, and Average Functions.

Create Excel Power BI Database Queries, Trendlines, Forecast Sheets, Manage Data in
Power Query, Power Map, and Power View format.

CIS133SC—Scripting Languages
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Describe the basic features and structures of scripting languages.

Create client side and server side software, using HTMLj5 and scripting languages,
including JavaScript and PHP.

Test, debug, and refine client side and server side script.

Utilize third party JavaScript libraries.

Update Web pages using AJAX

Install and configure a test Web server

CIS140B—Computer Operating Systems
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Identify the major elements of a computer cooperating system.

Compare and contrast various microcomputer operating systems.

Explain the role of a command line operating system.

Select and apply the commands of the command line to manage hardware and software.
Describe security threats to computers and users.

Identify methods to protect against security threats.

Describe the various types of virtualization and how to implement.

Apply methods to troubleshoot common network client problems.

Diagnose and implement solutions related to operating systems troubleshooting.

CIS140U—Unix/Linux
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o

Explain the history of Unix/Linux and its importance today.
Apply permissions to files for security.

Utilize basic commands to navigate the file system.

Create and edit files using a text editor.

Classify the different types of files.

Implement advanced commands for file processing.
Develop scripts to automate processes.

Manage the operating system with fundamental utilities.

o CIS145—Computer Hardware

o

Review the relevance of the CompTIA A+ Certification Exam and the location of study
materials pertinent to preparing for the exam; understand basic hardware components
and how they are managed by various operating systems.

Identify the primary tools and skills of a PC Technician requires to represent themselves
as both as an expert and a professional; demonstrate the ability to work through industry
standard troubleshooting processes while maintaining and repairing computing devices.
Identify, install, and troubleshoot standard computing components across various
computing devices.

Identify, install, and troubleshoot standard computing peripherals including but not
limited to USB, FireWire, Display Devices, printers, KVM switches and the management
of these components through operating system embedded tools.

Identify, install and troubleshoot various storage solutions including but not limited to
SATA, CSs, DVDs, RAID, and the embedded file systems used to create and manage
them.

Demonstrate the need for various network LAN and WAN topologies, Network hardware
used to define those topologies, the TCP/IP mathematics used to secure them and the
utilities used to manage typical network models.

Demonstrate the ability to identify, troubleshoot, and manage various mobile devices.
Identify, install, manage, and troubleshoot the correct Operating System for the correct
computing device.

Create, share, and secure stored data within a defined operating system.

Understand and be able to describe how to implement best practices as they pertain to
desktop and mobile computing including but not limited to File Encryption, Malware
mitigation and firewall configuration.

e CIS152—Routing & Switching

o
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Understand the fundamental components and concepts of computer networks.
Design a basic LAN network.

Describe the fundamental Ethernet theory and its operation.

Perform mathematical tasks used in (IPv4) and IPv6 networks.

Configure common router services like DHCP, NAT, and NTP.

Configure, manage and troubleshoot a basic LAN router.

Configure, manage and troubleshoot a basic LAN switch.

Configure RIP, IGRP, and OSPF routing protocols on a router.

Describe the role of the i0S and TCP/IP protocol layers in data networks.
Configure typically used Access Control Lists (ACLs).

e CIS178W—Fundamentals of Web Design
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Describe web site architecture, work flow, and production processes.

List and apply principles of graphic and content creation for online media.
Perform fundamental online graphic design principles including appropriate
interactivity, content sensitive navigation schemes, and user interface criteria.
Identify and use task-appropriate software tools.

Propose distinctive attributes of the web as a unique medium.

Explain basic Internet and World Wide Web (WWW) terminology.
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Maintain and update web site accessibility.
Analyze and perform web site implementation and hosting.

e CIS179—Client-Server Networks

o

Based on hardware requirements and compatibility, install an appropriate client
operating system according to device type.

Download, install, update, disable, and roll back drivers using Windows imaging
technologies.

Configure and customize an operating system user interface including start menus,
desktop, taskbar, and notification settings, according to device type.

Provision a Windows Operating System for Active Directory-based installation and
activation in an enterprise environment.

Configure and support IPv4 and IPv6 network settings for LAN interconnectivity
including name resolution, VPN, and Wi-Fi.

Use Disk Management technology and Windows PowerShell to configure disks, volumes,
shares, VHD, and storage spaces.

Configure file, folder and printer shares including cloud services for storage.
Configure desktop apps and Windows Store apps using the Windows Assessment and
Deployment Kit (ADK) for Business.

Choose the appropriate remote management tools for modifying operating system
settings using the Microsoft Management Console (MMC) or Windows PowerShell.
Implement and configure Windows Update Options and embedded Windows
management tools to monitor, manage and maintain the security and integrity of an
operating system.

e CIS186—Computer Forensics

o
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Analyze digital evidence using a systematic approach.
Maintain chain of custody for seized evidence.
Retrieve deleted files.

Retrieve hidden files.

Create an image file and a hash.

Write technical reports.

e CIS275—Database Management
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o

Explain the purpose and appropriate application of database technology.

Describe the components of a database management system (DBMS) product.
Develop skills to model users’ needs.

Transfer data models into normalized designs.

Implement normalized designs into relational database schemes.

Identify the fundamental concepts of data structures used by computer scientist for
building database management system.

Demonstrate the basic use of a fourth generation language like SQL.

e CIS278—Data Communications

o

Describe the various Network Topologies, encapsulation process, and signaling
technologies defined by common Network Protocols and services.

Differentiate the correct cabling technology required, including by not limited to, Twisted
Pair, COAX, Fiber Optic, and the tools required to build and maintain each type.
Demonstrate the ability to identify and install commonly utilized Network adapters, hubs,
routers and switches.

Explain the various Ethernet Protocol industry specifications and their implementation in
a Local Area Network (LAN, and Wide Area Network [WANT]; Utilize TCP/IP binary (base
2 and Decimal [Base 10] mathematics used to define and secure a typical Local Area
Network (LAN).

Plan and configure a typical LAN switch, including but not limited to, Viritual LANs
(VLANS), Trunking, Spanning Tree, and switch port access/security.
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Plan and configure a typical Router, including but not limited to, Network Address
Translation (NAT), Route Optimization, Port Forwarding, OSPF and Static routing.
Identify the networking firewall hardware devices essential to planning and
implementing a secure Local Area Network (LAN).

Define and configure Virtual Machines, Virtual Networks using local and Cloud based
technologies, Access Control Lists on the appropriate network device type, and remote
management secure solutions for both local and wireless devices.

Develop a set of organizational policies for best practice procedures involving hardware
performance, risk management, and security assessment.

Plan and configure an organizational policy for network vulnerability Detection and
Prevention testing; use forensic tools to troubleshoot potentially infected networks.

e CIS279—Server Management 1
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Prepare for the installation of an industry standard server-based operating system.

Plan and implement a File and Share service that provides for secure data exchange and
redundancy.

Use embedded directory service tools for managing server services and resources.

Create and configure Virtual Networks, Virtual Machines and Virtual Hard Disks for a
server using current hypervisor technologies.

Create and configure various user account and group types using both local and active
directory management tools.

Define and manage a secure enterprise network using the addressing mathematics of the
TCP/IP protocol stack.

Demonstrate the planning and implementation of a secure enterprise network using local
and domain group policies.

e CIS280C—Cooperative Work Experience (Structured Work Experience)
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Write, implement, complete, and evaluate learning objectives.
Select and apply job skills from the specific curriculum to a work experience.
Apply professional work habits on the job site.

o (CIS283—Security+

Demonstrate knowledge of security threats.

Create security policies to secure files and print resources.

Demonstrate knowledge of cryptography, access control and authentication.
Prevent against external attack.

Demonstrate knowledge of operational and organization security.

e (CIS284—Ethical Hacking
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o

Utilize various information security tools given different target systems in different
environments.

Discuss how the tools interrelate with each other in an overall penetration testing
process.

Implement countermeasures for various types of attacks.

Apply a common ethical hacking methodology to carry out a penetration test.

Analyze how penetration testing and ethical hacking fit into a comprehensive enterprise
information security program.

Demonstrate ethical behavior appropriate to security-related technologies.

e CIS288—Server Management 2

o

Understand and deploy a server in an active directory site and subnet schema for trees
and domains using best practices naming standards.

Implement best practice security standards for remote access through the use of a
Network Access Protection server and NAS.

Integrate and manage DNS within active directory domains, child domains and verify
domain DNS SRV records.

Prepare an active directory infrastructure for redundancy with replication management.
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Plan, configure, and manage the 5 flexible single master operations (FSMO) roles for
network configuration.

Effectively configure and manage both local and domain controller computer policies;
determine and configure the group policy processing and priority order.

Plan and manage a best practices network connectivity plan for file distribution and
security encryption.

Customize system services, registry, and user accounts using advanced group policy and
embedded management tools.

CIS289—Network Systems Management
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o

Design and configure an enterprise client-server environment.

Configure LAN connectivity devices like routers, switches, and firewalls, including
defined Access Control Lists to secure a network.

Use both embedded and third party vendor tools to test and identify weaknesses in a
securely configured LAN.

Plan and configure a Virtualized network within a Cloud based environment.
Virtualize a LAN based Active Directory Domain.

Utilize Office365 or higher as a data modeling tool for Data Analytics information
dissemination to Information Works (end users).

Customize typical data analytics database models using current coding and scripting
languages like .xml, JavaScript, C#, and PowerShell.

Develop a software security plan and implementation using group policies.

CS161—Computer Science 1

o

o O

Deconstruct complex problems into manageable sub-problems, and write algorithms to
solve these sub-problems.

Read and explain algorithms written by others, apply and adapt algorithms, and reason
about basic algorithmic correctness and complexity.

Read and explain the effects of basic language operations and control structures
(sequential, conditional, iterative, and sub-program cells), appropriately use control
structures in the design of algorithms, and correctly implement those structures in the
syntax of the language under study.

Apply common techniques to debug logical errors and correct syntax errors.

Read and explain the changing state of program memory objects, and implement and
modify programs that use primitive and structured memory objects (arrays,
structures/records).

Explain scope and lifetime as applied to memory objects, and explain the difference
between static and dynamic memory and types.

Use existing components in programs; design, implement, and document components;
and implement communication between multiple components within a program.
Describe the language translation process and demonstrate the use of editors, compilers
and debuggers to successfully translate high-level language source code into executable
programs.

CS271—Computer Architecture and Assembly
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Identify the major components of a computer’s architecture, and explain their purposes
and interactions.

Create and simplify simple logic circuits.

Explain how data types such as integers, characters, floating point numbers, arrays,
pointers, and structures are represented.

Explain the relationships between a hardware architecture and its instruction set.
Describe the performance impact of hardware features such as pipelining, and
architecture principles such as memory locality.

Explain various mechanisms for implementing parallelism.



o Explain how high-level programming constructs such as loops and stack-based function
calls are implemented in underlying machine code.

o Write modularized computer programs in an assembly language, implementing decision,
repetition, and procedure structures.

o Describe the process of assembling and linking and the function of object/executable files
and shared libraries; build assembly programs using basic system tools.

o Use a debugger, and explain register contents.

These courses lead to the outcomes for this program that students will be prepared to accomplish:

e Acquire new information and adapt to changes in the computer technology field.

e Apply a logical and systematic approach to solve problems.

e Use written, oral, and visual interpersonal skills to communicate with individuals or small groups.

o Install, configure, use, maintain software systems, and deal with security issues involved in a
business environment.

e Configure and maintain workstation and server operating systems and hardware resources.

e Research and interpret technical materials as they relate to areas of specialization.

e Apply project life cycle concepts to assist in finding solutions to business needs.

e Conduct and evaluate individual and small group instruction for information technology topics
such as application software.

e Train students in a variety of modern internet and business-oriented computer skills.

e Develop software and hardware problem-solving skills using programming logic and hands-on
lab situations.

e Configure and troubleshoot access to resources, hardware devices and drivers, storage use and
network connections.

e Analyze internet security issues and apply them to network design problems.

e Design a disaster recovery plan for a real-world scenario.

e Design an appropriate risk analysis for a given business in a particular environment.

Learning will be ensured through the assessment of these program outcomes with the following
method(s):

e  Written Assignments
¢ Comprehensive Papers
e Exams

e Hands-on Demonstration of Required Skills
Computer Information Systems courses are offered face-to-face, hybrid and online. Instructors select the
best software and hardware to expose students to in order to achieve course outcomes and use a variety of
methods to do this. In our labs, students experience cloud-based simulations, and individual applications
purchased through direct digital access. Instructors look at each course individually to determine the best
instructional mode to meet course outcomes using the best instructional design for the given mode.
Students do have general education courses for the degree. These courses may be provided in a face-to-
face, hybrid, or an online environment. Program course lectures provide various hands-on activities.

The college has a unit planning process that includes a program assessment on an annual basis. Student,
faculty, advisory committee, and administrative collaboration is incorporated to ensure students are

prepared with appropriate skills to enter the workforce and meet the requirements of cybersecurity.

Does the community college identify and have the resources to develop, implement, and sustain
the program?

The community college identifies and has the resources to develop, implement, and sustain the
program.
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. The northwest Commission on Colleges and Universities (NWCCU) accredits Chemeketa
Community College.

. This new program will have minimal startup costs, as it will be incorporated into existing
space at the college as Computer Information Systems has dedicated computer labs that are used for
classes.

. Faculty are granted $500 each year toward professional development to maintain current
industry knowledge and certifications.

Year 1: Revenue: $30,870, New Expenditures $11,664; Institutional Financial Support $30,664
Year 2: Revenue: $61,740, New Expenditures $11,664; Institutional Financial Support $30,664
Year 3: Revenue: $102,900, New Expenditures $11,664; Institutional Financial Support $30,664

The Computer Information Systems program has five full-time faculty positions, in addition to one
person teaching in Computer Science along with numerous adjunct faculty who generally work full-
time in industry. The program has the flexibility, if need be, to use general fund dollars to expand the
adjunct workforce to teach additional courses in the degree and to offset full-time workload that will
shift to this Cybersecurity program. The program is able to allocate $2500 of the existing materials
and supplies budget to ongoing needs for the program.

. Chemeketa Community College has begun programs over the last fifty plus years and has had
institutional support in hiring qualified and trained faculty to teach in all CTE programs.

. The Cybersecurity program and courses have been developed and approved by the employer-
based advisory committee, as well as approved by the college’s Curriculum Committee, and
Chemeketa Community College’s Board of Education.

. Faculty will regularly participate in professional development activities to stay current and
up-to-date with industry changes and requirements, which will translate into the classroom learning
environment.

. This program will reside at the Salem campus.

. The college has strong relationships with industry partners/employers and will continue to
foster these relationships. The Computer Information Systems department has an employer-based
advisory committee. This program will continue to work with local industry leaders and educational
institutions to recruit students for this program.

Assurances
Chemeketa Community College has met or will meet the four institutional assurances required for program
application.
1. Access. The college and program will affirmatively provide access, accommodations, flexibility, and

2.

additional/supplemental services for special populations and protected classes of students.
Continuous Improvement. The college has assessment, evaluation, feedback, and continuous
improvement processes or systems in place. For the proposed program, there will be opportunities
for input from and concerning the instructor(s), students, employers, and other
partners/stakeholders. Program need and labor market information will be periodically re-evaluated
and changes will be requested as needed.
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3. Adverse impact and detrimental duplication. The college will follow all current laws, rules, and
procedures and has made good faith efforts to avoid or resolve adverse intersegmental and
intrasegmental impact and detrimental duplication problems with other relevant programs or
institutions.

4. Program records maintenance and congruence. The college acknowledges that the records concerning
the program title, curriculum, CIP code, credit hours, etc. maintained by the Office are the official
records and it is the college’s responsibility to keep their records aligned with those of the Office.
The college will not make changes to the program without informing and/or receiving approval from
the Office.
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