Office of Enhancing Student Opportunities
ODE Help Desk & Information Security Overview
Contact Information
ODE Helpdesk		ode.helpdesk@state.or.us	(503) 947-5715
Services
ODE Help Desk can
· [image: imagesCALVIHZU.jpg]Provide technical assistance with how to submit your data
· Check to see if your data has submitted
· Provide assistance with questions about access rights and permissions
ODE Help Desk can not
· Submit your data for you
· Make changes to your data
· Answer content area questions
Help Desk vs. Data Team – who to call?
	Question
	Answer

	How to report a student?
	Data Team

	Why won’t my data submit?
	ODE Help Desk

	Audit/Error Corrections?
	Data Team

	How can I get a new user added?
	ODE Help Desk


ODE Help Desk: What to Expect
When you call or email ODE Help Desk: Please note that the best way to obtain assistance is to contact the ODE Help Desk at ODE.helpdesk@state.or.us or (503) 947-5715

[image: ]Information Security and Student Data
The student data that you collect, handle, and submit is protected student data governed by:
· Family Educational Rights and Privacy Act (FERPA)
· Oregon Identity Theft Protection Act
· And in some cases, the Health Insurance Portability and Accountability Act (HIPAA)
Consequences: Loss of protected data can have financial impact to your school, district, or ESD, including fines and cost of remediation!
Student Data: Handle With Care
Basic tips to protect student data
1. Never share your username and password
a. You are responsible for everything done in the system using your username and password
b. Avoid storing your password in an obvious place (desk drawers, under keyboards, sticky notes on monitors are all bad places to store passwords)
2. Use a Passphrase instead of a Password
a. Passphrases are sentences you can remember and include spaces and punctuation.
b. Example: Trust the force, Luke!
c. Example: Scotty, beam us up.
3. Lock your computer monitor when you leave your desk
a. Avoid leaving your monitor open and unattended
4. Never store or transport student data on an unencrypted thumb drive/flash drive
a. Portable drives are one of the biggest risk factors for losing large volumes of data
5. Never send information that would identify an individual student via email, not even to the ODE Help Desk or a member of the Data Team. Emails sent to and from the ODE are considered public record.
a. In order to provide information to the ODE Help Desk, it is advisable to send only the student’s SSID number
b. Never send student’s name, birth date, telephone number, grade or anything else that could be used to identify a specific student.
c. [bookmark: _GoBack]ODE’s Secure File Transfer is available for use to securely send information.
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	The privacy and security of student data depends upon you.
People are the most important part of information security
	[image: ]


Information Security Questions
Contact ODE Chief Information Security Officer and Team at ODE.Infosec@ode.state.or.us.

Phone Call or Email is received by ODE Technician


Technician answers the phone or email


If the problem can be solved within 5 minutes, they will ticket and resolve the issue right then. Otherwise, they will forward the ticket to a technician not on phone duty.	


Technician contacts customer within 1-2 business days*


*depends upon call and email volume


Technician works with you to resolve the issue.


Be prepared to provide your name, phone number, school, district, email address, best time to contact you, and a brief description of the issue
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