Office of Enhancing Student Opportunities
ODE Help Desk & Data Security and Privacy Overview
Contact Information
[bookmark: _Hlk195783108]ODE Helpdesk	ODE.Helpdesk@ode.oregon.gov	(503) 947-5715
Services
ODE Help Desk can
· [image: ]Provide technical assistance with how to submit your data
· Check to see if your data has submitted
· Provide assistance with questions about access rights and permissions
ODE Help Desk can not
· Submit your data for you
· Make changes to your data
· Answer content area questions
Help Desk vs. Data Team – who to call?
	Question
	Answer

	How to report a student?
	Data Team

	Why won’t my data submit?
	Data Team (will refer to HelpDesk if needed)

	Audit/Error Corrections?
	Data Team

	How can I get a new user added?
	ODE Help Desk


ODE Help Desk: What to Expect
[bookmark: _Hlk195783130]The ODE Help Desk is at ODE.Helpdesk@ode.oregon.gov or (503) 947-5715

Data Security and Privacy
[image: ]The student data that you collect, handle, and submit is protected student data governed by:
· Family Educational Rights and Privacy Act (FERPA) (34 CFR Part 99)
· Oregon Identity Theft Protection Act
· And in some cases, the Health Insurance Portability and Accountability Act (HIPAA), such as the transfer of records between agencies
Consequences: Loss of protected data can have financial impact to your school, district, or ESD, including fines and cost of remediation!
Student Data Security: Handle With Care
Basic tips to protect student level data
1. Use Secure File Transfer. Never send information that would identify an individual student via email, not even to the ODE Help Desk or a member of the Data Team. Emails sent to and from the ODE are considered public record.
a. In order to provide information to ODE, it is advisable to send only the student’s SSID number
b. Never send student’s name, birth date, telephone number, grade or anything else that could be used to identify a specific student.
c. On ODE’s Secure File Transfer users can send secure documents to ODE Staff.
2. Never share your username and password
a. You are responsible for everything done in the system using your username and password
b. Avoid storing your password in an obvious place (desk drawers, under keyboards, sticky notes on monitors are all bad places to store passwords)
3. Use a Passphrase instead of a Password
a. Passphrases are sentences you can remember and include spaces and punctuation.
b. Example: Trust the force, Luke!
c. Example: Scotty, beam us up.
4. Lock your computer monitor (Window key +L) when you leave your desk
a. Avoid leaving your monitor open and unattended
5. Never store or transport student data on an unencrypted thumb drive/flash drive
a. Portable drives are one of the biggest risk factors for losing large volumes of data
	[image: ]
	The privacy and security of student data depends upon you.
People are the most important part of information security
	[image: ]


ODE Policies
Handling Confidential Information
Information Asset Classification
Information Security Questions
[bookmark: _Hlk195783268]Contact ODE Chief Information Security Officer and Team at ODE.Infosec@ode.oregon.gov.
[bookmark: _Secure_File_Transfer]Secure File Transfer
To send personally identifiable information to ODE staff, use Secure File Transfer. Go to the District Home page, and in the center right-hand side beneath Applications, select Secure File Transfer.
[image: Screenshot of the District website, with rectangle around the Secure File Transfer link.]
Secure File Transfer is behind a secure log in. The system will open a new tab to the Central Login page. Login to the District website by entering your User Name and Password, then press enter or click on the Login button.
[image: Screenshot of the login screen showing username and password fields, and the login button.]


After signing in, users will be taken to their Applications List. Select Secure File Transfer.
[image: Screenshot of the Applications list, with the Secure File Transfer link highlighted in blue.]
On the Secure File Transfer page, type the recipient’s email address. Click the To button to search the list of recipients. To select an email to add to the recipient list, click on the name or email address, then click Add Email.
[image: Screenshot of the recipient box.]To add the file to be sent, select the Select File button.
[image: A screenshot of  the File being sent section. The Select File button is highlighted.]

Find the desired file and select it. To select the file there are two methods. For the first method, users select the desired file, and then select the Open button in the window. For the second method, users double click the desired file.
[image: A screenshot of the file selection window present in Windows computers. An example file with a PDF file extension is shown on screen.]
Users can type a message at the bottom of the page to add context and or anything else necessary for the recipients to know. This section is best thought of as the body of an email.
[image: A screenshot  of the message section, showing the Enter your message here box.]
Finally, to send the file, select the Send File button.
[image: A screenshot showing the Send File button highlighted.]
The recipient will receive an email with a web link. This link will take the recipient to a Secure File Transfer page on the ODE District website. They will enter their email address, the same address the user selected, and click the Submit Email Address button. The page will generate a Download button for the recipient to click, which downloads a zip file of the document the user sent.

If the recipient does not have a Central Login account, use the Link to external users section at the bottom of the screen.
[image: Screenshot of the external users section with the Get External Link highlighted.]
The system will generate a popup for users to enter the external repent email and message. Click the Generate External Link to send the secure file.
[image: Screenshot of the Send External Link screen.]

Phone Call or Email is received by ODE Technician


Technician answers the phone or email


If the problem can be solved within 5 minutes, they will ticket and resolve the issue right then. Otherwise, they will forward the ticket to a technician not on phone duty.	


Technician contacts customer within 1-2 business days*


*depends upon call and email volume


Technician works with you to resolve the issue.


Be prepared to provide your name, phone number, school, district, email address, best time to contact you, and a brief description of the issue
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Central Login
ODE SYSTEM USE NOTIFICATION

By accessing ODE information systems you agree to abide by state and federal privacy and security laws, executive orders, directives,
policies, regulations, and standards and further understand the following:

1. Users are accessing a State Government information system;

2. Information system usage may be monitored, recorded, and is subject to audit;

3. Unauthorized use of the information system is prohibited and subject to criminal and civil penalties; and
4. Use of the information system indicates consent to monitoring and recording.

Username

Username

Password

Password

Remember this device
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Applications

You have been granted access to the items displayed in this list. To access an application, select it from the list.
Achievement Data Insight - Oregon Department of Education

Consolidated Collections - Oregon Department of Education

IDEA Data Manager - Oregon Department of Education

Special Ed Performance Review & Improvement - Oregon Department of Education

Special Ed Post School Outcomes 2.0 - Oregon Department of Education

/ Edit Profile
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Secure File Transfer

4
Click "To:' button to access list of internal recipients OR type in emails separated by either commas (,) or semicolons (;).
Oregon Department of Education employees and contractors must read and follow the guidelines and requirements for

confidentiality in working with student or local education employee information. ODE Policy 581-101 Sharing student
education records must comply with the Family Educational Rights and Privacy Act (FERPA).
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Locate the file to send

(No il sleted

(File size must be under 1 G8)

Allowed file types: .TXT, .DOC, .XLS, .XLSX, .PDF, .HTM, .HTML, .ASP, .ASPX, .PPT, .PPTX, .PPSX, .CSV, .GIF, .JPG, .JPEG, .ZIP, .DAT, .MDB, .XML, .SMF, .DBF,
.DOCX, .PPS, .MSG, .MP3, .MP4
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Message to accompany

Enter your message here

B Send File
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Message to accompany file

Enter your message here
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ks for external users

TO ENABLE OUTSIDE USERS TO USE SFT TO SEND FILES: Users must click on "Get External Link" . Use to send a one-time link to
outside sender (a sender outside of Central Login/ODE who would like to send you a file). This recipient will use the link to send a
Secure File Transfer to internal ODE or Central Login users. The person you generate this link for will receive an email with instructions
on how to use it. Please be aware that if you send the link on a Friday afternoon, the link will expire over the weekend.
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Send External Link

Use to send a one-time link to outside recipient. This recipient will use the link to send a Secure
File Transfer to internal ODE employees. They will receive an email with instruction on how to use.
Please include a message to accompany this link.

Message to accompany link:

A

Oregon Department of Education employees and contractors must read and follow the guidelines
and requirements for confidentiality in working with student or local education employee
information. ODE Policy 581-101 Sharing student education records must comply with the Family
Educational Rights and Privacy Act (FERPA). https://studentprivacy.ed.qov/node/548/

[4 Generate External Link H ® Cancel
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