2018-2019 State of Oregon

Threat and Hazard Identification and Risk Assessment (THIRA) and
Stakeholder Preparedness Report (SPR)

In 2018, FEMA updated the THIRA/SPR process with a phased roll out approach. The beginning phase of
the new process included only the 18 core capabilities within the Response and Recovery Mission Areas.
In 2019, the 14 core capabilities in Prevention, Protection and Mitigation Mission Areas were added, but
not all capabilities required a target. Annually, Oregon Office of Emergency Management (OEM) collects
information from local County and Tribal and state agency partners to complete the reports. The
following report includes details on the updated process and information from the 2018 SPR and the
2019 THIRA in order to cover all core capabilities.

Data Disclaimer

Numbers included in this report are estimates and may not reflect Oregon’s actual current capability.
The reader should consider the data included below to be the Oregon’s best estimate, based on
available information, of its preparedness at the time of the assessment. The reader should use this
information primarily as a starting point for a more in-depth discussion about current capability and

gaps.

THIRA Overview

The THIRA is a tri-annual (completed every three years) risk assessment. The THIRA reviews all types of
threats and hazards including natural, man-made and technological, and assesses the following:

e What threats and hazards can affect our community?
o If they occurred, what impacts would those threats and hazards have on our community?
e Based on those impacts, what capabilities should our community have?

The THIRA helps communities determine what they need to prepare for, what resources they require,
and what their current gaps are. Communities can use this information to help them efficiently build
and sustain core capabilities. Core capabilities are the 32 federally identified critical elements needed to
achieve the National Preparedness Goal.
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The THIRA follows a three-step process, as described in Comprehensive Preparedness Guide 201, Third
Edition:

1. Identify Threats and Hazards. Based on a combination of occurrence, forecasting, subject
matter expertise and other available resources, develop a list of threats and hazards that could
affect the community. The selected threats and hazard must challenge the ability to deliver at
least one core capability. The THIRA is not intended to be a comprehensive list of all potential
threats and hazards a jurisdiction may face.

2. Give Threats and Hazards Context. Describe the threats and hazards identified in Step 1,
showing how they may affect the community and create challenges in performing the core
capabilities. Identify the potential “worst case” impacts a threat or hazard may have on a
community.

3. Establish Capability Targets. Using the impacts described in Step 2, determine the level of
capability that the community plans to achieve in the next 3-5 years. Using standardized
language, create capability targets for each core capability. A core capability is comprised of
several functional areas in which a community may have a gap.

SPR Overview

The SPR is an annual three-step self-assessment of a community’s capability levels based on the
capability targets identified in the THIRA. It helps answer the following questions:

e What are our current capability levels?
e What gaps exist between the capabilities we aim to achieve and our current levels?
e What do we need to do to close capability gaps and/or sustain the capabilities?

The SPR follows a three-step process as described in Comprehensive Preparedness Guide 201, Third
Edition:

1. Assess Capabilities. Based on the language from the capability targets set in THIRA Step 3,
identify the community’s current capability. Provide additional context to explain the reported
data and its sources. (Targets in 2018 were not assessed by build, loss, sustain as this was the
same year targets were established and there was no comparative data set.)

2. Identify Capability Gaps and Intended Approaches to Address Them. Determine the causes of
the capability gap between the capability target and the current capability identified in SPR Step
1. Describe the actions and/or strategies needed to close the capability gap or sustain the
capability.

3. Describe the Impacts of Funding Sources. Identify how relevant funding sources, including but
not limited to grant programs and the community’s own resources, helped to build or sustain
the capabilities assessed by the capability targets and describe how those capabilities were used
in a real-world incident(s) over the past year.

Identifying Capability Gaps

A core capability is comprised of several functional areas in which a community may have a gap. Each
required standardized target addresses one or more functional areas. In addition to the three-step
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process described above, communities identify gaps in planning, organization, equipment, training, and
exercises (POETE) for all functional areas. They also indicate whether achieving each of their capability
targets is a high, medium, or low priority.

Each standardized target describes a critical task, based on a single or multiple functional areas within
the core capability. Oregon’s ability to perform critical tasks helps indicate the state’s preparedness.
Each standardized target also incorporates impacts and timeframe metrics. Setting a goal to manage the
impact of the threat or hazard in a desired amount of time creates a capability target.

Composition of a Capability Target

Critical task
| |

Within (#) hour(s) of an incident, identify and recover (#) fatalities.
L | L |

Timeframe metrics Impact

The Oregon THIRA compares the level of capability Oregon collectively intends to build and sustain, to
the estimated level of capability the state will need to manage the identified threat or hazard. By

identifying and understanding resulting gaps in capability, Oregon can strategize on how best to close
these gaps.

If you have questions regarding the 2018-2019 THIRA/SPR, or the process, please contact:

Alaina Mayfield

Emergency Preparedness Planner
Operations and Preparedness Section
Office of Emergency Management
(503) 378-3233
Alaina.mayfield@state.or.us
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THIRA Step 1 and 2: Threats, Hazards, and Context
Cyber Attack

Category: Human caused Type: Cyber Attack Terrorism: Yes
Context Description:

On June 30th, at the end of the state fiscal year, government employees reported inability to use the
network to retrieve or save files, communicate via email, or access the Internet. Most, if not all,
telephones within government facilities are generally inoperable, as they are unable to place or receive
calls from outside their office buildings (for VOIP systems). Data files on network drives are inaccessible,
resulting in the inability to access necessary information for government function. Members of the
public continue to request government services to conduct business (ex. pay bills, obtain information,
gain permits). Police and fire departments are also affected including public safety dispatch and 9-1-1
capabilities. Initial reports indicate that the cyberattack is being experienced by all levels of city,
government in Oregon where mutual aid capabilities for cybersecurity are limited. In addition, reports
are received regarding large hospital and healthcare provider computer systems in the state (i.e.
operations, patient files, and records) have been attacked and locked from access to obtain a ransom
payment for the "return" of control of those systems.

Standardized Impact Estimates

Impact Category Impact Category

(#) publically managed and/or
regulated critical infrastructure 8
facilities

Explosive Devices
Category: Human caused Type: Explosive Devices Terrorism: Yes

Context Description:

In mid-September at, 4:25 p.m. PST Late on the afternoon of Thursday, the Governor and other Oregon
elected officials are gathered with several hundred members of the general public in the Salem Capitol
Rotunda for a special event. A nearby university choir is singing when several improvised explosive
devices (IEDs) detonate, filling the rotunda with black smoke. The explosions immediately kill an
estimated 20 people. Dozens more are injured. Among the injured are the Governor and several other
key state elected officials. Other participants are overcome by the smoke and also require
hospitalization.

On the same afternoon, the City of Pendleton is hosting the annual Pendleton Round-Up Rodeo. An
estimated 17,000 people are in attendance for the rodeo events at the Round Up stadium. A credible
threat to the attendees of the annual Round Up event has been received by local law enforcement. The
threat indicated a second explosive device was hidden, in a vehicle, at the event.
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Standardized Impact Estimates

Impact Category Impact Category

(#) people with access and
(#) people requiring screening 17,000 functional needs (requiring 2380
screening)
(#) priority intelligence stakeholder

# I
(#) personne 6 agencies/entities
Earthquake
Category: Natural Type: Earthquake Terrorism: No

Context Description:

On the morning of Wednesday, February 6 at 9:41 a.m. PST (winter conditions and generally not tourist
season, but during school and business hours), a magnitude 9.0 earthquake occurs on the Cascadia
Subduction Zone (CSZ) off the coast of Oregon. While the epicenter is approximately 50 miles west of
Florence, Oregon, most of the previously locked plate boundary off the coast of Oregon moves during
this event. This earthquake produces intense ground shaking for more than four minutes, as well as
subsidence, liquefaction and landslides. A tsunami is also produced reaching as high as 30-40 feet in
some areas. Hundreds of fires occur as a result of the shaking. The number of fires is exacerbated by
drought caused by climate change in the Pacific Northwest. Damage to structures results from the
energy of shaking, amplified shaking and ground displacement due to liquefaction, and loss of soil-
bearing capacity, particularly in areas of liquefaction. Damage is also produced by landslides in selected
mountainous areas. The earthquake and subsequent tsunami has resulted in significant damage to
buildings, roads, bridges, and other structures. In addition, large segments of the state are without
electric power or communications, with thousands of ruptured water, gas, and sewer pipelines shutting
down critical lifeline services. Many people (approximately 5,500) are killed directly by this event, and
many others (approximately 16,300) are injured or trapped. Ongoing aftershock activity, some quite
large, continue for months after the initial earthquake.

Standardized Impact Estimates

Impact Category Impact Category

(#) partner organizations involved

(#) jurisdictions affected 45 N 33

in incident management

(#) people with access and
(#) people affected 4,130,000 functional needs (affected) 594,720
(#) p.ef)ple with limited English 252,756 (#) c'ustomers (without water 1311111
proficiency affected service)
(#) c.ustomers (without wastewater 1311111 (#) custorner.s (W|th9ut 3,138,800
service) communication service)
g:)r\filiset)omers (without power 1,311,111 (#) people requiring evacuation 200,000

2018 THIRA For Official Use Only 7



(#) people with access and
functional needs (requiring
evacuation)

(#) hazmat release sites

)
(#) fatalities
(#) people requiring shelter
(#) people with access and
functional needs (requiring
accessible shelter)
(#) animals requiring shelter, food,
and water
(#) people with access and
functional needs (requiring
accessible, temporary, non-
congregate housing)

(#) people requiring medical care

(#) affected healthcare facilities and
social service organizations

(#) people with access and
functional needs (requiring
accessible long-term housing)

2018 THIRA

28,800

10,572

5,110
826,000

118,944

308,745

85,640

16,151

5,405

64,175

(#) miles of road affected

(#) exposed individuals (hazmat-
related incidents)

(#) structure fires

(#) people requiring food and water
(#) people with access and
functional needs (requiring food
and water)

(#) people requiring temporary,
non-congregate housing

(#) people requiring rescue

(#) businesses closed due to the
incident

(#) people requiring long-term
housing

(#) damaged natural and cultural
resources and historic properties
registered in the jurisdiction

For Official Use Only

47,428

1,000

750
1,355,466

195,187

594,720

50,000

135,722

445,662

32,000



THIRA Step 3: Capability Targets, SPR Steps 1 and 2: Assess
Capalbilities, Identify and Address Capability Gaps

Planning

Description

Conduct a systematic process engaging the whole community as appropriate in the development of
executable strategic, operational, and/or tactical-level approaches to meet defined objectives.

Priority to build and/or sustain core capability: High Priority

Capability Target
Within every 2 year(s), update all emergency operations plans that define the roles and
responsibilities of 33 partner organizations involved in incident management across 45 jurisdictions
affected, and the sequence and scope of tasks needed to prevent, protect, mitigate, respond to, and
recover from events.

Additional context necessary to understanding the capability target
The 33 organizations includes all OERS Council agencies per Oregon legislation and all 36 counties and
9 tribes for a total of 45 jurisdictions affected. OEM manages updates to the State EOP on a bi-annual
basis to define roles and responsibilities for all of OERS Council. OEM directly supports county EOP
revisions but tribes report directly to Federal partners. All 9 tribes have EOPs as a result of the 2014
state contract to develop EOPs for all jurisdictions, but tribal EOPs are not tracked by OEM and may
not have been updated within the last 2 years.

Estimate of Current Capability
Within every 2 year(s), update all emergency operations plans that define the roles and
responsibilities of 33 partner organizations involved in incident management across 36 jurisdictions
affected, and the sequence and scope of tasks needed to prevent, protect, mitigate, respond to, and
recover from events.

Quantitative Capability Assessment

Estimated
Current
Capability

Capability | Capability | Capability | Capability

Metri . .
etrie Target Lost Sustained | Built

(#) partner organizations

involved in incident 33 33 0
management
(#) jurisdictions affected 45 36 9
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SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Planning Planning Organization Equipment Training Exercise
Strategic planning
Evaluating and updating plans

Including individuals with disabilities or access/functional needs

Whole community invelvement and coordination
Integrating different plans

Pre-incident planning

Operational planning

Incorporating risk analyses

Other
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Public Information and Warning

Description
Deliver coordinated, prompt, reliable and actionable information to the whole community through the

use of clear, consistent, accessible and culturally and linguistically appropriate methods to effectively
relay information regarding any threat or hazard, as well as the actions being taken and the assistance
being made available, as appropriate.

Priority to build and/or sustain core capability: High Priority

Capability Target
Within 6 hour(s) notice of an incident, deliver reliable and actionable information to 2,548,000 people
affected, including 290,000 people with access and functional needs (affected) and 66,400 people
with limited English proficiency affected.

Additional context necessary to understanding the capability target
The Cascadia Subduction Zone earthquake and tsunami will have a significant impact on
communications infrastructure and severely limit traditional public information systems. This target
assumes we will be able to communicate with the Eastern half of Oregon fairly quickly following the
incident and only a limited portion of the affected communities on the Western side of Oregon.
Beyond the ability to send messaging, the ability to develop audience appropriate language and
instructions will also be impacted. The impacts will decrease access to translation services and
different messaging technologies. The target is based on the following assumptions. Approximately
20% of Oregon’s population resides east of the Cascades and OEM may be able to reach 30% of the
remaining population (total of 50% of Oregon’s population). The capability target reflects an increased
ability to reach 30% more of the total population. Approximately 14% of the Oregon population
identifies as having Access and Functional Needs. Given the constraints of the scenario, OEM may be
able to reach 25% of the Access and Functional Needs population (approximately 3.5% of the total
Oregon population). The capability target reflects an increased ability to reach 25% more of the
Access and Functional Needs population. After English, Spanish is the most frequently spoken
language in Oregon accounting for approximately 4% of Oregon’s population. Utilizing the same
assumption as Oregon’s total population, OEM will be able to reach 50% of the Spanish speaking
population or approximately 2% of the total Oregon population. The capability target reflects an
increased ability to reach 15% more of the Spanish speaking population. Approximately 2% of the
Oregon population speaks a language other than English or Spanish. OEM will be able to reach 25% of
the other language speaking population or approximately 0.5% of the other language speaking
population. The capability target reflects an increased ability to reach 15% more of the other language
speaking population.

Estimate of Current Capability
Within 6 hour(s) notice of an incident, deliver reliable and actionable information to 1,910,000 people
affected, including 145,000 people with access and functional needs (affected) and 48,000 people
with limited English proficiency affected.
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Quantitative Capability Assessment
Estimated | Capability

Capability | Capability | Capability | Capability

Metric Target Lost Sustained | Built Curren.t. Gap
Capability

(#) people affected 2,548,000 1,910,000 638,000

(#) people with access and

functional needs 290,000 145,000 145,000

(affected)

(#) people with limited

English proficiency 66,400 48,000 18,400

affected

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Public Information and Warning Planning  Organization Equipment Training Exercise
Alerts and warnings

Culturally and linguistically appropriate messaging

Delivering actionable guidance 26%
Developing standard operating procedures for public information 28% 19% 30% 21%
Inclusiveness of the entire public 23% 21% 23% 28%
New communication tools and techniques 26% 30% 30% 23%

Other (please use space below to elaborate) 9% 14% 14% 9%

Protecting sensitive information 2% 2% 14% 2%
Public awareness campaigns 23% 14% 16% 19%

Traditional communications mechanisms 12% 7% 7% 5%
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Operational Coordination
Description: Establish and maintain a unified and coordinated operational structure and process that
appropriately integrates all critical stakeholders and supports the execution of Core Capabilities.

Priority to build and/or sustain core capability: High Priority

Capability Target
Within 6 hour(s) of a potential or actual incident, establish and maintain a unified and coordinated
operational structure and process across 35 jurisdictions affected and with 29 partner organizations
involved in incident management. Maintain for 18 month(s).

Additional context necessary to understanding the capability target
The extent of damages to infrastructure and communications will significantly impede ability to
communicate with and physically get to designated coordination points such as Emergency
Operations Centers and the state Emergency Coordination Center. Based on our ability to establish
communications from the ECC through non-traditional communication strategies, this target is in
alignment with the operational communication target.

Estimate of Current Capability
Within 6 hour(s) of a potential or actual incident, establish and maintain a unified and coordinated
operational structure and process across 25 jurisdictions affected and with 19 partner organizations
involved in incident management. Maintain for 18 month(s).

Quantitative Capability Assessment

Estimated -
Current Capability

Target Lost Sustained | Built Sl Gap

Capability | Capability Capability | Capability

Metric

(#) jurisdictions
affected

(#) partner
organizations

35 25 10

29 19 10

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

33% 49% 35% 33%
44% 44% 2% | 56%  44%
33% 28% 12% 28% 26%
28% 28% 19% 23% 21%
28% 37% 12% 30% 30%
44% 42% 28% 47% 30%
37% 33% 37% 30% 35%
33% 28% 16% 35% 23%
9% 12% 9% 16% 12%
14% 14% 23% 14% 14%
37% 37% 12% 42% 40%
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Forensics and Attribution

Description:

Conduct forensic analysis and attribute terrorist acts (including the means and methods of terrorism) to
their source, to include forensic analysis as well as attribution for an attack and for the preparation for
an attack, in an effort to prevent initial or follow-on acts and/or swiftly develop counter-options.

Priority to build and/or sustain core capability: Low Priority

Capability Target
Within (#) (time) of a suspected terrorist attack, conduct outreach to the fusion center and Joint
Terrorism Task Force (JTTF) in the community and identify (#) personnel assigned to support follow up
information sharing, intelligence analysis, and/or investigative actions associated with the collection,
examination, and analysis of evidence, as well as the identification of perpetrators.

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Forensics and Attribution Planning  Organization Equipment Training Exercise
Assessing terrorist capabilities

Attribution assessments
Biometric analysis
CBRNE material analysis
Crime scene preservation and exploitation‘ 21% 26%
Digital media and network exploitation
Evidence collection 21% 26%
Forensic analysis 26%

Other (please use space below to elaborate) 23%

Terrorist investigations
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Intelligence and Information Sharing

Description

Provide timely, accurate, and actionable information resulting from the planning, direction, collection,
exploitation, processing, analysis, production, dissemination, evaluation, and feedback of available
information concerning physical and cyber threats to the United States, its people, property, or
interests; the development, proliferation, or use of WMDs; or any other matter bearing on U.S. national
or homeland security by local, state, tribal, territorial, federal, and other stakeholders. Information
sharing is the ability to exchange intelligence, information, data, or knowledge among government or
private sector entities, as appropriate.

Priority to build and/or sustain core capability: Medium Priority

Capability Target
During steady state, and in conjunction with the fusion center and/or Joint Terrorism Taskforce (JTTF),
every 1 year, review ability to effectively execute the intelligence cycle, including the planning,
direction, collection, exploitation, processing, analysis, production, dissemination, evaluation and
feedback of available information and identify the 6 personnel assigned to support execution of the
intelligence cycle.

Then, within 2 hours of the identification or notification of a credible threat, identify/analyze local
context of the threat for the respective area of responsibility, and facilitate the sharing of threat
information with 7 priority intelligence stakeholder agencies/entities in accordance with the
intelligence cycle, and all dissemination protocols.

Additional context necessary to understanding the capability target
The agencies identified as priority intelligence stakeholders and personnel reviewing the intelligence
cycle were deemed the same with the addition of a local representative to provide local context.
Identified agencies include Oregon Office of Emergency Management, Oregon Military Department,
Oregon State Police, Oregon Titan Fusion Center, Joint Terrorism Task Force (DHS) and State Fire
Marshal.

Estimate of Current Capability
During steady state, and in conjunction with the fusion center and/or Joint Terrorism Task Force
(JTTF), every 1 year, review ability to effectively execute the intelligence cycle, including the planning,
direction, collection, exploitation, processing, analysis, production, dissemination, evaluation, and
feedback of available information, and identify the 6 personnel assigned to support execution of the
intelligence cycle.

Then, within 2 hours of the identification or notification of a credible threat, identify/analyze local
context of the threat for the respective area of responsibility, and facilitate the sharing of threat
information with 7 priority intelligence stakeholder agencies/entities in accordance with the
intelligence cycle, and all dissemination protocols.
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Quantitative Capability Assessment

Metric

Capability | Capability Capability

Target Lost Sustained

(#) personnel assigned | 6

(#) priority
stakeholde

intelligence
r

7

SPR Other Functional Areas

Intelligence and Information Sharing
Analysis of intelligence and information
Continuous threat assessment
Developing reports and products
Disseminating intelligence and information

Establishing intelligence and information requirements

Exploiting intelligence and information requirements

Feedback and evaluation
Gathering intelligence
Monitoring information

Other (use 'gaps' space provided below to elaborate)

2018 THIRA

Safeguarding sensitive information
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Capability

Built

33%

Percentage of respondents that identified a gap in the core capability functional area.
Planning  Organization Equipment

28%
26%
19%
12%
14%
14%
23%
19%
26%
16%

Estimated
Current
Capability

Training

26%
33%
19%
21%
23%
30%
26%
21%
23%
21%

Capability

Gap

Exercise

28%
28%
28%
21%
26%
26%
23%
26%
21%
21%

16



Interdiction and Disruption

Description
Delay, divert, intercept, halt, apprehend, or secure threats and/or hazards.

Priority to build and/or sustain core capability: Medium Priority

Capability Target
Within 3 hours of the identification or notification of a credible threat, conduct outreach to the fusion
center and Joint Terrorism Task Force (JTTF) in the community and identify 45 personnel assigned to
support follow up interdiction and disruption activities that may be undertaken against identified
suspects and/or contraband.

Additional context necessary to understanding the capability target

Estimate of Current Capability
Within 3 hours of the identification or notification of a credible threat, conduct outreach to the fusion
center and Joint Terrorism Task Force (JTTF) in the community and identify 30 personnel assigned to
support follow up interdiction and disruption activities that may be undertaken against identified
suspects and/or contraband.

Quantitative Capability Assessment

Estimated -
e— Capability

Target Lost Sustained | Built Capability Gap

(#) personnel assigned = 45 30 15

Capability | Capability Capability | Capability

Metric

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

|| || || || |
35% 35% 40% 37% 37%
14% 16% 12% 14% 16%
30% 30% 35% 35% 30%
19% 23% 23% 21% 21%
21% 21% 19% 21% 19%
23% 21% 16% 23% 23%
37% 33% 30% 33% 33%
21% 23% 16% 21% 21%
19% 23% 19% 21% 19%
21% 19% 16% 23% 23%
26% 26% 35% 35% 33%
30% 30% 26% 26% 28%
30% 30% 35% 35% 28%
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Screening, Search and Detection

Description
Identify, discover, or locate threats and/or hazards through active and passive surveillance and search

procedures. This may include the use of systematic examinations and assessments, bio-surveillance,
sensor technologies, or physical investigation and intelligence.

Priority to build and/or sustain core capability: Low Priority

Capability Target
Within 24 hours of notice of a credible threat, conduct screening, search, and detection operations for
540 people requiring screening, including 30 people with access and functional needs (requiring
screening).

Additional context necessary to understanding the capability target
Mobilization of enhanced screening, search and detection personnel and equipment can take at least
24 hours dependent on the time of the request and distance to the location. Given the travel time
required to Pendleton, additional resources would take at least 6 hours. The Pendleton Round Up
conducts standard individual screen, search and detection procedures. Local resources would likely be
overwhelmed increasing screening of on foot attendees and vehicular search could not begin until
additional assets arrived. Screening, search and detection procedures become more intense and time
consuming with a credible threat. Under extreme threat detection procedures, approximately 10
vehicles could be searched in 1 hour. Given an assumption of 3 people per searched vehicle with a 6
hour lag time for mobilization and arrival, we established a target for screening, search and detection.

Estimate of Current Capability
Within 24 hours of notice of a credible threat, conduct screening, search, and detection operations
for 425 people requiring screening, including 24 people with access and functional needs (requiring
screening).

Quantitative Capability Assessment

Estimated -
Current Capability

Target Lost Sustained | Built Sl Gap

Capability | Capability Capability | Capability

Metric

(#) people requiring

. 540 425 115
screening
(#) people with access
and functional needs 30 24 6

(requiring screening)
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SPR Other Functional Areas

Percentage of respondents that identified a gap in the core capability functional area.
Screening, Search, and Detection Planning  Organization Equipment Training Exercise

Biosurveillance

CBRNE detection

Electronic search

Laboratory testing

Locating terrorists

Other (please use 'gaps' space provided below to elaborate) ‘ 21%
Physical investigation 19%

Promoting an observant nation‘ 16%

Screening

Wide-area search
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Access Control and Identity Verification

Description

Apply and support necessary physical, technological, and cyber measures to control admittance to
critical locations and systems.

Priority to build and/or sustain core capability: Medium Priority

Capability Target

Within (#) (time) of an event, be prepared to accept credentials from (#) partner organizations
involved in incident management.

SPR Other Functional Areas

Percentage of respondents that identified a gap in the core capability functional area.
Access Control and Identity Verification Planning  Organization Equipment Training Exercise
Controlling cyber access

Controlling physical access

Other (use 'gaps' space provided below to elaborate)‘ 16% 16% 16%
Verifying identity
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Cybersecurity

Description
Protect (and if needed, restore) electronic communications systems, information, and services from

damage, unauthorized use, and exploitation.

Priority to build and/or sustain core capability: Medium Priority

Capability Target

Every 4 years, appropriate authorities review and update cyber incident plans/annexes based on
evolving threats covering 8 publicly managed and/or regulated critical infrastructure facilities.

Additional context necessary to understanding the capability target
Cyber systems are continually updating and changing. Two years is the typical review and update cycle
of most emergency response plans. Critical infrastructure is classified information and jurisdictions
have different ways of identifying what is considered critical infrastructure. Rather than update plans
based on individual critical infrastructure facilities, plans are/will be updated to evolving threats to
overall critical infrastructure systems to include communications, energy, water treatment,
wastewater, dams, transportation and government facilities.

Estimate of Current Capability
Every 4 years, appropriate authorities review and update cyber incident plans/annexes based on

evolving threats covering 4 publicly managed and/or regulated critical infrastructure facilities.

Quantitative Capability Assessment

Estimated

Fa— Capability

Metric Capability | Capability Capability | Capability

Target Lost Sustained | Built Eerseloifins Gap

(#) critical
infrastructure facilities

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

| || || || |\
4% 40% 33% 42% 49%
26% 26% 26% 35% 37%
19% 19% 28% 23% 26%
30% 28% 23% 33% 35%
30% 28% 30% 33% 37%
14% 16% 16% 19% 19%
19% 23% 16% 33% 26%
26% 23% 26% 26% 33%
23% 28% 21% 26% 30%
23% 23% 26% 21% 23%
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Physical Protective Measures

Description
Implement and maintain risk-informed countermeasures, and policies protecting people, borders,

structures, materials, products, and systems associated with key operational activities and critical
infrastructure sectors.

Priority to build and/or sustain core capability: Medium Priority

Capability Target
Within (#) (time) of completing a risk and vulnerability assessment, appropriate authorities review and
update physical security plans covering (#) publicly managed and/or regulated critical infrastructure
facilities to incorporate new information from the assessment.

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Physical Protective Measures Planning  Organization Equipment

Biosecurity
Border protection‘ 16%

Training Exercise

12%
Establishing a common operating picture 26%

Identifying and prioritizing assets to protect
Other 16%
Physical security measures

14%

Site-specific and process-specific risk assessments
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Risk Management for Protection Programs and Activities

Description
Identify, assess, and prioritize risks to inform protection activities, countermeasures, and investments.

Priority to build and/or sustain core capability: Medium Priority

Capability Target
Every (#) (time), appropriate authorities conduct a review of relevant physical and cyber threats and
hazards, vulnerabilities, and strategies for risk management covering (#) publicly managed and/or
regulated critical infrastructure facilities.

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Risk Management for Protection Programs and Activities Planning  Organization Equipment Training Exercise
Analysis tools

Data collection
Exercise design

Other (use 'gaps' space below to elaborate)‘ 23% 23% 21%
Risk assessment

Risk management planning
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Supply Chain Integrity and Security

Description
Strengthen the security and resilience of the supply chain.

Priority to build and/or sustain core capability: Medium Priority

Capability Target

Every (#) (time), engage (#) partner organizations involved in incident management to promote
awareness of threats, dependencies, vulnerabilities, and strategies to support restoration of private
sector supply chains.

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Supply Chain Integrity and Security Planning  Organization Equipment Training Exercise
Analysis of supply chain dependencies

Implementing countermeasures
Implementing physical protection

Integrating security processes

Other (use 'gaps' space below to elaborate) ‘
Verification and detection
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Community Resilience

Description

Enable the recognition, understanding, communication of, and planning for risk and empower
individuals and communities to make informed risk management decisions necessary to adapt to,

withstand, and quickly recover from future incidents.

Priority to build and/or sustain core capability: High Priority

Capability Target

Within 3 years, 250,000 households are covered by risk-appropriate insurance, including
homeowners, flood, windstorm, and seismic.

Additional context necessary to understanding the capability target
Households can be covered by 2 types of insurance dependent on whether the home is owned or
rented by the occupant. As of 2010, Homeowners accounted for 65% of housing and renters 35%. In a
2018 survey, approximately 88% of homeowners have insurance and 43% of renters had rental
insurance. Traditional homeowners insurance includes windstorm damages. The 2018 statewide
coverage rate for homeowners’ earthquake insurance is 15%. This total coverage is accounted for
regionally by 6.3% in Eastern Oregon, 11% in Coastal communities, 17.2% in the Willamette Valley
(Portland-metro, Yamhill, Linn, Marion, Lincoln counties are closer to 25%) and 9.5% in the Coastal
Mt. Range. The largest barrier to increased insurance coverage is the cost. Due to the higher risk
profile of households in the Coastal areas and Willamette Valley, the target is focused on increasing
insurance coverage in those regions only. The 250,000 target is in alignment with the Oregon
Governor's initiative to make 250,000 Oregon families safer, of which having the appropriate
insurance is a factor.

Estimate of Current Capability
Within 3 years, 142,000 households are covered by risk-appropriate insurance, including
homeowners, flood, windstorm, and seismic.

Quantitative Capability Assessment

Capability | Capability Capability | Capability Eztrl:;ted Capability

Metri . -
etrie Target Lost Sustained | Built Gap

Capability

(#) households covered ¢ 142,000 108,000
by insurance

Capability Target 2
Every (#) (time), conduct (#) outreach events or activities to increase awareness of locally significant
threats and hazards to help the residents be more prepared to prevent, protect against, mitigate,
respond to, and recover from those events.
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SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

Community Resilience Planning  Organization Equipment Training Exercise
Collaborative planning and decision-making

Communication and outreach
Education and skill building

Other (use 'gaps' space below to elaborate)‘ 23% 23% 19%
Partnership building

Understanding the community
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Long-term Vulnerability Reduction

Description
Build and sustain resilient systems, communities, and critical infrastructure and key resources lifelines so

as to reduce their vulnerability to natural, technological, and human-caused threats and hazards by
lessening the likelihood, severity, and duration of the adverse consequences.

Priority to build and/or sustain core capability: Medium Priority

Capability Target

Every 3 years, 1 jurisdictions review their building codes, and, if necessary, enact or update risk-
appropriate, disaster resilient building codes.

Additional context necessary to understanding the capability target
Building codes are set and reviewed every 3 years by the State of Oregon. However, Counties have
control over zoning which can affect which building codes are applicable. Additionally, even with
updates to building codes, there is no requirement for previously built infrastructure to be updated or
retrofitted to the current requirements.

Estimate of Current Capability
Every 3 years, 1 jurisdictions review their building codes, and, if necessary, enact or update risk-
appropriate, disaster resilient building codes.

Quantitative Capability Assessment

Estimated -
Current Capability

T L i Buil
arget ost Sustained uilt Capability Gap

(#) jurisdictions 1 1 1

Capability | Capability Capability | Capability

Metric

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

| | | | |
H 40% 35% 42% 37%

| 33% 30% 19% 30% 21%

a5 4%

33% 35%

| 14% 19% 19% 16% 16%
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Risk and Disaster Resilience Assessment

Description
Assess risk and disaster resilience so that decision makers, responders, and community members can

take informed action to reduce their entity's risk and increase their resilience.

Priority to build and/or sustain core capability: Medium Priority

Capability Target

Every 5 years, after identifying threats and hazards of concern, model the impacts of 12 threat and
hazard scenarios to incorporate into planning efforts.

Additional context necessary to understanding the capability target
Oregon has developed numerous plans to identify and assess the risks of natural, man-made and
technological hazards that threaten the safety of Oregon. The Oregon EOP identifies drought,
earthquake, flood, tsunami, wildland fire, volcano, severe weather (including severe storms, tornados,
windstorms, hailstorms and snow avalanches), terrorism, nuclear/radiological and cyber. Additionally,
the Oregon NHMP identifies coastal hazards and dust storms.

Estimate of Current Capability
Every 5 years, after identifying threats and hazards of concern, model the impacts of 12 threat and
hazard scenarios to incorporate into planning efforts.

Quantitative Capability Assessment

Estimated -
ea— Capability

Target Lost Sustained | Built Capability Gap

Capability | Capability Capability | Capability

Metric

(#) threat and hazard

. 12 12 0
scenarios

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

| || || || |
47% 37% 40% 4% 37%
a0% a4 (679
37% 40% 33% 40% 35%
21% 21% 23% 21% 26%
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Threats and Hazards Identification

Description
Identify the threats and hazards that occur in the geographic area; determine the frequency and

magnitude; and incorporate this into analysis and planning processes so as to clearly understand the
needs of a community or entity.

Priority to build and/or sustain core capability: Medium Priority

Capability Target
Every 3 years, engage with 45 jurisdictions and 33 partner organizations involved in incident
management to assess the threats and hazards that are realistic and would significantly impact your
communities.

Additional context necessary to understanding the capability target
The State THIRA is reviewed and updated every 3 years and the state NHMP is reviewed and updated
every 5 years. Organizations included in incident management includes the 36 Oregon counties and 9
tribes as jurisdictions and the 33 OERS Council agencies as partner organizations.

Estimate of Current Capability
Every 3 years, engage with 45 jurisdictions and 33 partner organizations involved in incident
management to assess the threats and hazards that are realistic and would significantly impact your
communities.

Quantitative Capability Assessment

Estimated
Current
Capability

Capability | Capability Capability | Capability Capability

Metri . .
etric Target Lost Sustained | Built

(#) jurisdictions
(#) partner
organizations

33 33 0

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

37% 35% 33% 35% 30%
40% 30% 30% 35% 26%
as% | 6% A% 42%

| 21% 19% 21% 23% 19%

| oo Csme oww osms o

2018 THIRA For Official Use Only 29



Critical Transportation

Description

Provide transportation (including infrastructure access and accessible transportation services) for
response priority objectives, including the evacuation of people and animals, and the delivery of vital
response personnel, equipment, and services into the affected areas.

Priority to build and/or sustain core capability: High Priority

Capability Target

Within 30 days' notice of an incident, complete the evacuation of 150,000 people requiring
evacuation, including 21,600 people with access and functional needs (requiring evacuation).

Additional context necessary to understanding the capability target
The complexity of the Cascadia Earthquake and Tsunami scenario presents significant challenges to
the critical transportation core capability. Following this event, the focus of transportation route
access will be to allow emergency responders access to impacted areas and island communities.
Survivors of the event will shelter in place rather than be evacuated. This capability target is reflective
of Oregon opening routes to provide emergency assistance to affected communities, rather than
completing evacuation of those communities. Additionally, on-going aftershocks will continue to
impede emergency response efforts to clear transportation routes. Once cleared and deemed safe,
routes will need to be re-checked as additional impacts and damages block them again. Anticipated
coastal communities that will become "islands" include Astoria (9500), Seaside (6500), Tillamook
(4900), Lincoln City (7900), Newport (10000), Florence (8500), Reedsport (4100), Coos Bay (16000),
Bandon (3000) and Gold Beach (2200). The total population of those areas is 72,600.

Estimate of Current Capability
Within 30 days' notice of an incident, complete the evacuation of 75,000 people requiring evacuation,
including 10,800 people with access and functional needs (requiring evacuation).

Quantitative Capability Assessment

Ecti

: Capability | Capability Capability | Capability stimated Capability
Metric . ) Current

Target Lost Sustained | Built . Gap
Capability

(#) people requiring -, 55 75000 75,000
evacuation
(#) people with access
and functional needs 21,600 10,800 10,800

(requiring evacuation)

Capability Target 2

Within 1 year of an incident, clear 2,273 miles of road affected, to enable access for public, private,
and non-profit emergency responders.

2018 THIRA For Official Use Only 30



Additional context necessary to understanding the capability target
There are 2273 miles of lifeline routes (from Hwy 97 west) identified in Oregon. These routes will be
the priority for Oregon to clear to allow access for emergency responders to affected areas. The focus
to provide access will be to push route impediments out of the way, rather than their full removal.
The lifeline routes are primarily from Hwy 97 West to the coast. These routes traverse terrain known
to be unstable and at risk to landslides. The timeframe of the scenario is traditionally wet and
presents heightened landslide risk. These routes also have a significant number of bridges that are
projected to not be seismically sound for a catastrophic Cascadia Subduction Zone earthquake.

Estimate of Current Capability
Within 1 year of an incident, clear 1,146 miles of road affected, to enable access for public, private,
and non-profit emergency responders.

Quantitative Capability Assessment

Estimated

Capability | Capability Capability | Capability e—

Metric Capability

Target Lost Sustained | Built sl (CEo)

(#) miles of road 2273 1146 1127

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

| 44% 47% 42% 47% 47%

| s s 0%

| 21% 21% 26% 21% 19%
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Environmental Response/Health and Safety

Description
Conduct appropriate measures to ensure the protection of the health and safety of the public and

workers, as well as the environment, from all-hazards in support of responder operations and the
affected communities.

Priority to build and/or sustain core capability: Medium Priority

Capability Target

Within 30 days of an incident, assess, contain, and begin cleaning up hazardous material releases from
84 hazmat release sites.

Additional context necessary to understanding the capability target
A Cascadia Subduction Zone Earthquake will cause significant damages to infrastructure and facilities
that contain hazardous materials, with more significant damages to facilities west of the Cascades
Mountains. Oregon’s Department of Environmental Quality (DEQ) contracts with private industry
organizations to conduct clean up post hazmat spills. Currently, two contractors are based east of the
Cascades. Damages to the capacity of the private industry contractors will negatively impact DEQ’s
response capability. Additionally, traditional clean up strategies will be negatively impacted including
storage of waste.

On average, a hazmat response from assessment to initial clean-up can take from a couple days to a
few weeks. Following a Cascadia earthquake, hazmat releases will be prioritized based on the size of
the spill, the type of spill, as well as the threatened population and area.

Estimate of Current Capability
Within 30 days of an incident, assess, contain, and begin cleaning up hazardous material releases
from 70 hazmat release sites.

Quantitative Capability Assessment

Estimated -
Current Capability

Target Lost Sustained | Built Eeseloifins Gap

(#) hazmat sites 84 70 14

Capability | Capability Capability | Capability

Metric

Capability Target 2

Within 6 hours of a hazmat incident, complete decontamination procedures for 6,000 exposed
individuals (hazmat-related incidents).

Additional context necessary to understanding the capability target
Oregon has 13 HAZMAT response teams and more than 300 fire departments throughout the state
trained in decontamination procedures. Many of these professionals are also fire fighters and have
multiple responsibilities. Given the severity of damages to infrastructure, there will be a decrease in
available personnel, functional equipment and access to water sources. This target assumes a
decrease of 50% of hazmat response personnel as a result of infrastructure damages and duplicate
response responsibilities, roughly 150 functional response units. Under normal conditions,
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decontamination procedures aim to decontaminate 10-20 individuals an hour. In a large scale event,
decontamination will focus on ALARA (As Low As Reasonably Achievable) procedures to remove 80-
90% of contaminants to increase efficiency. Accounting for the loss of personnel, equipment and
resources and time to assess damages and capabilities prior to response, this assumes Oregon can
decontaminate 10 individuals at 150 locations statewide in 4 hours.

Estimate of Current Capability
Within 6 hours of a hazmat incident, complete decontamination procedures for 5,000 exposed

individuals (hazmat-related incidents).

Quantitative Capability Assessment

Esti
Capability | Capability Capability | Capability Cztrlgz’fced Capability

L i Bui
Target ost Sustained uilt Earseleifies Gap

(#) hazmat sites 6000 5000 1000

Metric

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Environmental Response/Health and Safety Planning  Organization Equipment Training Exercise
Debris removal

Decontamination
Hazardous material clean-up
Health and safety monitoring and assessment 33%

Other (please use 'gaps' space below to elaborate)‘ 21% 19%
Predictive modeling

Responder safety ‘

Survivor safety and assistance
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Fatality Management Services

Description

Provide fatality management services, including decedent remains recovery and victim identification,
working with local, state, tribal, territorial, insular area, and federal authorities to provide mortuary
processes, temporary storage or permanent internment solutions, sharing information with mass care
services for the purpose of reunifying family members and caregivers with missing persons/remains, and
providing counseling to the bereaved.

Priority to build and/or sustain core capability: Medium Priority

Capability Target

Within 6 months of an incident, complete the recovery, identification, and mortuary services,
including temporary storage services, for 5110 fatalities.

Additional context necessary to understanding the capability target

Estimate of Current Capability
Within 6 months of an incident, complete the recovery, identification, and mortuary services,
including temporary storage services, for 4344 fatalities.

Quantitative Capability Assessment

Estimated -
PR Capability

Target Lost Sustained | Built Capability Gap

(#) fatalities 5110 4344 766

Capability | Capability Capability | Capability

Metric

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Fatality Management Services Planning  Organization Equipment Training Exercise

Bereavement counseling

Body recovery

Family reunification

Mortuary services
Other (use 'gaps' space below to elaborate) ‘ 21% 21% 23%
Victim identification
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Fire Management and Suppression

Description
Provide structural, wildland, and specialized firefighting capabilities to manage and suppress fires of all

types, kinds, and complexities while protecting the lives, property, and the environment in the affected
area.

Priority to build and/or sustain core capability: High Priority

Capability Target
Within 72 hours of an incident, conduct firefighting operations to suppress and extinguish 250 fires.

Additional context necessary to understanding the capability target
Oregon has 316 fire agencies, some full time paid staff and others completely volunteer. Many paid
fire management professionals also volunteer at numerous fire departments. Additionally, fire
suppression tactics require teams or “buddy system” units. This target assumes a decrease of 40% of
fire suppression personnel as a result of infrastructure damages, duplicate response responsibilities
and volunteer willingness to respond; roughly 150 functional response units. Shaking will likely cause
broken water lines and damage to fire suppression equipment. This will significantly decrease
response capability as water resources are depleted. This target assumes all response units could
suppress at least one fire and 60% of those response units could potentially suppress multiple fires.
Without fire suppression activity, a typical structure fire will burn out in approximately 2 hours. It is
assumed most fires following a Cascadia Subduction Zone will burn out prior to fire resources
mobilizing to respond. Shaking will likely cause broken water lines and damage to fire suppression
equipment. This will significantly decrease response capability. Mobilization of resources will focus on
larger conflagrations spreading from structure to structure and tactics will focus on decreasing
exposure rather than structural protection.

Estimate of Current Capability

Within 72 hours of an incident, conduct firefighting operations to suppress and extinguish 200 fires.

Quantitative Capability Assessment

Estimated -
Current Capability

Target Lost Sustained | Built Eerseloifins Gap

(#) fires 250 200 50

Capability | Capability Capability | Capability

Metric

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

| | | | |
42% 37% 35% 35% 35%
23% 26% 21% 26% 23%
28% 30% 28% 28% 33%
47%
| 37% 40% 37% 40% 35%
| s am s aw o
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Logistics and Supply Chain Management

Description
Deliver essential commodities, equipment, and services in support of impacted communities and

survivors, to include emergency power and fuel support, as well as the coordination of access to
community staples. Synchronize logistics capabilities and enable the restoration of impacted supply
chains.

Priority to build and/or sustain core capability: High Priority

Capability Target
Within 7 days of an incident, identify and mobilize life-sustaining commodities, resources, and
services to 169,000 people requiring shelter and 389,000 people requiring food and water. Maintain
distribution system for 18 months.

Additional context necessary to understanding the capability target
Oregon has an established system for identifying vendors and available resources through the Oregon
Procurement Information Network (ORPIN). ORPIN is an electronic system that may not be accessible
immediately following a Cascadia Subduction Zone earthquake and tsunami. Additionally, a majority
of the listed vendors in ORPIN are based in the Pacific Northwest. Under steady state conditions,
utilizing local vendors is the most cost-effective option, but the majority of vendors in ORPIN will likely
all be impacted by the earthquake and tsunami. Following a Cascadia event, new contracts with
vendors outside the Pacific Northwest will need to be established, increasing the length of time to
order and receive resources. Most vendors maintain only a “just in time” inventory. Given the severity
of damages and the number of people requiring resources, Oregon will likely need to go to multiple
vendors for the same resource in order to procure the amount necessary. However, Oregon will not
be the only impacted state and other states will also need the same resources from vendors outside
of the Pacific Northwest.

Estimate of Current Capability
Within 7 days of an incident, identify and mobilize life-sustaining commodities, resources, and
services to 27,800 people requiring shelter and 64,600 people requiring food and water. Maintain
distribution system for 18 months.

Quantitative Capability Assessment

Estimated -
Fa— Capability

Target Lost Sustained | Built Eerseloifins Gap

Capability | Capability Capability | Capability

Metric

(#) people requiring
shelter

(#) people requiring
food and water

169,000 27,800 141,200

389,000 64,600 324,400

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

2018 THIRA For Official Use Only 36



Logistics and Supply Chain Management Planning  Organization Equipment Training Exercise
Access to community staples
Donation management
Emergency power provision
Fire response

Fuel support
Other (use 'gaps' space provided below to elaborate)‘ 21% 23% 23%
Resource delivery
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Mass Care Services

Description
Provide life-sustaining and human services to the affected population, to include hydration, feeding,

sheltering, temporary housing, evacuee support, reunification, and distribution of emergency supplies.

Priority to build and/or sustain core capability: Medium Priority

Capability Target
Within 14 days of an incident, provide emergency sheltering, food, and water for 169,500 people
requiring shelter and 389,000 people requiring food and water, including 24,400 people with access
and functional needs (requiring accessible shelter) and 56,000 people with access and functional
needs (requiring food and water), and 61,700 animals requiring shelter, food, and water. Maintain for
6 months.

Additional context necessary to understanding the capability target

Estimate of Current Capability
Within 14 days of an incident, provide emergency sheltering, food, and water for 27,800 people
requiring shelter and 64,600 people requiring food and water, including 4000 people with access and
functional needs (requiring accessible shelter) and 9,300 people with access and functional needs
(requiring food and water), and 9,900 animals requiring shelter, food, and water. Maintain for 6
months.

Quantitative Capability Assessment

Estimated

Fa— Capability

Metric Capability | Capability Capability | Capability

Target Lost Sustained | Built Eerseloifins Gap

(#) people requiring
shelter

(#) people requiring
food and water

(#) people with access
and functional needs
(requiring accessible
shelter)

(#) people with access
and functional needs
(requiring food and
water)

(#) animals requiring
shelter, food and water

169,500 27,800 141,700

389,000 64,600 324,400

24,400 4,000 20,400

56,000 9,300 46,700

61,700 9,900 51,800
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Capability Target 2
Within 3 months of an incident, move 240,000 people requiring temporary, non-congregate housing,
including 34,600 people with access and functional needs (requiring accessible, temporary, non-
congregate housing), from congregate care to temporary housing.

Additional context necessary to understanding the capability target

Estimate of Current Capability
Within 3 months of an incident, move 48,000 people requiring temporary, non-congregate housing,
including 7,000 people with access and functional needs (requiring accessible, temporary, non-
congregate housing), from congregate care to temporary housing.

Quantitative Capability Assessment

Estimated

C bilit
Current apabiiity

Metric Capability | Capability Capability | Capability

Target Lost Sustained | Built Capability Gap

(#) people requiring

temporary non- 240,000 34,600
congregate housing

(#) people with access

and functional needs

(requiring accessible, 48,000 7,000
temporary non-

congregate housing)

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Mass Care Services Planning  Organization Equipment Training Exercise

Ensuring access

Family reunification

Feeding
Hydration 33%

Other (please use 'gaps' space below to elaborate)‘ 28% 26% 26%
Pets 33%
Relocation assistance

Resource distribution
Sheltering
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Mass Search and Rescue Operations

Description
Deliver traditional and atypical search and rescue capabilities, including personnel, services, animals,

and assets to survivors in need, with the goal of saving the greatest number of endangered lives in the
shortest time possible.

Priority to build and/or sustain core capability: Medium Priority

Capability Target 2
Within 2 weeks of an incident, conduct search and rescue operations for 2,000 people requiring
rescue.

Additional context necessary to understanding the capability target
Majority of Search and Rescue teams in Oregon are volunteer. As such, during a Cascadia Subduction
Zone earthquake and tsunami, the first priority of the volunteers will likely be to take care of their
families before reporting to work. This will cause an initial delay in the ability to conduct SAR
operations. Secondarily, the most common forms of mobilization are motorized vehicles. Given the
significant impact to transportation and critical infrastructure, most common types of rescue
operations will not be viable. Roads will be impassible and fuel will be scarce. Lastly, the ability to
conduct aviation rescue operations will also be severely impacted. Coastal SAR aviation assets belong
to the US Coast Guard. Unless assets are already in the air or at sea, the tsunami will damage or
destroy a majority of their equipment and facilities. Inland SAR aviation assets will be dependent on
the Oregon Army National Guard, and the earthquake aftermath condition of their equipment and
facilities to conduct SAR operations in a post CSZ event environment. Annually, Oregon conducts
approximately 1100 SAR missions resulting in approximately 800 saves. The other 300 self-rescued.
These are primarily wilderness search and rescue. In an earthquake the majority of individuals
requiring rescue will be in an urban environment. For most of Oregon, with the exception of the City
of Portland and Multnomah County, SAR volunteers have minimal urban search and rescue training
and experience.

Estimate of Current Capability
Within 2 weeks of an incident, conduct search and rescue operations for 1,000 people requiring
rescue.

Quantitative Capability Assessment

Estimated -
Current Capability

Target Lost Sustained | Built Sl Gap

Capability | Capability Capability | Capability

Metric

(#) people requiring

2,000 1,000 1,000
rescue

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
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Mass Search and Rescue Operations Planning  Organization Equipment Training Exercise
Community-based search and rescue support

o] 21% 23% 23%

Rescue operations
Search operations
Specialized operations

Synchronizing operations
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On-Scene Security, Protection and Law Enforcement

Description
Ensure a safe and secure environment through law enforcement and related security and protection

operations for people and communities located within affected areas and also for response personnel
engaged in lifesaving and life-sustaining operations.

Priority to build and/or sustain core capability: Medium Priority

Capability Target 2
Within 7 days of an incident, provide security and law enforcement services to protect emergency
responders and 2,072,500 people affected.

Additional context necessary to understanding the capability target
Determining the number of law enforcement officers needed to provide safety and security is a
complicated process without a disaster situation. Identifying law enforcement staffing levels is based
on local resources, response time, crime level and requests for service. There is no generally accepted
ratio of law enforcement to population, or in this case, people affected. Throughout Oregon there are
currently 5500 Law Enforcement Officers registered through the Department of Public Safety
Standards and Training (DPSST). This includes city, county, university, state and tribal police
professionals who are required to be certified by DPSST as a law enforcement officer. Based on
national averages, the goal ratio used is 1 Officer: 500 citizens. For Oregon this would be 8290
officers: 4,143,000 citizens. Following a Cascadia Subduction Zone Event, family emergencies, injuries
and damage to infrastructure will cause a decrease in response capacity. For this target approximately
50% lost capacity is anticipated.

Estimate of Current Capability
Within 7 days of an incident, provide security and law enforcement services to protect emergency
responders and 1,375,000 people affected.

Quantitative Capability Assessment

Estimated -
Current Capability

Target Lost Sustained | Built Sl Gap

(#) people affected 2,072,500 1,375,000

Capability | Capability Capability | Capability

Metric

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

47% 47%
21% 21% 21% 23% 23%
44% 42% 47% 42% 44%
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Operational Communications

Description
Ensure the capacity for timely communications in support of security, situational awareness, and

operations by any and all means available, among and between affected communities in the impact area
and all response forces.

Priority to build and/or sustain core capability: High Priority

Capability Target 2
Within 6 hours of an incident, establish interoperable communications across 35 jurisdictions affected
and with 29 partner organizations involved in incident management. Maintain for 18 months.

Additional context necessary to understanding the capability target
The Cascadia Subduction Zone earthquake and tsunami will have significant impact on traditional
communication methods. Initial interoperable communications will rely heavily on radio
communications. The capability target focuses on establishing communications with 75% of county
and tribal organizations and 75% of the Oregon Emergency Response System Council organizations
solely using radio communications. Based on the Cascadia scenario, these numbers assume ability to
establish communications with all jurisdictions east of the Cascades and most within the Willamette
Valley. A large number of partner organizations also have back up radio communications and are
located in a close vicinity to Oregon Emergency Management.

Currently, Oregon Office of Emergency Management has approximately 6 licensed radio operators.
Licensure is required to utilize amateur radio frequencies. The majority of OEM'’s licensed operators
are volunteer, and throughout Oregon, the majority of operators are volunteer. Radio
communications require an operator on both ends to facilitate communications. Given the severity of
infrastructure damages there will be a delay when radio operators will be able and willing to report to
Emergency Operations Centers. During normal operations, OEM can send approximately 30 radio
messages every hour (assuming frequencies, bandwidth and volunteers are available). During disaster
operations there is no way to designate emergency communications or take precedence over other
messages and there will likely be an increase in attempts to send messages. Assuming OEM will have
half its normal capacity, we assume we can send approximately 10 messages an hour.

Estimate of Current Capability
Within 6 hours of an incident, establish interoperable communications across 25 jurisdictions affected

and with 19 partner organizations involved in incident management. Maintain for 18 months.

Quantitative Capability Assessment

Estimated

Current Capability

Metric Capability | Capability Capability | Capability

L i Bui
Target ost Sustained uilt el Gap

(#) jurisdictions
affected

(#) partner
organizations

35 25 10

29 19 10

SPR Other Functional Areas
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Percentage of respondents that identified a gap in the core capability functional area.
Operational Communications Planning  Organization Equipment Training Exercise
Communication between responders and the affected population

Data communication

Interoperable communications between responders

Other (use 'gaps' space below to elaborate)‘ 16% 21% 21%
Re-establishing communications infrastructure

Voice communications
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Public Health, Healthcare and Emergency Medical Services

Description
Provide lifesaving medical treatment via Emergency Medical Services and related operations and avoid

additional disease and injury by providing targeted public health, medical, and behavioral health
support, and products to all affected populations.

Priority to build and/or sustain core capability: High Priority

Capability Target 2
Within 5 days of an incident, complete triage, begin definitive medical treatment, and transfer to an
appropriate facility 4900 (30%) people requiring medical care.

Additional context necessary to understanding the capability target
A Cascadia Subduction Zone earthquake and Tsunami will severely damage public health, healthcare
and emergency medical services capabilities. Triage of affected individuals and hospitals will be an on-
going process. Aftershocks will require re-assessments of both injuries and hospital capabilities. For
our purposes, complete triage in 5 days means making contact with affected hospitals and
determining level of capability at a state level. Locally, triage and definitive care will begin
immediately following the shaking. The number of persons requiring transfer to a medical facility is
based on an assumed capacity post event, 60% of hospitals are able to take patients and provide care.
On a normal day, Oregon has 60 hospitals that can provide medical care to 7327 people (based on
hospital bed and surge capacity). The overall capacity is based an assumption that Eastern hospitals
will have 90% capacity, valley hospitals will have 60% capacity and coastal hospitals will have 5%
capacity.

Estimate of Current Capability
Within 5 days of an incident, complete triage, begin definitive medical treatment, and transfer to an
appropriate facility 1300 (8%) people requiring medical care.

Quantitative Capability Assessment

Estimated -
Current Capability

Target Lost Sustained | Built Sl Gap
(#) p.eople requiring 35 55 10
medical care

Capability | Capability Capability | Capability

Metric

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

|| || | ||

40% 33% 37% 33% 35%
4a1% | 60%  49% 44%

37% 40% 28% 37% 26%
40% 35% 37% 28% 28%
33% 26% 37% 33% 37%
44% 44%

23% 21% 21% 23% 28%
40% 47% 40% 35% 37%
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Situational Assessment

Description
Provide all decision makers with decision-relevant information regarding the nature and extent of the

hazard, any cascading effects, and the status of the response.

Priority to build and/or sustain core capability: High Priority

Capability Target 2
Within 5 days of an incident, complete triage, begin definitive medical treatment, and transfer to an
appropriate facility 4900 (30%) people requiring medical care.

Additional context necessary to understanding the capability target
A Cascadia Subduction Zone earthquake and Tsunami will severely damage public health, healthcare
and emergency medical services capabilities. Triage of affected individuals and hospitals will be an on-
going process. Aftershocks will require re-assessments of both injuries and hospital capabilities. For
our purposes, complete triage in 5 days means making contact with affected hospitals and
determining level of capability at a state level. Locally, triage and definitive care will begin
immediately following the shaking. The number of persons requiring transfer to a medical facility is
based on an assumed capacity post event, 60% of hospitals are able to take patients and provide care.
On a normal day, Oregon has 60 hospitals that can provide medical care to 7327 people (based on
hospital bed and surge capacity). The overall capacity is based an assumption that Eastern hospitals
will have 90% capacity, valley hospitals will have 60% capacity and coastal hospitals will have 5%
capacity.

Estimate of Current Capability
Within 5 days of an incident, complete triage, begin definitive medical treatment, and transfer to an

appropriate facility 1300 (8%) people requiring medical care.

Quantitative Capability Assessment

Estimated
Current
Capability

Capability | Capability Capability | Capability Capability

Metric

Target Lost Sustained | Built

(#) p.eople requiring 35 55 10
medical care

SPR Other Functional Areas

Percentage of respondents that identified a gap in the core capability functional area.

| |
44% 37% 42%
44% 44%
44%
| 21% 26% 23% 21% 23%
37%
47%
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Infrastructure Systems

Description

Stabilize critical infrastructure functions, minimize health and safety threats, and efficiently restore and
revitalize systems and services to support a viable, resilient community.

Priority to build and/or sustain core capability: High Priority

Capability Target

Within 1 month of an incident, restore service to 364,000 customers (without water service).

Additional context necessary to understanding the capability target
The Cascadia Subduction Zone earthquake scenario presents significant hardship on response ability.
The capability target was selected based on restoring 25% of the total estimated impact. The ability to
restore water pipelines will be hindered not only by the earthquake but subsequent aftershocks, as
piping cannot be laid in shaking ground.

Estimate of Current Capability

Within 1 month of an incident, restore service to 29,000 customers (without water service).

Quantitative Capability Assessment

Estimated -
e— Capability

Target Lost Sustained | Built Capability Gap

Capability | Capability Capability | Capability

Metric

(#) customers (without - 5o 5, 29,000 335,000
water service)

Capability Target 2

Within 1 month of an incident, restore service to 364,000 customers (without wastewater service).

Additional context necessary to understanding the capability target
The Cascadia Subduction Zone earthquake scenario presents significant hardship on response ability.
The capability target was selected based on restoring 25% of the total estimated impact. The ability to
restore water pipelines will be hindered not only by the earthquake but subsequent aftershocks, as
piping cannot be laid in shaking ground. Traditional mutual aid will not be feasible as all areas that
typically provide equipment and crews will also be affected. Mutual aid will come from a farther
distance requiring longer outages. Additionally, depending on the extent of damages to the
infrastructure and geography, some areas will require new equipment which will require contracts to
have them built rather than repaired.

Estimate of Current Capability

Within 1 month of an incident, restore service to 29,000 customers (without wastewater service).

Quantitative Capability Assessment
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Estimated -
e — Capability

Target Lost Sustained | Built Capability Gap

Capability | Capability Capability | Capability

Metric

(#) customers (without 3¢, 29,000 335,000

wastewater service)

Capability Target 3
Within 1 month of an incident, restore service to 898,000 customers (without communication
service).

Additional context necessary to understanding the capability target
Traditional mutual aid will not be feasible as all areas that typically provide equipment and crews will
also be affected. Mutual aid will come from a farther distance requiring longer outages. Additionally,
depending on the extent of damages to the infrastructure and geography, some areas will require
new equipment which will require contracts to have them built rather than repaired.

Estimate of Current Capability

Within 1 month of an incident, restore service to 72,000 customers (without communication service).

Quantitative Capability Assessment

Estimated -
e— Capability

Target Lost Sustained | Built Capability Gap

Capability | Capability Capability | Capability

Metric

(#) customers (without
communication 898,000 72,000 826,000
service)

Capability Target 4

Within 1 month of an incident, restore service to 441,000 customers (without power service).

Additional context necessary to understanding the capability target
Traditional mutual aid will not be feasible as all areas that typically provide equipment and crews will
also be affected. Mutual aid will come from a farther distance requiring longer outages. Additionally,
depending on the extent of damages to the infrastructure and geography, some areas will require
new equipment (ex: transformers) which will require contracts to have them built rather than
repaired.

Estimate of Current Capability

Within 1 month of an incident, restore service to 35,000 customers (without power service).

Quantitative Capability Assessment

Esti
Capability | Capability Capability | Capability Cztrl:z:fced Capability

e Target Lost Sustained | Built CEY

Capability
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(#) customers (without ) 5 35,000 406,000
power service)

SPR Other Functional Areas

Percentage of respondents that identified a gap in the core capability functional area.
Infrastructure Systems Planning  Organization Equipment Training Exercise

Communication systems
Dams and flood control‘ 19% 16% 21% 23%
Food production and delivery
Government facilities
Heating fuel provision
Hospitals
Infrastructure site assessments

Other (please use 'gaps' space below to elaborate)‘ 21% 19%

Power restoration

Public recreation facilities
Public safety facilities
Sanitation

Transportation infrastructure
Water treatment and provision
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Economic Recovery
Description

Return economic and business activities (including food and agriculture) to a healthy state and develop
new business and employment opportunities that result in an economically viable community.

Priority to build and/or sustain core capability: Medium Priority

Capability Target

Within 5 years of an incident, reopen 10,000 businesses closed due to the incident.

Additional context necessary to understanding the capability target

Estimate of Current Capability

Within 5 years of an incident, reopen 1,000 businesses closed due to the incident.

Quantitative Capability Assessment

Capability | Capability Capability | Capability Eztrlrrzzied Capability

Target Lost Sustained | Built Capability Gap

(#) businesses closed 10,000 1,000 9,000

Metric

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Economic Recovery Planning  Organization Equipment Training Exercise

Developing recovery objectives

Developing the workforce

Disseminating information

Economic impact assessments

Incentivizing entrepreneurial and business development
Management planning

Other (please use 'gaps' space below to elaborate)‘ 26% 28% 26%

Reopening businesses
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Health and Social Services

Description
Restore and improve health and social services capabilities and networks to promote the resilience,

independence, health (including behavioral health), and well-being of the whole community.
Priority to build and/or sustain core capability: Medium Priority

Capability Target
Within 6 months of an incident, restore functions at 3000 affected healthcare facilities and social
service organizations.

Additional context necessary to understanding the capability target

Estimate of Current Capability
Within 6 months of an incident, restore functions at 2412 affected healthcare facilities and social
service organizations.

Quantitative Capability Assessment

Estimated
C bilit
Current apabiiity

Target Lost Sustained | Built Capability Gap

Capability | Capability Capability | Capability

Metric

(#) affected healthcare

e 3000 2412 588
facilities

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.
Health and Social Services Planning  Organization Equipment Training Exercise
Behavioral health

Determining health and social needs
Ensuring access

Environmental health

Food safety

Health assessment

Healthcare facilities and coalitions ‘

Medical products and services

Other (please use 'gaps' space below to elaborate) 28% 28%
Public awareness 30%
Public health measures
Response and recovery worker health

School impacts
Social services
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Housing

Description
Implement housing solutions that effectively support the needs of the whole community and contribute

to its sustainability and resilience.

Priority to build and/or sustain core capability: Medium Priority

Capability Target
Within 3 years of an incident, 400,000 people requiring long-term housing, including 57,600 people
with access and functional needs (requiring accessible long-term housing), find and secure long-term
housing.

Additional context necessary to understanding the capability target

Estimate of Current Capability
Within 3 years of an incident, 80,000 people requiring long-term housing, including 11,520 people
with access and functional needs (requiring accessible long-term housing), find and secure long-term
housing.

Quantitative Capability Assessment

e
Capability | Capability Capability | Capability Cs:r'rn;?;ed Capability

Target Lost Sustained | Built Eerseloifies (CEo)

Metric

(#) people requiring

. 400,000 80,000 320,000
long-term housing
(#) people with access
and functional needs 57,600 11,520 46,080

(requiring accessible
long-term housing)

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

| 19% 16% 21% 23% 26%
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Natural and Cultural Resources

Description

Protect natural and cultural resources and historic properties through appropriate planning, mitigation,
response, and recovery actions to preserve, conserve, rehabilitate, and restore them consistent with
post-disaster community priorities and best practices and in compliance with applicable environmental
and historic preservation laws and executive orders.

Priority to build and/or sustain core capability: Low Priority

Capability Target
Within 18 months of an incident, restore 16,000 damaged natural and cultural resources and historic
properties registered in the jurisdiction.

Additional context necessary to understanding the capability target
There is no current accepted definition of a natural or cultural resource in Oregon. This target
accounts for prehistoric and historic period sites, museums, individual properties and natural
resources.

Estimate of Current Capability
Within 18 months of an incident, restore 160 damaged natural and cultural resources and historic
properties registered in the jurisdiction.

Quantitative Capability Assessment

Estimated -
Current Capability

T L i Buil
arget ost Sustained uilt Capability Gap

Capability | Capability Capability | Capability

Metric

(#) damaged natural

16,000 160 15,840
and cultural resources

SPR Other Functional Areas
Percentage of respondents that identified a gap in the core capability functional area.

| 28% 33% 28% 30% 30%

2018 THIRA For Official Use Only 53



Appendices
Appendix A — SPR Heat Map

2018 THIRA

For Official Use Only

54



SPR Heat Map

c
'% 5 o | AVERAGE
CORE CAPABILITY N £ b PRIORITY
= S S CAPABILITY
oo =] (]
o | & b
Fire Management and Suppression |3.50(3.50|3.00(3.50|3.00 3.3 High
Public Information and Warning|3.00|3.00{3.50{3.00|3.00 3.1 High
Operational Communications|3.00(3.00{2.50|3.00(3.00 2.9 High
Planning|2.50(3.00|2.50|3.00(3.00 2.8 High
Operational Coordination|2.50(2.50(2.50|2.50(2.50 2.5 High
Community Resilience|2.50|2.50(2.50|2.50|2.50 2.5 High
Threat and Hazard Identification |2.50(2.50|2.50|2.50(2.50 2.5 Medium
Intelligence and Information Sharing|2.50|2.50 2.4 Medium
ic Health, Healthcare, and Emergency Medical Services|2.50|2.50 2.4 High
Access Control and Identity Verification|2.50|2.50 2.3 Medium
Cybersecurity|2.50|2.50(2.50 2.3 Medium
Critical Transportation 2.3 High
Situational Assessment 2.3 High
Mass Search and Rescue Operations 2.2 Medium

Medium
Medium
Medium
Medium

Health and Social Services
Interdiction and Disruption
Risk and Disaster Resilience Assessment |2.50
Environmental Response/Health and Safety
On-Scene Security, Protection, and Law Enforcement
Forensics and Attribution
sk Management for Protection Programs and Activities
Infrastructure Systems
Long-term Vulnerability Reduction
Mass Care Services
Physical Protective Measures
Logistics and Supply Chain Management
Screening, Search, and Detection
Housing
Natural and Cultural Resources
Economic Recovery
Supply Chain Integrity and Security
Fatality Management Services
Capability Estimation Rating Scale: a scale from 1 - 5, with 1 indicating no/minimal capability and 5
indicating full capability.
Rating Scale Color Key: [[llIT2Y : 2 B0
Capability Estimation Average: the mean of POETE scores for the particular core capability.
Priority: the priority of the core capability, relative to other core capabilities (e.g. High, Medium, Low).

Medium

Medium

Medium
Medium
Medium
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