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The 2024 Public Private Partnership Security and 

Resilience Seminar Series is sponsored by the 

Idaho Office of Emergency Management. In 

collaboration with volunteer speakers and local, state, 

and federal partners including the Oregon Department 

of Emergency Management, Cybersecurity and 

Infrastructure Security Agency, and Albertsons 

Companies.
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AGENDA
❑ Introductions and 

Housekeeping
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❑ Q&A

❑ Session Wrap Up

The Community Lifeline Status System (CLSS) is a 

DHS S&T funded, no-cost tool that operationalizes FEMA’s 

Community Lifeline construct, built on Esri, available to all 

State, Tribal, Territorial, and local emergency management 

agencies in early 2025. 

Scan the QR code to register for the 

Back-to-Basics Webinar on November 13, 3pm ET/ 
12pm PT.

G&H Resource Spotlight



Agenda

Session 4: Emerging Cybersecurity Threats

• Welcome & Housekeeping

• Speakers

• Q&A

• Closing



Learning Outcomes

• Understand the risks of malicious AI: Identify and explain the three tiers of malicious AI, 
including generative AI, adaptive malware, and nation-state AI use.

• Recognize the potential impact of AI on cybersecurity: Learn how AI is used in offensive 
and defensive cybersecurity operations, including the role of autonomous AI tools.

• Identify key strategies for mitigating AI threats: Gain insights into the rules, policies, 
and guidelines necessary to mitigate misinformation, privacy, and security threats from 
malicious AI.

• Assess the implications of generative AI in workplace operations: Explore the evolving 
capabilities of generative AI in professional environments and its potential impact on job 
roles, decision-making, and trust.

Session 4: Emerging Cybersecurity Threats



Housekeeping
▪ Cameras and microphones are disabled.

▪ Please use the Q&A feature in the upper right 

corner of your page.

▪ If you encounter connectivity issues with 

Teams Live, try refreshing or restarting your 

browser or Teams App.

▪ At the session's end, there will be an 

evaluation to gather your feedback which is 

crucial to us for improving future sessions.

▪ After the session, you may complete the 

Knowledge Assessment for IACET CEUs.

▪ Recordings of this session will be available for 

playback following the event.



IACET CEUs

• G&H is accredited by the International Accreditors for Continuing Education and Training (IACET) 

and offers IACET Continuing Education Units (CEUs) for its learning events that comply with the 

ANSI/IACET Continuing Education and Training Standard.  IACET is recognized internationally as a 

standard development organization and accrediting body that promotes quality of continuing 

education and training.

• IACET CEUs are earned by attending the entirety of a session and achieving a 70% or higher score 

on a post-webinar Knowledge Assessment. For every 10-hours of in-person or virtual classroom time, 

a learner can earn 1 IACET CEU.

• For questions about the IACET CEU process, please contact G&H at training@ghinternational.com or 

+1 202-955-9505.

• For additional information about IACET or the ANSI/IACET Continuing Education and Training 

Standard, please contact IACET directly at info@iacet.org.

mailto:training@ghinternational.com
mailto:info@iacet.org


G&H Policy

G&H Proprietary Interest Policy requires instructors to disclose any vested interests in 
products or materials used in the learning event, including royalties or profits from 
endorsements. Contact G&H with concerns about policy compliance.

G&H Anti-Discrimination Policy ensures a learning environment free from sexual or 
any form of unlawful harassment or discrimination. Contact us directly with any 
concerns about policy breaches. G&H is eager to collaborate with you in Continuing 
Education and Training with IACET/CEUs.

If there are any breaches of either policy, please contact G&H at
training@ghinternational.com or +1 202-955-9505.

mailto:training@ghinternational.com
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2024 PUBLIC-PRIVATE PARTNERSHIP SECURITY 
AND RESILIENCE SEMINAR SERIES
Emerging Cybersecurity Threats: Preparing for the Malicious 
Use of Artificial Intelligence

OCTOBER 10, 2024

SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST

LEGISLATIVE FISCAL OFFICE



GenAI is an 
Evolving Capability 
for Government 
Service Delivery.

GenAI will change how 
we work, find 
information, and 
communicate.

https://www.govtech.com/opinion/is-ai-the-answer-to-a-better-government-experience
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What is 
Generative AI?
Generative AI refers to a 
category of artificial intelligence 
(AI) algorithms that generate 
new outputs based on the data 
they have been trained on.
Unlike traditional AI systems 
that are designed to recognize 
patterns and make predictions, 
generative AI creates new 
content in the form of images, 
text, audio, and more.

Used with permission from Deloitte Consulting

OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST 1
3



What is 
Generative AI?

A subset of artificial intelligence 
focused on the ability of 
machines to create outputs 
across various modalities

Text Generation

Prompt: Explain to my 
colleagues the business impact 
of generative AI in 50 words

Image Generation

Prompt: A bowl of soup 
that is a portal to another 
dimension as digital art

Code Generation

Prompt: In python, code a 
program that predicts the 
likelihood of customer 
conversion

EXAM PLE MODALIT IES 

Audio Generation

Prompt: Play ‘we have to 
reduce the number of 
plastic bags’ in a sleepy 
tone

Video Generation

Prompt: A teddy bear 
painting a portrait

Used with permission from Deloitte Consulting
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Standalone AI

Generative AI existing 
as a standalone 

application.

Examples: 
OpenAI’s ChatGPT, 
Google Gemini, Bing

Copilot

Embedded AI

Generative AI 
integrated within the 

application layer.

OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST 1
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Examples: Google Gemini 
(within Google 

Workspace), Co-pilot 
(within Microsoft's O365), 

watsonx, etc.

Abstracted AI

Generative AI on the edge of 
the consumer experience, 
where users interact with 
edge AI bots that abstract 

other AI experiences.

Examples: SiriGPT, 
Google Assistant GPT

Autonomous AI

AI operates autonomously 
based on a goal or

pre-defined set of needs 
to complete tasks, 

functions, etc.

Examples: Agent AI, 
AutoGPT

Source: Dustin Haisler / CDG (October 2023)

Generative AI Evolution

Used with permission from Center for Digital Government/Center for Public Sector AI



Used with permission from Deloitte Consulting
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Whether we like it or not, 
GenAI is here to stay.
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75% of U.S. knowledge 
workers said they

use generative AI at 
work.

Source:https://www.microsoft.com/en-us/worklab/work-trend-index/ai-at-work-is-
here-now-comes-the-hard-part/

2024 WORK TREND INDEX ANNUAL REPORT (MICROSOFT & LINKEDIN)

http://www.microsoft.com/en-us/worklab/work-trend-index/ai-at-work-is-


National 
Conference of 
State Legislatures 
(NCSL)

Task Force on Artificial Intelligence, 
Cybersecurity and Privacy

https://www.ncsl.org/in-dc/task-
forces/task-force-on-artificial-intelligence-
cybersecurity-and-privacy

Contact:

Heather Morton, NCSL 

heather.morton@ncsl.org

303-856-1475

8

Artificial Intelligence – 2023 Legislation (as of January 12, 2024)
https://www.ncsl.org/technology-and-communication/artificial-intelligence-2023-legislation

• In the 2023 legislative session, at least 25 states, Puerto Rico and the 
District of Columbia introduced artificial intelligence bills, and 18 
states and Puerto Rico adopted resolutions or enacted legislation

Source: National Conference of State Legislatures

Used with permission from Center for Digital Government/Center for Public Sector AI
Used with permission from Center for Digital Government/Center for Public Sector AI
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https://www.ncsl.org/in-dc/task-forces/task-force-on-artificial-intelligence-cybersecurity-and-privacy
https://www.ncsl.org/in-dc/task-forces/task-force-on-artificial-intelligence-cybersecurity-and-privacy
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STATE AI LEGISLATION BREAKDOWN FOR 2023

13
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9

3
2

1

AI taskforce or 

comission
AI policy AI office or 

department
Biometrics ban Commitment to 

safe AI

Used with permission from Center for Digital Government/Center for Public Sector AI



National 
Conference of 
State Legislatures 
(NCSL)

Task Force on Artificial Intelligence, 
Cybersecurity and Privacy

https://www.ncsl.org/in-dc/task-
forces/task-force-on-artificial-intelligence-
cybersecurity-and-privacy

Contact:

Heather Morton, NCSL 

heather.morton@ncsl.org

303-856-1475

Artificial Intelligence – 2024 Legislation (as of June 3, 2024)
https://www.ncsl.org/technology-and-communication/artificial-intelligence-2024-legislation

• In the 2024 legislative session, at least 45 states, Puerto Rico, the 
Virgin Islands and Washington, D.C., introduced over 400 AI bills, and 
31 states, Puerto Rico and the Virgin Islands adopted resolutions or 
enacted legislation.
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https://www.ncsl.org/in-dc/task-forces/task-force-on-artificial-intelligence-cybersecurity-and-privacy
https://www.ncsl.org/in-dc/task-forces/task-force-on-artificial-intelligence-cybersecurity-and-privacy
https://www.ncsl.org/in-dc/task-forces/task-force-on-artificial-intelligence-cybersecurity-and-privacy
mailto:heather.morton@ncsl.org
https://www.ncsl.org/technology-and-communication/artificial-intelligence-2024-legislation


2024 STATE GOVERNMENT AI LEGISLATION BY TOPIC/CATEGORY
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2024 State Government AI Legislation
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According to National Conference of State Legislatures data, over 400 AI bills have been introduced during 2024 
legislative sessions. Of the 55 bills passed as of July 2024, they primarily imposed restrictions and disclosure 
requirements on deepfakes in elections and explicit content or create AI study committees or working groups.

Used with permission from Deloitte Consulting



https://olis.oregonlegislature.gov/liz/2024R1/Measures/Overview/HB4153

OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST 23

https://olis.oregonlegislature.gov/liz/2023I1/Committees/JTFAI/Overview

State of Oregon - 2024 Legislation: Taskforce on AI

https://olis.oregonlegislature.gov/liz/2024R1/Measures/Overview/HB4153
https://olis.oregonlegislature.gov/liz/2023I1/Committees/JTFAI/Overview


https://www.oregon.gov/gov/eo/eo-23-26.pdf
https://www.oregon.gov/eis/pages/ai-advisory-council.aspx

State of Oregon - 2023 Executive Order
State Government AI Advisory Council

OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST 24

https://www.oregon.gov/gov/eo/eo-23-26.pdf
https://www.oregon.gov/eis/pages/ai-advisory-council.aspx


Used with permission from Deloitte Consulting
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AI-Use Cases in Public Safety and Emergency 
Management - Examples
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▪ Predictive Analytics for Disaster Response

▪ Crime Prediction Models

▪ Public Safety Monitoring

▪ Natural Language Processing for 911 calls

▪ Drone and Satellite Image Analysis

▪ Resource Allocation Optimization

▪ AI-based Fire Detection

▪ Fire Perimeter/Spread Prediction Models

▪ AI in Drones/Robotics for Search and Rescue

▪ Cybersecurity for Critical Infrastructure

▪ Threat Detection during Public Events and 
Mass Gatherings

▪ Evacuation and Traffic Management

▪ Pandemic and Public Health Emergency 
Response
o AI for Disease Outbreak Prediction

o Tracking and Quarantine Enforcement

▪ Public Safety Decision Support

▪ Crisis Communication Bots



U.S. Government
Using AI to Better
Serve the Public
Federal Government Uses of AI

Use Case Repository 

https://ai.gov/ai-use-cases/

Over 700 Use Cases as of 
September 2023
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U.S. Government
Using AI to Better
Serve the Public
Federal Government Uses of AI

Use Case Repository 

https://ai.gov/ai-use-cases/

Over 700 Use Cases as of 
September 2023
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U.S. Government
Using AI to Better
Serve the Public
Federal Government Uses of AI

Use Case Repository 

https://ai.gov/ai-use-cases/

Over 700 Use Cases as of 
September 2023

---------- Continued -----------
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U.S. Government
Using AI to Better
Serve the Public
Federal Government Uses of AI

Use Case Repository 

https://ai.gov/ai-use-cases/

Over 700 Use Cases as of 
September 2023

---------- Continued -----------
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https://ai.gov/ai-use-cases/


Used with permission from Center for Digital Government/Center for Public Sector AI
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AI Will Not Be A Separate Product

It Will Be The New Product Experience



Key Questions

OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST 32

• How will the use of AI impact our workforce from a job and skill standpoint?

• Will our employees trust AI enabled tools enough to use them in mission critical activities?

• How will our constituents respond to receiving services digitally via an AI-enabled solution?

• Will AI use create biased, unfair, or inaccurate results or outcomes? How will we mitigate those risks?

• How will data privacy and information security be ensured?

• What policy, regulatory and legal concerns need to be addressed?

• What will the technology acquisition, deployment, maintenance, and support costs be?
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Potential Threats and Concerns Potential Mitigations

Misinformation and Disinformation Rules, Policies and Guidelines – Clear Guidance, Regular Audits

Privacy and Security Data Inventory/Classification, Security/Privacy Controls, Audits

Bias and Fairness Use of Diverse/Representative Datasets, Bias Audits

Transparency, Accountability, and Public Trust Public Consultation, Transparency Initiatives, Explainability and 
Documentation – of Models, Training Data, Training, and 
Decision Making Criteria

Job Displacement Education and Training – AI Literacy, up-skilling, re-skilling, 
career transition support

Ethical Considerations Code of Ethics, Ethics Guidelines, Ethics Committee

Misuse or Dependence on Technology Cross-Disciplinary Governance/Teams, Stakeholder 
Engagement, Human Oversight and Collaboration, Human-in-
the-loop for Decision Making

OREGON LEGISLATIVE FISCAL OFFICE – SEAN MCSPADEN, PRINCIPAL LEGISLATIVE IT ANALYST 34

Potential Threats, Concerns, and Mitigations – Use of AI in the Public Sector



Used with permission from Center for Digital Government/Center for Public Sector AI

WormGPT

The First Non-Ethical 
ChatGPT Alternative.
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The Rise of Malicious-Specific ChatGPT Alternatives - WormGPT



Image Source: https://securityboulevard.com/

Used with permission from Center for Digital Government/Center for Public Sector AI

The Rise of Malicious-Specific ChatGPT Alternatives - FraudGPT

FraudGPT, is a dark web 
tool that can create 
“undetectable malware”, 
uncover websites 
vulnerable to credit card 
fraud, and much more.

FraudGPT Forum Advertisement
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Used with permission from Center for Digital Government/Center for Public Sector AI
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Contact Information
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Sean McSpaden, MBA, PMP, CISM - Principal Legislative IT Analyst 
Administrator - Joint Legislative Committee on Information Management 
and Technology
Phone: 503-986-1835
Email: Sean.L.McSpaden@oregonlegislature.gov

mailto:Sean.L.McSpaden@oregonlegislature.gov
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AI Trajectories – Acceleration to 
Superintelligence and Galactic 
Empire or ... p(Doom) = 100?

Andrew Bochman, 

Senior Grid Strategist 
& Infrastructure 
Defender



Infrastructure Cyber → Cyber & Climate Resilience → ...

Spring 2025



The Two AI Films You Need to See



1968



Hal is an 

AI



Hal says:





AI Terms 

Safety

Guard Rails

AGI and ASI

Foom & p(Doom)

e/acc

d/acc



e/acc vs. 
p(doom)



“In order to spread to the 
stars, the light of 
consciousness/intelligence 
will have to be transduced 
to non-biological 
substrates.”

“You cannot stop the 
acceleration. You might as 
well embrace it.”

– Guillaume Verdon



... much smarter 
than you are, you 
die, and you do not 
get to try again.

– Eliezer Yudkowsky



“The impact of artificial intelligence on cyber offence and defence.” Jason Healey. The Strategist. 18 Oct 2023

DEFENSE OFFENSE



Identification of software 

vulnerabilities at speed and scale

Automatically sort all targets with a specific 

vulnerability or information on a precise target 

AI-AMPLIFIED 

OFFENSE

AI-AMPLIFIED 

DEFENSEVs.



Enter: 

Bad actors



TAIGR will provide the ability to deeply 
evaluate products from suppliers 
currently adding (or considering the 
addition of) generative AI capabilities to 
their product lines:

• Energy Management Systems

• Distribution Management Systems

• Distributed Energy Management

• Systems Supervisory Control and Data 
Acquisition (SCADA) systems

Grid Systems to Be Tested – Pre-Deployment

The TAIGR TeamIn
The TAIGR Team

Introducing the Testbed for AI Grid Risk (TAIGR)



• Prompt engineer

• Psychotherapist

• Domain specialists 

• HR / Diversity officer

• Supplier rep

The TAIGR Team: Prospective Composition
TAIGR Team Composition



• Prompt engineer

• Psychotherapist

• Domain specialists 

• HR / Diversity officer

• Supplier rep

• Hallucinations
• Emergent behaviors
• Adversarial data 

poisoning
• Potential for 

adversarial misuse

The TAIGR Team: Prospective Composition

Looks for:

Red Teaming Interrogation 



4 AI Questions for 
Emergency Managers



1.How do you think AI will change 
your conceptions of security?



2. Are you and your company learning 
about AI fast enough?



3.Do you understand what your AI 
adoption will do to your customers, 
your partners, your supply chain? 



4. Do you understand what your 
customers’, partners’ and supply 
chain partners’ AI adoption ... will 
do to you and your org?



No Further Questions.



Good luck with 
everything andrew.bochman@inl.gov
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Emerging 

Cybersecurity 

Threats: Preparing 

for the Malicious Use 

of Artificial 

Intelligence



2

Your Presenter

• Founder, Critical Insight Inc.

• Founder, PISCES International

• Policy Adviser, WA State Office of the CIO

• Vice-Chair, DHS State, Local, Tribal and 
Territorial Government Coordinating Council

• CISO, City of Seattle

• Managing Consultant, VeriSign Global 
Security

• NASA/JPL Ocean Scientist

https://criticalinsight.com/

Mike Hamilton



Three Tiers of Malicious AI

6
7

• Generative AI – used for designing fraud/phishing messaging, writing code

• Adaptive Malware – AI used to build autonomous malware that can self-modify 

and “make decisions” about compromise strategies

• Nation-state uses – espionage, disinformation, subverting the election process



In 2018, Gartner 

polled their 

members: “Would 

you allow 

technology to 

make a decision 

without human 

oversight?”

6
8



Hype?

Generative artificial intelligence, which can summarize text 

and write software code, makes so many mistakes that it was 

questionable whether it would ever reliably solve complex 

problems.

6
9



70

• AI-Enhanced Phishing Emails

• AI-Assisted Malware Generation

• AI-Generated Scam Websites

• Deepfakes for Account Verification 

Bypass

• AI-Powered Voice Spoofing

• AI-Enhanced One-Time Password 

Bots

What Gen-AI Can Do For Criminals



Artificial intelligence (AI) is computer 
software that mimics human cognitive 
abilities in order to perform complex 
tasks that historically could only be done 
by humans, such as decision
making, data analysis, and language 
translation.

Machine learning (ML): Machine 
learning is a subset of AI in which 
algorithms are trained on data sets to
become machine learning models capable 
of performing specific tasks.

Adjacent: Deep Learning and Natural Language Processing

7
1
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Overtly Malicious Gen-AI

• FraudGPT – for creating cracking tools and phishing

messages: $200/month or $1700/year

• WormGPT: phishing and business email compromise attacks

– trained on a broad set of sources that include those related

to malware

• ChaosGPT – developed using a language model from OpenAI 

Auto-GPT – is planning to eradicate human life and conquer 

the world (per its tweet)
Meanwhile, the creator of FraudGPT has claimed 
loftier potential for their system, suggesting it could 
“create undetectable malware” and find leaks and 
vulnerabilities, as well as crafting text that could be 
used in online scams.



Gen-AI Assisted Scams and Phishing

8

My personal inspiration has been Chuck Feeney, one of the most impactful business leaders of the past 
century. After building his business, Chuck, co-founder of Duty Free Shoppers, founded Atlantic Philanthropies 
and gave away 99% of his over $8B fortune over 40 years.
Chuck, is the blueprint for a successful technology founder to become a “never-billionaire.”

The purpose of this long boring letter to you is very straightforward, Going forward, I decided my philanthropy 
will be more direct, I have directed $500 Million towards this cause, I intend on contacting lucky individuals 
using their email address and giving them money.

I am a tech guy and this is the way I see philanthropy trending. Every email address ever opened belongs to 
somebody somewhere in the world, You have received this email now you are part of my journey.

Provide your name and address and I will contact you again on how you will be paid.

I am a proud “never-billionaire.” I continue to pursue high growth investments with SV Angel and I will be
directing nearly all future gains directly to philanthropy.

Ron Conway



Concerns – Accuracy

74



After brute-forcing the password, the researchers analyzed the code and 
found "that the attacker had neatly commented the entire code," 
something that rarely happens with human-developed code, because 
threat actors want to hide how the malware works.

It’s Starting To Happen

75



About That Autonomous Attack

"It looked around at the system info, decided to upgrade a bunch 
of stuff including the Linux kernel, got impatient with Apt and so 
investigated why it was taking so long, then eventually the
update succeeded but the machine doesn’t have the new kernel 
so edited my Grub [bootloader] config," Buck explained in his 
post.

76



It’s Improving With Time

"This allows Rhadamanthys to extract cryptocurrency wallet 

seed phrases from images, making it a highly potent threat 

for anyone dealing in cryptocurrencies. The malware can 

recognize seed phrase images on the client side and send 

them back to the command-and-control (C2) server for 

further exploitation."

77



Deepfakes
Deepfake Putin warning Americans about their pending self-
inflicted doom

• Remarkably easy to produce

• Already used in political ads

• Dangerous election threat when 
combined with disinformation

78



Let’s combine:

• Activism

• Deepfakes

• Disinformation

• Stolen records

• Nation-state computing power

• Poor media literacy in the US

• The Electoral College

79

Resulting in:

• Targeting single-issue voters 

with dis- and misinformation

• Focusing on ~10 counties 

where a few thousand votes 

swing the EC

• Using delivery methods that are

not public

How A Nation-State Swings an Election



Thank You

Mike Hamilton

mkh@criticalinsight.com

mkh@pisces-intl.org

• Free Security Awareness Training every 
month 
https://www.criticalinsight.com/resources
/events

• Sign up for the daily IT Security News 
Blast: 
https://www.criticalinsight.com/resources
/daily-news

• PISCES: www.pisces-intl.org

• NIST Cybersecurity Framework 
assessment tool: 
https://cybersecurity.criticalinsight.com/ni
st-risk-assessment-and-budgeting-tool

mailto:mkh@criticalinsight.com
mailto:mkh@pisces-intl.org
https://www.criticalinsight.com/resources/events
https://www.criticalinsight.com/resources/events
https://www.criticalinsight.com/resources/daily-news
https://www.criticalinsight.com/resources/daily-news
http://www.pisces-intl.org/
https://cybersecurity.criticalinsight.com/nist-risk-assessment-and-budgeting-tool
https://cybersecurity.criticalinsight.com/nist-risk-assessment-and-budgeting-tool


Questions & 
Answers

PLEASE USE THE Q&A FEATURE AT 
THE TOP OF YOUR SCREEN TO 

SHARE QUESTIONS



THANK YOU FOR 
ATTENDING!

We look forward to seeing you at a future session.

Please take our post-
session survey!

Scan this QR Code to 
access the short survey 

on your phone
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