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Oregon All Payer All Claims (APAC) Program
Data Security Plan
APAC-3 Attachment
This data security plan is required for all limited data set requests. The intent is for you to provide a detailed description of your plans to manage security of the APAC data. Please contact apac.admin@odhsoha.oregon.gov with any questions on how to complete this document. 
Please provide all required information directly in this document. OHA will not review attachments or a secondary data security plan. 

PROJECT INFORMATION
Project Title: Click or tap here to enter text.
Principal Investigator: Click or tap here to enter text.
Organization: Click or tap here to enter text.

DATA SECURITY PLAN DETAILS
1. Provide the name and title of the single individual designated as the custodian of APAC data, who is responsible for oversight of APAC data, including reporting any breaches to OHA and ensuring the data are properly destroyed upon project completion. This is typically the principal investigator or staff listed in Section 2 of the APAC-3 application.
	Click or tap here to enter text.





2. Provide details below on a security risk management plan applicable to APAC data that includes:
a. Secure storage in all mediums (e.g., electronic or hard copy)
	Click or tap here to enter text.


b. Procedures to restrict APAC data access to only those individuals listed on the data use agreement
	Click or tap here to enter text.


c. User account controls (i.e., password protections, maximum failed login attempts, lockout periods after idle time, user audit logs, etc.)
	Click or tap here to enter text.


d. Confirmation of training for personnel on how to properly manage protected health information in all formats
	Click or tap here to enter text.


e. Protection of derivatives of APAC data at the re-identifiable level
	Click or tap here to enter text.


f. If applicable, procedures for handling direct identifiers, such as allowing access on a ‘need to know’ basis only and minimizing risk by storing identifiers separately from other APAC data
	Click or tap here to enter text.


g. Procedures for identifying, reporting and remedying any data breach
	Click or tap here to enter text.


h. Statement of compliance with HIPAA and the HITECH Act
	Click or tap here to enter text.


i. Electronic device protections (i.e., anti-virus or anti-malware software, firewalls, and network encryption)
	Click or tap here to enter text.





3. [bookmark: SECTION_6:_COST_OF_DATA]Record level or derivative data that can be re-identified must be destroyed within 30 days of the end of the data use agreement, in a manner that renders it unusable, unreadable or indecipherable. What are your plans for destruction of the dataset and any potentially identifiable elements of the data once the data use agreement has expired? If data backup occurs, identify the process and timeline for complete data destruction including any and all backups.
	Click or tap here to enter text.
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