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Cambridge Anaylitica and Facebook Scandal - Involves
the collection of personally identifiable

jnformation (p1I) of up to 87

million Facebook users

which was used to inappropriately target individuals

for ads and misinformation by

7rd parties

& Root Cause - Facebook platform was developed
with poor user privacy provisions and provided

poorly protected query tools that allowed any
user with a Facebook account to nine PII fro

the platform.

é»Risk/Mitigation _ The Provider Directory is a
closed system where access ig provided only to
authorized users who are vetted and verified
py the prograf. Users and their organizations
are monitored for suspicious pehavior and

access to data follows the “least necessary
access to perform pbusiness function”
methodology recomnended by industry
professionals. Particularly sensitive data is
restricted to only certain users who have

applied for and been approved to access it by

OHA.
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reach - Hackers
of the

Sears/Delta/Best Buy Data B
data including

accessed geveral hundred thousands
aforementioned businesses customer
names, addresses, credit card numbers.

numbers, and credit card expiration dates.




BREACH

> 143 MILLION AMERICANS
> NAMES, ADDRESSES
»> SOCIAL SECURITY NUMBERS
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Vendor is compliant with all state jdentity and
theft protection requirements, data retention
policies, and federal and state privacy and
security requirements and administrative rules
A1l security related technologdy. training, and
policies are verified by an independent 3rd
party evaluator yearly and by OHA and or their
designees per release and quarterly

OWASP Top 10 Compliant App Scans are performed
and assessed pefore each new release of the
solution

Strong Service Level Agreement (SLA) provisions
are in place related to data protection, breach
reaction, and resolutions to ensure compliance
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